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ExWapp is a runtime-neutral WhatsApp Web client library for Elixir, proven through sustained production use across multiple applications.
See the changelog for release notes.
Status and public API
The only supported public application API is the %ExWapp.Client{} workflow
exposed by the ExWapp facade:
	create a client with ExWapp.new/1;
	pass that client to ExWapp.connect/1, pair/1, send, media, contact, chat,
and diagnostics functions;
	keep the updated client returned by mutating operations in state owned by
your application.

ExWapp.Session is the internal engine used by the built-in client transport.
It currently exposes functions that can also return chats, messages, and other
runtime state, and old PID-based clauses remain for compatibility. Those entry
points are not the stable public API and may change as the runtime evolves.
The library is production-tested but protocol-sensitive. WhatsApp can change
its private web protocol without notice.
In addition to its automated test suite, ExWapp has been exercised in field
testing for several months across many linked devices and device
configurations. This practical validation improves confidence in real-world
behavior, but it is not an official certification and cannot prevent future
protocol or policy changes.
Requirements
CI tests these supported combinations:
	Elixir 1.19 with Erlang/OTP 28
	Elixir 1.20 with Erlang/OTP 29

Installation
Add ExWapp and the JSON implementation of your choice to your application:
def deps do
  [
    {:ex_wapp, "~> 0.1.5"},
    {:jason, "~> 1.4"}
  ]
end
ExWapp intentionally has no runtime dependency on Jason. Configure the JSON
module in your host application:
# config/config.exs
config :ex_wapp, :json_library, Jason
You can instead select Poison, Elixir's built-in JSON module, or an adapter
for another implementation:
config :ex_wapp, :json_library, Poison
# or, on an Elixir version that provides it:
config :ex_wapp, :json_library, JSON
The selected module may expose encode/1 and decode/1 with
{:ok, value} | {:error, reason} results, or the corresponding encode!/1 and
decode!/1 functions. For a library with a different API, implement a small
module following ExWapp.JSON.Library and configure that module instead. A
missing or invalid JSON configuration produces an explicit error.
QR rendering and ExWapp instrumentation are also supplied by the host application;
qr_code and telemetry are not direct dependencies of ExWapp. The currently
locked WebSockex version depends on telemetry itself, so it still appears as
a transitive dependency of that transport. ExWapp does not enable instrumentation
just because the package is installed.
Protox remains a runtime dependency: the checked-in generated modules delegate
wire encoding and decoding to its runtime helpers.
Only protoc, used when regenerating those files, is unnecessary in production.
The Protox 2.1 runtime has no Decimal or JSON package dependency.
ed25519 is retained for the Signal/Noise verification boundary. Tests against
OTP's Ed25519 primitive agree for valid converted XEdDSA signatures, but expose
differences for noncanonical signatures and malformed inputs. See the
dependency comparison before replacing it.
Quick start
The built-in session transport provides a complete WhatsApp connection while
the caller continues to use only the client API:
client =
  ExWapp.new(
    session_id: "account_1",
    store: {ExWapp.Store.Ets, path: "/var/lib/my_app/account_1.etf"},
    transport: ExWapp.Client.Transport.Session,
    events: MyApp.WhatsAppEvents
  )

{:ok, client} = ExWapp.connect(client)
{:ok, client, {:code, qr_code}} = ExWapp.pair(client)

{:ok, client, message_id} =
  ExWapp.send_message(client,
    to: "393XXXXXXXXX@s.whatsapp.net",
    text: "hello"
  )

{:ok, chats} = ExWapp.list_chats(client)

{:ok, messages} =
  ExWapp.get_messages(client, "393XXXXXXXXX@s.whatsapp.net", limit: 50)
The client is regular data. Store the latest returned value in your GenServer,
GenStateMachine, LiveView, job, or another application-owned process. See
examples/gen_server_session.ex for a
complete wrapper.
Rendering pairing QR codes
ExWapp.pair/1 returns a raw pairing payload in {:code, payload}. Render that
string with your preferred Elixir or browser library. No QR implementation is
bundled, and an already paired session needs no renderer.
For example, an application choosing the qr_code package adds
{:qr_code, "~> 3.2.0"} to its own dependencies and implements:
defmodule MyApp.QRRenderer do
  @behaviour ExWapp.QR.Renderer

  @impl true
  def render(payload, opts) do
    payload
    |> QRCode.create(Keyword.get(opts, :error_correction, :high))
    |> QRCode.render(Keyword.get(opts, :format, :svg))
  end
end

{:ok, client, {:code, payload}} = ExWapp.pair(client)
{:ok, svg} = MyApp.QRRenderer.render(payload, format: :svg)
File.write!("/tmp/whatsapp.svg", svg)
Another library can implement the same render/2 callback, returning
{:ok, binary_or_iodata} or {:error, reason}. Render new payloads when QR codes
rotate and wait for pairing/authentication to finish before sending messages.
The manual IEx helper uses that same contract:
config :ex_wapp, :qr_renderer, MyApp.QRRenderer

# In IEx; qr_renderer overrides the application default when supplied.
ExWapp.Live.run_session("account_1",
  qr_renderer: MyApp.QRRenderer,
  qr_options: [format: :svg, error_correction: :high],
  qr_path: "/tmp/whatsapp.svg"
)
:qr_options goes unchanged to the renderer. Set :qr_path to match its output
format, for example .png for PNG. If a QR is received without a renderer, the
helper returns {:error, :qr_renderer_not_configured}. Rendering and file-write
errors are returned immediately and the helper releases its QR subscription;
it does not log the pairing payload.
Client API overview
All functions below are called through ExWapp with a %ExWapp.Client{}.
Lifecycle and pairing:
	new/1
	connect/1
	pair/1
	disconnect/1

Messages and media:
	send_message/2
	send_image/4
	send_audio/4
	send_document/4
	send_location/5
	send_contact/5
	send_event/5
	download_media/3
	receive_message/3

Contacts, chats, calls, and local history:
	list_contacts/1, get_contact/2, sync_contacts/1
	create_contact/3, delete_contact/2
	list_chats/1, list_groups/1, get_chat/2
	get_messages/3, stream_messages/3, all_messages/2
	delete_messages/3
	list_calls/2, get_call/2

Diagnostics:
	status/1
	last_error/1
	diagnostics/1

Mutating operations return the updated client. A send, for example, returns
{:ok, client, message_id} or {:error, %ExWapp.Error{}, client}. Read
operations return {:ok, value} or the same structured client error.
Messages
Text can be sent directly from keyword options:
{:ok, client, id} =
  ExWapp.send_message(client,
    to: jid,
    text: "hello",
    quoted: quoted_message,
    mentions: ["123@s.whatsapp.net"]
  )
Media and structured messages use focused functions:
{:ok, client, image_id} =
  ExWapp.send_image(client, jid, {:path, "photo.jpg"},
    mimetype: "image/jpeg",
    caption: "A photo"
  )

{:ok, client, audio_id} =
  ExWapp.send_audio(client, jid, {:path, "voice.ogg"},
    mimetype: "audio/ogg; codecs=opus",
    ptt: true
  )

{:ok, client, document_id} =
  ExWapp.send_document(client, jid, {:path, "contract.pdf"},
    mimetype: "application/pdf",
    caption: "Contract"
  )

{:ok, client, location_id} =
  ExWapp.send_location(client, jid, 45.4642, 9.1900,
    name: "Milano",
    address: "Milano, Italy"
  )
ExWapp.send_message/2 returns after the built-in transport has written the
encrypted stanza. That is not proof that WhatsApp accepted or delivered it.
Delivery and read receipts arrive asynchronously.
Incoming messages and events
Inbound payloads cross the public boundary through
ExWapp.receive_message/3. The configured transport converts them to
ExWapp.Event values, and the configured event adapter decides how your
application receives them:
defmodule MyApp.WhatsAppEvents do
  @behaviour ExWapp.Events

  @impl true
  def emit(_client, event) do
    Phoenix.PubSub.broadcast(MyApp.PubSub, "whatsapp", event)
  end
end
The built-in session transport also persists inbound chats and messages in the
configured store. Read them through the client facade:
{:ok, chats} = ExWapp.list_chats(client)
{:ok, page} = ExWapp.get_messages(client, jid, limit: 100, offset: 0)
{:ok, history} = ExWapp.all_messages(client, jid)

history
|> Stream.chunk_every(250)
|> Stream.each(&MyApp.MessageRepo.upsert_batch(jid, &1))
|> Stream.run()
get_messages/3 materializes a newest-first page. stream_messages/3 and
all_messages/2 return lazy streams backed by the configured store. These are
local-history APIs; they do not request a complete remote account export.
The built-in session automatically downloads encrypted history-sync blobs sent
by the account's own devices, checks their integrity, decompresses them, and
imports their supported records into the same store as inline history. Downloads
run in supervised background tasks. Session subscribers receive
{:ex_wapp_session, :history_sync, :completed, metadata} after persistence, or
{:ex_wapp_session, :history_sync, :failed, reason, metadata} on failure.
Use the same history queries above after completion. download_media/3 also
accepts a %ExWapp.Media.Ref{type: :history} for fetching decrypted compressed
bytes directly.
Storage
ExWapp ships with two stores:
	ExWapp.Store.Ets for ETS-backed state with optional file persistence;
	ExWapp.Store.Memory for tests and short-lived usage.

Use a custom backend by implementing ExWapp.Store:
client =
  ExWapp.new(
    session_id: "account_1",
    store: {MyApp.PostgresStore, account_id: "account_1"},
    transport: ExWapp.Client.Transport.Session
  )
The persisted built-in store format is a versioned, gzipped JSON envelope.
JSON implementation details are isolated behind ExWapp.JSON, so choosing a
different library does not change the on-disk format.
ExWapp.Store.Ets accepts max_messages_per_chat. Its default is unbounded;
choose a limit large enough for resend repair, receipt tracking, and media
retry requirements in your application.
Contacts, chats, and calls
{:ok, contacts} = ExWapp.list_contacts(client)
{:ok, contact} = ExWapp.get_contact(client, jid)
{:ok, client} = ExWapp.create_contact(client, jid, "Alice")
{:ok, client} = ExWapp.sync_contacts(client)

{:ok, chats} = ExWapp.list_chats(client)
{:ok, groups} = ExWapp.list_groups(client)
{:ok, chat} = ExWapp.get_chat(client, jid)

{:ok, calls} = ExWapp.list_calls(client, status: :missed, limit: 20)
{:ok, call} = ExWapp.get_call(client, call_id)
Chat structs contain conversation metadata, not an embedded message list.
Messages are indexed separately and queried with the history functions above.
Call records contain signalling metadata only; ExWapp does not implement VoIP
audio/video or answer calls.
Custom transports
ExWapp.Client.Transport.Session is the complete built-in transport. An
application can provide a different runtime by implementing
ExWapp.Client.Transport:
defmodule MyApp.WhatsAppTransport do
  @behaviour ExWapp.Client.Transport

  def connect(client), do: {:ok, client}
  def disconnect(client), do: {:ok, client}
  def pair(client), do: {:ok, client, :pending}

  def send_message(client, %ExWapp.Message{} = message) do
    # Send with the runtime owned by your application.
    {:ok, client, message.id}
  end

  def receive_message(client, payload, _opts) do
    event = ExWapp.Event.new(:message_received, payload, session_id: client.session_id)
    {:ok, client, [event]}
  end
end
Low-level protocol modules such as ExWapp.Noise, ExWapp.Signal,
ExWapp.Binary, and ExWapp.AppState.Engine are implementation building
blocks for adapters and maintainers. They are not an alternative public
application API.
Runtime configuration
Global defaults live under config :ex_wapp, :runtime. A client can override
them with its :runtime option:
config :ex_wapp, :runtime, %{
  app_state: %{initial_sync_enabled: true},
  calls: %{max_records: 500}
}

client =
  ExWapp.new(
    runtime: [app_state: [initial_sync_enabled: false]],
    transport: ExWapp.Client.Transport.Session
  )
Disabling initial app-state sync can leave contacts and chat metadata
incomplete. It is mainly useful for send-only or externally persisted
integrations.
Observability and security
ExWapp instrumentation is disabled by default. To use the Erlang :telemetry
backend, declare {:telemetry, "~> 1.2"} in your application's dependencies and
enable it explicitly:
config :ex_wapp, :telemetry_adapter, :telemetry
ExWapp.Telemetry.events/0 lists the canonical events. Use
ExWapp.Telemetry.attach_many/3 and detach/1 to manage their handlers.
High-level client events can additionally be forwarded with
events: ExWapp.Events.Telemetry.
For another metrics system, configure a module implementing
ExWapp.Telemetry.Adapter instead of :telemetry. Only
execute(event_name, measurements, metadata) is required; it should return
:ok promptly. attach_many/4 and detach/1 are optional. The helpers return
an explicit error when handler management is unavailable. Event emission is
best effort: backend errors do not interrupt sessions, sends, or persistence.
Setting :telemetry_adapter to nil disables ExWapp instrumentation, including
ExWapp.Events.Telemetry. This setting does not control WebSockex's own events.
The library redacts known secrets from its own logs, but application logs,
crash dumps, store files, and custom event handlers may still contain phone
numbers, message content, identity keys, or session material. Protect persisted
stores and avoid logging raw protocol payloads in production.
Documentation map
	HexDocs contains generated module and function
documentation.
	docs/architecture.md describes boundaries and data
flow.
	docs/design-decisions.md records the main
engineering choices and their consequences.
	docs/protocol-flow.md follows connection, Noise,
authentication, Signal, messaging, recovery, and synchronization.
	docs/protocol-reference.md records the
maintained addressing, wire, encryption, ACK, retry, and call invariants.
	docs/strengths-and-limitations.md
gives an evidence-based assessment of the library today.
	examples/gen_server_session.ex shows an
application-owned GenServer around %ExWapp.Client{}.

Generated protobuf modules live in lib/ex_wapp/wa_proto/. Do not edit them by
hand; scripts/update_wa_protos.sh regenerates the complete snapshot.
Development
The same checks used in CI can be run locally:
mix format --check-formatted
mix compile --warnings-as-errors
mix test
mix test --cover
mix credo --strict
mix dialyzer
MIX_ENV=dev mix docs --warnings-as-errors
mix hex.build

Pull requests and pushes to main run tests on Elixir 1.19/OTP 28 and Elixir
1.20/OTP 29. Credo and Dialyzer run as separate required checks.
The coverage configuration excludes the generated WA* Protox modules. Those
modules are validated by schema, wire-compatibility, and round-trip tests;
including every generated line would measure the size of the protocol snapshot
rather than the maintained ExWapp implementation. CI rejects maintained-code
coverage below 90%.
Protocol integration tests exchange authenticated Noise and Signal messages with
local peers, exercise HTTP/HTTPS and WebSocket servers, and verify persistence
and recovery after failures. They run without a WhatsApp account. The HTTPS
tests require openssl to generate a temporary certificate authority and server
certificate; certificate verification remains enabled.
License
Apache License 2.0. See the
LICENSE file.
Disclaimer
ExWapp is an unofficial, independent project. It is not affiliated with,
authorized, maintained, sponsored, or endorsed by WhatsApp or Meta. WhatsApp
and Meta are trademarks of their respective owners.
Using an unofficial client may violate WhatsApp's terms or trigger automated
abuse controls. A phone number or account can be temporarily suspended or
permanently banned. Use a dedicated test number, avoid spam and automation that
harms users, comply with applicable terms and laws, and use this library at
your own risk. The maintainers cannot guarantee continued protocol access or
account safety.
WhatsApp's official Messaging Guidelines
address unofficial clients, bulk or automated messaging, spam, and harmful
automation, and describe enforcement that can include temporary or permanent
account suspension. Commercial messaging is also subject to the
WhatsApp Business Messaging Policy,
including recipient opt-in, opt-out handling, approved-template, and customer
service-window requirements. Policies can change; users are responsible for
reviewing and complying with their current versions.


  

    Changelog

0.1.5 — 2026-10-25
Changed
	Remove the bundled QR package and its five transitive dependencies. Applications
render the pairing payload themselves or provide an ExWapp.QR.Renderer to the
Live helper through :qr_renderer and :qr_options.
	Make ExWapp instrumentation opt-in through :telemetry_adapter. The Erlang
:telemetry module or a custom ExWapp.Telemetry.Adapter can be selected.
ExWapp no longer declares a direct telemetry dependency; WebSockex still has
its own transitive dependency and emits its own events.
	Upgrade Protox from 1.7.8 to 2.1.0 and regenerate the same 772-module WhatsApp
schema snapshot at whatsmeow b2b1e71. Adapt internal encoders to the new
return values and use the generator's typespecs. This removes Decimal from
the dependency tree without changing the client API or protocol schema.
	Upgrade Phoenix.PubSub to 2.4.1, Ed25519 to 1.5.2, Dialyxir to 1.4.8,
ExDoc to 0.40.4, and Makeup to 1.2.3.

Fixed
	Recognize the account's paired LID when handling own-device protocol messages
and normalize PN/LID mappings so app-state keys and history can be ingested.
	Preserve completed post-auth activation when prekey responses arrive late,
avoiding duplicate passive activation and digest requests.
	Normalize newsletter status senders when incoming nodes contain structured JIDs.
	Extend download_media/3 to authenticate and decrypt history-sync blobs with
the history-specific key derivation and media URL type. The built-in session
downloads received chunks in supervised tasks, decompresses and imports them,
and reports completion or failure through lifecycle events. Disconnects
cancel pending tasks; duplicate imports retain message IDs and newer live
chat timestamps.
	Return QR rendering and file-write failures immediately, release the helper's
QR subscription, and avoid printing the pairing payload on failure.
	Route client and policy metrics through the configured instrumentation adapter
and isolate backend failures from protocol operations.
	Preserve direct signed-identity pairing with Protox 2's unknown-wire-field
behavior while still rejecting bad HMACs and invalid account signatures.

Validation
	1,204 passing tests and 91.51% maintained-code coverage on Elixir 1.20.4 /
OTP 29.1.1. History blob downloads, integrity failures, persistence failures,
disconnect cancellation, QR renderers and optional telemetry have regression
coverage using local peers only.
	Compare Ed25519 1.5.2 with OTP on libsignal vectors, generated XEdDSA signatures
and signed prekeys, both sign bits, tampering and malformed inputs. Keep the
dependency: noncanonical S + L signatures and error contracts differ.

Full changes
0.1.4 — 2026-10-18
Changed
	Update the default WhatsApp Web version to 2.3000.1050728964, verified
against whatsmeow b2b1e71 on 2026-10-18.
	Regenerate the protobuf snapshot, including audio stickers, location requests,
shared-device contact keys, history restrictions, community settings and new
device capabilities. Internal wallpaper colors now follow upstream's
fixed32 ARGB representation; new wire fixtures verify the changed types.
	Allow UPSTREAM_REF=<commit> in the proto updater for reproducible snapshots,
preserve local upstream edits and include all proto wire suites in its checks.

Fixed
	Honor state="false" on incoming prekey messages without replacing or
advancing existing Signal sessions, pending aliases or persisted sessions.
Consume one-time prekeys only after successful decryption; keep established
sessions intact when a stateless message fails authentication.
	Prevent receipt, notification and call ACKs from changing the status of a
message with the same ID. Only message-class ACKs carry a delivery verdict.

Validation
	1,101 passing tests and 90.03% maintained-code coverage on Elixir 1.20.4 /
OTP 29.1.1. Validation uses local protocol peers, without a live WhatsApp account.
	Add authenticated stateless-prekey tests for map and ETS stores, ACK ID
collision tests and independent protoc wire fixtures for the October schema.
	Verify existing handling of split encrypted frames, malformed stanza tags
and group participant_pn aliases without an addressing-mode hint.

Full changes
0.1.3 — 2026-09-10
Changed
	Update the default WhatsApp Web version to 2.3000.1047068806, verified
against whatsmeow 9ec8f76 on 2026-09-09.
	Refresh the generated protobuf modules with additive upstream schema changes
for ACP2, newsletters, video, AI, business and device capabilities. These
changes extend wire compatibility; they do not introduce new public APIs.
	Enforce 90% coverage for maintained code, with the existing exclusion for
generated protobuf modules unchanged.

Fixed
	Start the diagnostic WebSocket transport with a valid WebSockex connection
callback and close its socket when disconnecting.
	Use the configured client version consistently in the diagnostic Noise payload.
	Parse decoded binary prekey bundles and preserve device IDs in peer JIDs.
	Replace existing message IDs correctly in custom store adapters and migrate
legacy message lists without resurrecting deleted messages.
	Return an error from ExWapp.Binary.encode/1 for invalid node shapes.
	Report invalid media retry keys explicitly and complete session cleanup when
a store flush raises, throws or exits.

Validation
	1,081 passing tests, including authenticated Noise and Signal exchanges, local
HTTP/HTTPS and WebSocket servers, persistence recovery and failure injection.
	90% maintained-code coverage. Protocol tests run without a WhatsApp account;
live interoperability remains dependent on WhatsApp's private protocol.

Full changes


  

    Architecture

ExWapp has one public application boundary: functions in ExWapp receive a
%ExWapp.Client{}. The client is ordinary data owned by the host application;
the built-in transport hides the processes required by the protocol.
Host application
  |
  | ExWapp.new/connect/pair/send_*/list_*/...
  v
ExWapp facade -> ExWapp.Client.API -> ExWapp.Client.Transport behaviour
                                      |
                                      v
                            built-in Session adapter
                                      |
                +---------------------+--------------------+
                |                     |                    |
          session workers         Store adapter       Events adapter
                |
      WebSocket / Noise / binary nodes
                |
      Signal, device fanout, app state
                |
       generated Protox wire modules
Public boundary
ExWapp.Client contains the selected transport, store, event adapter, runtime
configuration, status, and compact trace. Operations that change client state
return the updated client. The caller must retain that returned value.
ExWapp.Client.API coordinates validation, transport calls, normalized errors,
events, telemetry, and status transitions. Applications call these operations
through ExWapp, not through ExWapp.Client.API directly.
ExWapp.Client.Transport is a complete runtime adapter contract, despite its
historical name. A raw socket is insufficient: a working adapter must also
provide authentication, Signal state, device fanout, retries, persistence, and
inbound routing. ExWapp.Client.Transport.Session is the complete built-in
implementation.
Legacy functions that accept a session PID still exist. They are compatibility
entry points into the internal runtime, not an additional supported public API.
Built-in runtime
The Session adapter starts and retains the internal session PID in client
metadata. Session workers divide protocol responsibilities so that connection,
post-authentication synchronization, inbound processing, outbound sending,
receipts, retries, and recovery do not share one undifferentiated loop.
The major layers are:
	Layer	Responsibility
	WebSocket and Noise	Transport lifecycle, handshake, encrypted frames
	Binary nodes	Encode and decode protocol tree nodes
	Signal	Identity keys, prekeys, peer sessions, ratchets, sender keys
	Outbound	Content encoding, device discovery, fanout, encryption, queueing
	Inbound handlers	ACKs, receipts, messages, notifications, calls, sync data
	App state	Authenticate and apply synchronized mutations and collection state
	Store	Persist cryptographic state, session data, chats, and messages
	Events and telemetry	Deliver high-level results without prescribing an OTP topology

Outbound path
	The facade builds a typed ExWapp.Message and passes it to the configured
transport.
	The built-in runtime resolves recipient devices and addressing families.
	Signal sessions or sender keys encrypt the payload for the required targets.
	The stanza enters a bounded outbound queue. Protocol-critical ACK traffic
has a separate priority path so ordinary sends cannot starve it.
	A successful send result means the encrypted stanza was written by the
transport. Acceptance, delivery, and reading are later asynchronous states.
	Retry and session-repair paths preserve the original message identifier.

Durable store failures are not reported as successful sends. This matters
because resend repair and receipt processing depend on the locally stored
message and cryptographic state.
Inbound path
	The transport decrypts a Noise frame and parses its binary node.
	Inbound routing first handles protocol obligations such as ACKs and receipts.
	Message candidates are resolved to the correct sender/device identity and
decrypted with Signal.
	Typed handlers project protocol payloads into ExWapp data structures.
	Chats, messages, receipts, calls, and synchronized state are persisted.
	High-level ExWapp.Event values cross the application boundary through the
configured ExWapp.Events adapter.

Persistence and ownership
ExWapp.Store is the persistence contract. The built-in ETS adapter keeps hot
state in ETS and can durably flush a versioned, gzipped JSON envelope; the
memory adapter is intended for tests and short-lived runs. Applications may
provide a database-backed adapter.
The host application owns supervision and the latest client value. The built-in
runtime owns its internal workers. A store struct created by the caller remains
caller-owned; a store created from client options can be closed by the runtime.
Optional integrations
	Integration	Host configuration	Contract
	JSON	config :ex_wapp, :json_library, MyJSON	ExWapp.JSON.Library
	QR rendering	config :ex_wapp, :qr_renderer, MyRenderer or the Live helper's :qr_renderer option	ExWapp.QR.Renderer.render/2
	Instrumentation	config :ex_wapp, :telemetry_adapter, MyMetrics	ExWapp.Telemetry.Adapter

Pairing exposes the raw QR payload to the application; rendering is optional
and uses no bundled QR library. The Live helper calls the selected renderer
with :qr_options, writes its returned iodata to :qr_path, and returns render
or file-write failures without retaining the QR subscription. See the README
for an application-owned qr_code adapter example.
Instrumentation is disabled unless configured. All ExWapp metrics, including
client connection and session policy events, pass through ExWapp.Telemetry.
Backend exceptions cannot fail protocol work. Callbacks run synchronously and
must return promptly. The Erlang :telemetry module can be selected directly;
custom backends only need execute/3, with handler management optional.
WebSockex currently brings its own transitive telemetry dependency and owns
its own events independently of ExWapp's adapter setting.
Generated protocol boundary
Protox modules under lib/ex_wapp/wa_proto/ are generated artifacts, not
hand-maintained application logic. The update script replaces the complete
snapshot, removes stale output, keeps the generated typespecs, compiles with
warnings as errors, and is backed by schema, round-trip, and wire-compatibility
tests. Hand-written modules translate between those wire structures and the
stable client-facing model.
Generated encoders and decoders call Protox runtime functions. Keeping their
source in the repository removes the production need for the protoc
generator, but not for the protox library itself.


  

    Design decisions

This document records current engineering choices. It is descriptive, not a
promise that internal modules will never change.
One client-facing API
Choice: application code uses ExWapp with %ExWapp.Client{}.
Why: it keeps process topology, protocol workers, and storage details out of
callers. The same API can use the built-in runtime, a controlled test double, or
another complete adapter.
Cost: older PID-based Session functions remain visible during the migration
period and can make the boundary look less strict than it is. They are internal
compatibility entry points and do not carry the public compatibility promise.
Caller-owned client state
Choice: mutating public operations return an updated client instead of
hiding all state behind a globally named process.
Why: applications can choose a GenServer, GenStateMachine, job, ETS table,
or plain functional flow as the owner. Tests do not need a fixed runtime.
Cost: callers must retain the latest returned client. Using an older value
can discard status, metadata, error, or trace updates.
Configurable JSON implementation
Choice: ExWapp has no runtime dependency on a specific JSON package. The
host configures config :ex_wapp, :json_library.
Why: JSON is an application-wide choice in many Elixir systems. Avoiding a
forced implementation prevents dependency conflicts and lets hosts reuse the
library already present in their release.
Cost: startup configuration is required. ExWapp.JSON validates missing
modules, unsupported APIs, invalid return shapes, and non-iodata encoders so
misconfiguration fails explicitly rather than corrupting persisted data.
Generated protobuf snapshot
Choice: generated Protox modules are checked in and updated as one snapshot.
Protox is a runtime dependency because the generated code delegates primitive
encoding, decoding, and varint handling to it. The external protoc generator
is only needed for regeneration. Moving Protox to only: [:dev, :test] would
leave production wire operations without their implementation.
The snapshot uses Protox 2.1, which supplies its own message typespecs and no
longer depends on Decimal or a JSON codec. Generated encode/1 returns
{:ok, iodata, byte_count} and encode!/1 returns {iodata, byte_count};
ExWapp adapts these internally without changing client API return values.
Why: private protocol schemas drift. Deterministic generated sources make a
release reproducible and allow reviews to see schema changes. Stale generated
files are removed during regeneration.
Cost: the repository contains many generated modules. They must not be
edited by hand, and conventional line coverage is meaningless if every schema
module is counted as maintained application logic.
Signature verification backend
The ed25519 dependency is retained. Differential tests compare its verifier
with OTP's :crypto.verify(:eddsa, :none, message, signature, [key, :ed25519])
using the existing libsignal vectors and locally generated signed prekeys.
Valid signatures agree after converting the Montgomery public key to Edwards
and relocating the XEdDSA sign bit; passing WhatsApp's wire bytes directly to
the OTP verifier does not work.
They are not equivalent for every input: ed25519 1.5.2 accepts a signature
with S + L in place of S, while OTP 29.1.1 / OpenSSL 3.6.5 rejects it.
RFC 8032 section 5.1.7
requires S < L. Invalid points and key lengths also have different exception
behavior. Replacing the dependency therefore needs an explicit compatibility
decision and error handling; these tests do not establish a universal drop-in
replacement. XEdDSA signing remains implemented in ExWapp.Signal.Keys.
Per-key mutation serialization
Choice: Signal and app-state mutations that share a logical key are
serialized, while unrelated keys can proceed concurrently.
Why: cryptographic ratchets and authenticated collection versions are
state machines; concurrent updates to the same state can reuse or skip keys and
make later messages undecipherable.
Cost: contention for one peer or collection is intentionally sequential.
The current in-process lock coordinator has an unbounded waiter queue and does
not persist ownership across a coordinator crash.
Durable send semantics
Choice: storage/flush failure remains a send error, and a transport write is
distinguished from server acceptance or recipient delivery.
Why: retry receipts require the original message, identifier, and matching
cryptographic state. Reporting success before those invariants hold gives the
caller a result the runtime cannot reliably repair.
Cost: send calls can fail even when some work was already performed. Callers
must use returned structured errors and asynchronous receipts rather than treat
one return value as end-to-end delivery proof.
Bounded data queue and priority control path
Choice: ordinary outbound work is bounded, while immediate protocol ACKs use
a priority lane.
Why: an overloaded application must exert backpressure instead of growing
memory indefinitely. ACK starvation can cause the server to close an otherwise
healthy stream.
Cost: the runtime can reject application sends under sustained pressure.
Operators must observe queue and send-health telemetry and choose appropriate
rate limits.
Adapter boundaries for stores and events
Choice: persistence and event delivery are behaviours.
Why: the library should not dictate a database, PubSub system, or process
layout. Built-in adapters provide a usable default while production systems can
integrate their existing infrastructure.
Cost: custom adapters own their durability, ordering, and operational
quality. Passing behaviour tests is necessary but does not replace database and
failure-mode testing in the host application.


  

    Protocol flow

This document describes the current built-in runtime from a connection request
to encrypted message delivery. It intentionally avoids fixed client-version
values and debugging history, because both become stale quickly.
Application code still has one supported boundary: call ExWapp with a
%ExWapp.Client{}. The Session, Noise, Signal, binary-node, and protobuf modules
mentioned below are implementation details.
Layers
ExWapp public client facade
          |
ExWapp.Client.Transport.Session
          |
Session workers and persistence
          |
Binary nodes, Signal, app state
          |
Noise encrypted transport
          |
WhatsApp framing over WebSocket/TLS
The complete runtime is required for production messaging. A raw WebSocket does
not provide pairing, authentication, Signal sessions, device fanout, sender
keys, retries, receipts, or synchronized state.
1. Starting the built-in runtime
client =
  ExWapp.new(
    session_id: "account-1",
    store: {ExWapp.Store.Ets, path: "account-1.etf"},
    transport: ExWapp.Client.Transport.Session,
    events: MyApp.WhatsAppEvents
  )

{:ok, client} = ExWapp.connect(client)
The Session transport creates the internal session runtime when necessary and
keeps its PID in client metadata. That PID is private runtime state. The caller
retains the updated client and continues to use the ExWapp facade.
The runtime loads persistent credentials and protocol state before connecting.
This includes Noise keys, Signal identity and sessions, signed and one-time
prekeys, paired-device data, app-state keys, contacts, chats, messages, and
retry information.
2. WebSocket and framing
The built-in connection opens a TLS WebSocket to the configured WhatsApp Web
endpoint. The WebSocket implementation supplies upgrade headers; ExWapp adds
the required origin instead of duplicating protocol-managed headers.
WhatsApp payloads use a 24-bit big-endian length prefix:
+----------------+----------------------+----------------------+
| optional WA    | payload length       | payload              |
| header         | 3 bytes, big-endian  | variable length      |
+----------------+----------------------+----------------------+
The four-byte WA header appears on the initial client frame. Handshake payloads
are protobuf messages. After the Noise split, payloads are authenticated and
encrypted transport frames.
3. Noise handshake
ExWapp implements Noise_XX_25519_AESGCM_SHA256 in pure Elixir.
Client                                      Server
  |                                            |
  | ClientHello(client ephemeral public key)  |
  |------------------------------------------->|
  |                                            |
  | ServerHello(server ephemeral, encrypted   |
  | static key, encrypted certificate)         |
  |<-------------------------------------------|
  |                                            |
  | ClientFinish(encrypted client static key, |
  | encrypted client payload)                  |
  |------------------------------------------->|
  |                                            |
  |<====== encrypted transport frames =======>|
Client hello
The client generates an ephemeral Curve25519 key pair, initializes the Noise
state with the protocol name and WA prologue, mixes the client ephemeral public
key into the handshake hash, and sends it in a generated handshake protobuf.
Server hello
The server returns its ephemeral public key, encrypted static public key, and
encrypted certificate payload. The client:
	authenticates the server ephemeral value into the transcript;
	mixes the ephemeral-to-ephemeral shared secret;
	decrypts and authenticates the server static key;
	mixes the client-ephemeral/server-static shared secret;
	decrypts and validates the certificate payload.

Any authentication, certificate, or transcript failure stops the handshake.
The runtime does not continue with partially trusted key material.
Client finish and transport keys
The client encrypts its static public key, mixes the
client-static/server-ephemeral shared secret, and encrypts the client payload.
The payload differs between a new-device registration and a login using stored
pairing data.
After ClientFinish, the Noise state splits into independent write and read keys.
Transport frames use AES-256-GCM with monotonically increasing nonces. A
connection restart creates new transport keys and counters; persistent Signal
identity is a separate layer.
The advertised client version comes from ExWapp.Config and can be overridden
through runtime configuration. It must be reviewed as the remote web client
changes; this document deliberately does not duplicate the current numeric
value.
4. Pairing and login
For a new device, the encrypted client payload contains the identity,
registration, signed-prekey, device-properties, and history-sync information
needed for companion registration. QR or phone-number pairing events are routed
back through the client pairing flow.
Pairing credentials are durably stored before they are treated as reusable.
After the server requests a stream restart, the runtime reconnects using the
stored identity and a login payload rather than repeating registration.
For an already paired client, the same connection and Noise handshake run, but
the login payload identifies the linked device from persisted credentials.
5. Post-authentication initialization
After authentication the runtime coordinates protocol initialization instead
of immediately accepting arbitrary application traffic. The sequence includes:
	querying the server prekey count;
	comparing it with usable local private prekeys;
	reserving and durably persisting new prekeys before upload when refill is
necessary;
	updating passive/presence state;
	starting the configured app-state synchronization;
	moving the session into its connected state when required initialization
has completed.

Prekey persistence is part of correctness. Advertising a public prekey whose
private half was not durably stored would make a later inbound message
undecryptable.
6. Outbound messages
ExWapp.send_*
  -> typed ExWapp.Message
  -> recipient and addressing-family resolution
  -> device discovery
  -> Signal session or group sender-key preparation
  -> per-device encryption and fanout
  -> bounded outbound queue
  -> Noise frame write
  -> asynchronous server ACK / delivery / read receipts
Direct messages may target several devices. The runtime fetches missing prekey
bundles, creates Signal sessions, and encrypts the payload separately for each
target. Group messages use sender-key distribution and group fanout rules.
Mutations of one Signal ratchet are serialized by logical key. Unrelated peers
can progress concurrently, while two operations cannot advance the same
ratchet from the same state.
Protocol ACK traffic has a priority lane separate from normal bounded outbound
work. Under overload, application sends can be rejected rather than growing
memory without limit or starving protocol-critical acknowledgements.
A successful send return means the encrypted stanza was written by the
transport. It does not prove server acceptance, recipient delivery, or reading.
Those states arrive later through ACKs and receipts.
7. Inbound messages
WebSocket frame
  -> Noise authentication and decryption
  -> binary-node decoding
  -> immediate protocol ACK where required
  -> stanza routing
  -> sender/device candidate resolution
  -> Signal decryption
  -> typed content projection
  -> durable store update
  -> ExWapp.Event emission
The inbound router separates messages, receipts, acknowledgements,
notifications, calls, and synchronization payloads. Signal ciphertext can be a
new prekey message, an established session message, or a group sender-key
message. Decryption commits updated ratchet state through the configured store.
Malformed or undecryptable payloads remain explicit failures. Where the
protocol permits it, retry receipts request redelivery; retry counters prevent
an unbounded loop.
8. Delivery confirmation and repair
Server ACKs are classified separately from delivery and read receipts. A
session rejection can trigger bounded repair:
	locate the original persisted message;
	preserve its message identifier;
	invalidate the affected peer session where appropriate;
	obtain fresh device/session material;
	resend within the configured repair budget;
	expose the final result to the caller and telemetry.

The runtime does not report durable-store failure as a successful send. The
original message and matching cryptographic state must remain available for
retry processing.
9. App state and history sync
App-state patches are authenticated before they mutate contacts, chats, or
collection state. Collection version, LTHash state, and mutation MACs advance
together. Concurrent mutations for one collection are serialized.
Inline history-sync payloads are decoded and projected into the configured
store. Blob-delivered history chunks use supervised background downloads with
the history media key context, integrity checks, and zlib decompression before
the same projection. Only authenticated self-device notifications schedule these
downloads. Disconnect cancels the tasks. Local history queries do not promise
a complete remote account export.
10. Disconnect and reconnect
A transport close is a Session event, not an ignored socket detail. The runtime
clears connection-scoped waits, closes the failed connection, applies reconnect
policy and backoff, and starts a new WebSocket and Noise handshake when allowed.
Credentials, Signal state, messages, and app-state data survive through the
store. Noise transport keys, frame counters, pending connection waits, and
other socket-scoped data do not survive a reconnect.
Fatal authentication, policy, or account failures are not treated as an
unlimited reconnect loop. They are surfaced through structured state, events,
logs, and diagnostics.
Maintainer invariants
	Never bypass the Session pipeline for high-level production sends.
	Never reuse Noise transport keys or counters across connections.
	Never advertise prekeys before their private halves are durably stored.
	Never mutate the same Signal ratchet or app-state collection concurrently.
	Never change a message ID during retry or session repair.
	Never interpret a socket write as end-to-end delivery.
	Never count generated protobuf lines as maintained-code coverage.

See Architecture for component ownership,
Design decisions for the reasons behind these boundaries,
and strengths and limitations for current gaps
and operational risks. Protocol reference records the
wire and addressing invariants used by the implementation.


  

    Protocol reference

This is a maintainer reference for the private multi-device protocol behavior
implemented and tested by ExWapp. It is not an official WhatsApp specification.
Remote behavior can change without notice, so source code, wire fixtures, and
live validation take precedence when they disagree with this document.
Application developers should not build against the modules described here.
The only supported application boundary is the ExWapp facade operating on a
%ExWapp.Client{}.
Upstream snapshot: 2026-10-18
The default WhatsApp Web version is 2.3000.1050728964, verified against
whatsmeow b2b1e71
(commit dated 2026-10-17). The 772 generated Protox modules use that checkout.
The changes since the September snapshot
include:
	Audio stickers, instant images, location requests and cancellations, and
additional event invitation metadata.
	Shared-device contact hash keys, group-history settings, community nesting,
business broadcast actions, contact birthdays and shared-device secrets.
	ACP2 history restrictions, omitted conversations, favorite stickers, additional
device capabilities and the AUTOMOTIVE platform.
	Animated chat wallpapers and ARGB wallpaper colors. Unlike the other schema
additions, ChatSolidColorWallpaper fields 1 and 2 change from strings
(colorLight/colorDark) to fixed32 (backgroundLightArgb/
backgroundDarkArgb). These generated types are internal; ExWapp's supported
facade does not expose a chat-theme API. Independent protoc fixtures verify
the new wire representation, including unsigned 32-bit color values.

These schema updates extend encoding and decoding; they do not add public APIs
for all the corresponding features. The binary token dictionary is unchanged.
Labyrinth/WASM and Armadillo schema changes remain outside this client's
entrypoints and runtime.
Runtime fix review
	Upstream change	ExWapp result
	Stateless prekey messages	Ported: pkmsg with state="false" decrypts without creating, replacing or advancing stored Signal sessions or pending aliases. Authenticated one-time prekeys are still consumed; failed stateless messages do not reset existing sessions. Tested with map and ETS stores.
	ACK correlation report, PR #1264	The upstream PR remains open. Local regression testing exposed an analogous stored-status bug: receipt, notification and call ACKs could update a message sharing their ID. Only class="message" now updates message status. This is a local fix, not an import of the Go waiter API.
	Split frame lengths	Already handled by Transport.Frame: the three-byte length prefix is excluded from payload size. Existing encrypted transport tests exercise header, length, ciphertext and coalesced-frame splits.
	Malformed stanza tags	Already rejected by the binary decoder. A JID token used as a stanza tag now has explicit regression coverage.
	Prefer participant phone-number aliases	Envelope handling already accepts participant_pn without an addressing-mode hint. Added group LID mapping and device-candidate coverage.
	App-state fetch failures	Initial sync already aggregates fetch failures and emits a failed lifecycle event.

Upstream also changed Muse/WASA bot encryption and root-secret storage,
newsletter live updates, blocklist hashes, group permission checks, Messenger
cache invalidation and Go-specific socket, dependency and JSON behavior. Those
features and implementations are not provided by the current public ExWapp
facade; protobuf regeneration does not implement them. The experimental
companion_reg_refresh notification
and ADV-secret QR rotation are still unimplemented.
To refresh to upstream main, run scripts/update_wa_protos.sh. To reproduce
this snapshot, run:
UPSTREAM_REF=b2b1e71d45e2ff171153b025b5a42f475bb30ef8 scripts/update_wa_protos.sh

The updater preserves local upstream edits by refusing to overwrite a dirty
tracked checkout; SKIP_FETCH=1 uses the current checkout directly. Compare
tmp/whatsmeow_upstream/store/clientpayload.go with ExWapp.Config, then update
the verification date. The updater runs E2E, media, history, sync-action and
snapshot wire tests; run the full suite and maintained-code coverage afterward.
Version verification records the upstream value; live pairing still requires
validation against a WhatsApp account.
Addressing and identity
JID families
	Kind	Example	Primary use
	Phone number (PN)	15550001111@s.whatsapp.net	User-facing identity and server queries
	PN device	15550001111:2@s.whatsapp.net	One linked device in the PN family
	Linked identity (LID)	203139403767907@lid	Linked identity and Signal state
	LID device	203139403767907:2@lid	One linked device in the LID family
	Group	120363043214477337@g.us	Group conversation

The public chat identity is device-stripped. A participant or encryption target
may retain its device suffix.
Wire identity and Signal identity
The JID placed in a binary-node attribute is not always the key used to locate
Signal state. ExWapp resolves two related values:
	the wire JID, used in server-facing nodes and participant fanout;
	the Signal JID, used for peer-session storage and encryption.

PN-to-LID mappings can arrive from device discovery, inbound stanza attributes,
and history synchronization. The store retains both directions. Session lookup
checks deterministic aliases rather than blindly replacing every PN with a LID.
A direct-message stanza uses one addressing family. If the outer destination is
PN, every participant <to jid> is PN; if it is LID, every participant is LID.
The final message-node boundary removes and reports any mixed-family target.
Device discovery and prekeys
Device discovery
Device discovery uses an IQ in the usync namespace. A message-context query
includes the recipient and the sender identity when they differ. Each response
user can contain several devices; a device ID is combined with its parent user
to reconstruct the target JID.
The current linked device is known to topology calculations but excluded from
the encryption targets. Returned PN/LID mappings are stored before session
selection and encryption.
Discovery results are cached. A topology/hash mismatch or session-repair path
can evict the affected entries so a later send queries current devices.
Peer prekey fetch
Missing peer sessions trigger an IQ in the encrypt namespace. Batch fetch is
preferred, with an individual fallback for targets whose bundles were missing
from the batch response. The request uses concrete wire device JIDs; session
creation then aliases the wire and mapped Signal identities deterministically.
Normal sends reuse an existing compatible session. Repair paths intentionally
discard stale peer sessions before obtaining fresh key material. Direct
self-chat also reuses its valid own-device sessions instead of opening a new
prekey session for every message.
Local prekey durability
Publishing local prekeys is a durable two-phase operation:
	reserve IDs and store both private and public material;
	advance the local allocator and flush the store;
	only after a successful flush, enqueue the upload IQ;
	mark the reservation uploaded when the server acknowledges it;
	retain unacknowledged reservations for reuse after timeout or reconnect.

ExWapp refuses to advertise public halves whose private halves are not durable.
It also maintains a high-water mark for advertised IDs so a restored older
snapshot cannot issue different key material under an ID the server may still
serve.
Signal wire envelopes
Application message protobuf bytes are padded before Signal encryption. The
current implementation uses a non-zero random padding length and appends that
length as every padding byte.
	Node type	Signal envelope	Use
	pkmsg	PreKeySignalMessage	Opens a peer session from prekey material
	msg	SignalMessage	Advances an established peer ratchet
	skmsg	SenderKeyMessage	Carries group ciphertext

The peer-session envelopes use the Signal version byte followed by their
encoded message. An established Signal message authenticates its header and
ciphertext with the truncated message MAC. Group sender-key messages carry
their signature as defined by the sender-key wire format.
Ratchet mutation is serialized by peer/device key. A fresh inbound prekey
session is persisted before its one-time prekey is removed. A bounded set of
retained sessions is indexed by initiator base key so delayed messages can be
routed to the ratchet that consumed them. When a retained session successfully
decrypts a current peer message, it is promoted back to the current slot.
Direct-message fanout
A direct send produces two protobuf payload forms:
	recipient devices receive the original message;
	the sender's other devices receive a DeviceSentMessage (DSM) containing the
original message and base destination JID.

The current device is excluded. In a self-chat, all other devices are own
devices and therefore receive DSM payloads.
The high-level sequence is:
	build the original message and DSM payload;
	discover recipient and own devices;
	persist any PN/LID mappings;
	select existing sessions and fetch missing bundles;
	encrypt the correct payload independently for every target;
	canonicalize target JIDs to the outer destination family;
	build participant nodes and optional identity/token children;
	enqueue the binary node for Noise transport.

Message identifier
Generated outgoing IDs have 22 characters:
3EB0 + UPPER_HEX(first 9 bytes of SHA256(timestamp || own-user@c.us || random16))
Retry and session repair preserve the original ID.
Direct-message node
<message id="3EB0..." type="text" to="recipient@s.whatsapp.net">
  <participants>
    <to jid="recipient:0@s.whatsapp.net">
      <enc v="2" type="pkmsg">...</enc>
    </to>
    <to jid="recipient:2@s.whatsapp.net">
      <enc v="2" type="msg">...</enc>
    </to>
    <to jid="own:3@s.whatsapp.net">
      <enc v="2" type="msg">...DSM ciphertext...</enc>
    </to>
  </participants>
  <device-identity>...</device-identity>
  <tctoken>...</tctoken>
</message>
The device-identity child is included when any target receives pkmsg.
Outgoing-message identity encoding includes the account signature key; the
pair-success acknowledgement uses its pairing-specific self-signed form.
Trusted-contact privacy tokens are optional. ExWapp accepts records from the
current seven-day bucket and the preceding three, stores them under known JID
aliases, keeps the newest copy, and drops expired values before sending.
Direct-message attributes do not include phash. The participant hash remains
useful for group topology and diagnostics.
Participant hash
Version 2 participant hashes are derived as follows:
	convert each device JID to user.agent:device@server form;
	sort the resulting strings lexicographically;
	concatenate them without a separator;
	hash with SHA-256;
	take the first six hash bytes;
	encode with standard Base64 without padding;
	prefix the result with 2:.

The current device participates where the topology calculation requires it,
even though it is not an encryption target.
Group fanout
Groups use one SenderKey encryption for the top-level skmsg. Devices that do
not yet have the group sender key receive a SenderKeyDistributionMessage through
their individual pkmsg or msg session.
<message id="3EB0..." type="text" to="group@g.us"
         addressing_mode="lid" phash="2:...">
  <enc v="2" type="skmsg">...group ciphertext...</enc>
  <participants>
    <to jid="member:0@lid">
      <enc v="2" type="pkmsg">...sender-key distribution...</enc>
    </to>
  </participants>
  <device-identity>...</device-identity>
</message>
Group participant targets must match addressing_mode. Unlike a direct
message, the top-level group content is not DSM-wrapped and <participants>
contains only sender-key distribution targets.
Inbound routing and decryption
An inbound message can expose identities through from, participant,
sender_lid, sender_pn, participant_lid, or participant_pn. ExWapp:
	extracts available identities;
	adds device-preserving and device-stripped forms where appropriate;
	expands them through PN/LID mappings;
	collects root and nested <enc> payload candidates;
	tries the payload-by-sender candidate matrix until one decrypts.

After decryption it removes padding, decodes the generated message protobuf,
processes sender-key distribution and protocol messages, unwraps DSM payloads,
persists relevant chat/session state, and publishes user content. Internal
protocol payloads do not become empty chat messages.
pkmsg routing first attempts a stored session matching the envelope base key.
Fresh X3DH creation is a fallback when no retained/current session matches.
For state="false", both paths use a temporary session copy under the normal
mutation lock. Successful authentication consumes any one-time prekey without
saving a session or advancing existing ratchets and pending aliases. Failed
stateless decryption leaves established sessions intact.
ACKs, receipts, and retry
Protocol ACK
Inbound message, call, status, and notification stanzas are acknowledged at the
connection boundary before ordinary decryption, persistence, or publication.
This ACK uses the priority control queue. Required participant, recipient, and
type attributes are copied or derived from the stanza.
Protocol ACK is distinct from application delivery state. After successful
message processing, ExWapp sends the appropriate delivery receipt.
Outbound ACK classification
An outgoing socket write is not acceptance or delivery. A later server ACK can
accept or reject the message. Only an ACK with class="message" updates its
stored status; other ACK classes may reuse the ID for unrelated operations.
ExWapp.Error.Ack currently classifies known ACK
codes conservatively:
	ACK code	Category	Runtime treatment
	463	Session	Refresh peer Signal state before bounded resend
	429	Throttled	Retriable only after backoff
	479	Transient	Retriable with backoff
	503, 515	Transient	Retry after reconnect
	401, 403	Permanent	Do not retry the message
	404, 405	Permanent	Recipient/route unavailable
	Unknown	Unknown	Treat as non-retriable until identified

This table is for message ACK classification. Connection-level failures use
their own state transitions and must not be inferred solely from this table.
A 463 repair finds the retained payload, drops the affected peer session,
re-runs discovery/session establishment, re-encrypts, and preserves the message
ID. Repair attempts and backoff are bounded by runtime configuration.
Retry receipts
When decryption fails for a recoverable reason, ExWapp can request a fresh
delivery with a retry receipt. Lost or unavailable key material forces a fresh
key bundle rather than requesting byte-identical ciphertext that cannot decrypt.
Retry counters bound repeated requests.
When an inbound retry receipt asks ExWapp to resend an outgoing message, the
runtime locates the stored original, dispatches the resend under the same ID,
and acknowledges the retry receipt only after dispatch. If the worker dies
before dispatch, the unacknowledged receipt can be delivered again.
Binary and protobuf pipeline
Outbound
typed ExWapp.Message
  -> generated message protobuf
  -> optional DSM or sender-key distribution payload
  -> Signal padding and encryption
  -> binary-node construction
  -> binary-node encoding
  -> Noise transport encryption
  -> 24-bit framed WebSocket payload
Inbound
WebSocket bytes
  -> frame splitting
  -> Noise authentication/decryption
  -> optional binary payload decompression
  -> binary-node decoding
  -> stanza routing and ACK
  -> Signal candidate decryption
  -> generated protobuf decoding
  -> projection, persistence, receipt, event
Raw ciphertext and key material must remain raw binary node content rather than
UTF-8 strings. Empty/nil attributes are omitted. The binary-node encoder and
decoder handle the supported tokenized JID forms.
Generated protobuf boundary
All WhatsApp protobuf encode/decode uses the generated Protox modules under
lib/ex_wapp/wa_proto/. They are a checked-in snapshot produced by
scripts/update_wa_protos.sh and must not be edited manually.
Wire tests pin fields that have caused compatibility errors, including:
	WAWebProtobufsE2E.Message.conversation: field 1;
	extendedTextMessage: field 6;
	protocolMessage: field 12;
	deviceSentMessage: field 31;
	DeviceSentMessage.destinationJID: field 1;
	DeviceSentMessage.message: field 2;
	DeviceSentMessage.phash: field 3;
	ContextInfo.isForwarded: field 22;
	WebMessageInfo.participant: field 5.

Schema presence does not make a message type part of the supported public API.
App state and history
App-state collection patches are authenticated before application. Collection
version, LTHash, and mutation MAC state advance together. A mismatch triggers
resynchronization rather than applying unauthenticated or out-of-sequence data.
Inline history synchronization can ingest contacts, chats, messages, privacy
tokens, PN/LID mappings, and call-log records. Blob-delivered chunks are downloaded
in background tasks, authenticated, decompressed, and ingested through the same
projection. Only chunks delivered by the phone are imported, so history is not
guaranteed to be complete.
Call signalling and call log
ExWapp records call signalling metadata but does not implement VoIP media or
answering calls.
	Call child	Local interpretation
	offer, offer_notice	Ringing
	accept	Ongoing/accepted
	terminate	Final state using duration, creator, and prior acceptance
	reject	Rejected
	Negotiation-only children	Acknowledged but not stored as call-log transitions

The authoritative phone-side outcome can later arrive as an app-state
CallLogRecord. History sync can also carry those records when call-log history
was enabled during pairing. Records merge by call ID; a transient state does
not overwrite an existing final outcome.
The generated E2E message schema also contains callLogMesssage (the field name
has three consecutive s characters), but ExWapp does not currently consume
that payload.
Maintainer checklist
Identity and discovery
	Keep one PN/LID family in each direct-message stanza.
	Store mappings before session selection.
	Include recipient and own identity in message-context device discovery.
	Exclude the current device from encryption targets.

Key material and sessions
	Persist and flush local prekeys before advertising them.
	Never reissue an advertised prekey ID with different material.
	Reuse compatible sessions during normal sends; clear them only during repair.
	Persist an inbound session before deleting its consumed one-time prekey.
	Serialize mutation of the same ratchet.

Outbound nodes
	Send the original payload to recipient devices and DSM to own devices.
	Preserve message IDs through retry and repair.
	Include device-identity when any target receives pkmsg.
	Use group addressing_mode consistently.
	Do not add phash to direct-message attributes.

Inbound control flow
	ACK protocol stanzas before slow processing.
	Keep protocol ACK separate from delivery/read receipts.
	Try the sender/payload candidate matrix before declaring decryption failure.
	Bound retry receipts and session repair.
	Do not turn internal protocol payloads into user messages.

See protocol flow for sequencing,
architecture for ownership boundaries, and
strengths and limitations for operational risk.


  

    Strengths and limitations

This assessment is deliberately limited to behavior visible in the repository
and its tests. It does not compare ExWapp with another project and does not
claim official protocol support.
Where ExWapp is strong
Protocol correctness is tested at state-machine boundaries
The suite exercises Noise, Signal sessions, sender keys, prekeys, app-state
authentication, binary nodes, receipts, retries, device fanout, and persistence.
It includes concurrent ratchet and mutation tests, not only isolated encoding
examples. Wire fixtures and protobuf round trips catch field-number and schema
drift that compilation alone would miss.
Generated protocol code has a repeatable update path
The protobuf updater replaces a complete checked-in snapshot, removes stale
files, includes the generator's typespecs, and is expected to compile with
warnings as errors. Generated modules are kept behind hand-written translation layers so
schema churn does not need to become application API churn.
Failure and recovery semantics are explicit
The runtime distinguishes a local transport write from later acceptance,
delivery, and read receipts. Retry requests reuse the original message ID;
session repair has a bounded budget; failed durable flushes remain visible to
the caller. The test suite covers worker crashes, retry redelivery, missing
prekeys, disconnects, malformed nodes, and repair failures.
Concurrency receives first-class attention
Signal and app-state state machines serialize mutations by logical key. Tests
exercise concurrent send/receive ratchets, lock-owner crashes, collection
updates, and durable store transitions. The outbound data queue is bounded and
protocol ACKs have a priority path.
Host applications retain architectural control
The public client is runtime-neutral data. Stores, events, and the complete
client transport are adapter boundaries, so applications can select their own
supervision, persistence, event delivery, and JSON implementation. ExWapp does
not force a web framework or a particular JSON dependency.
Static and compatibility checks are part of CI
CI covers the supported Elixir/OTP pairs and runs formatting, compilation with
warnings as errors, tests, Credo, Dialyzer, documentation generation, and Hex
package construction. Dialyzer ignores are explicit and unused ignore entries
cause the check to fail.
Automated tests are complemented by field testing
ExWapp has also been exercised for several months with many linked devices and
different device configurations. This has validated connection, pairing,
message flow, persistence, and recovery behavior under conditions that isolated
fixtures cannot fully reproduce. Field testing increases confidence in the
current implementation; it does not constitute official certification or a
guarantee against a future remote protocol change.
Current limitations
The protocol is private and can change without notice
Even strong fixtures cannot predict a remote rollout. A new schema, handshake,
policy, or server-side behavior can break connection or messaging between
library releases. Live interoperability cannot be made as deterministic as the
offline suite.
The high-level feature surface is intentionally incomplete
The supported send API currently covers text, image, audio, document, location,
contact, and event messages. Other protocol capabilities visible in generated
schemas are not automatically supported public features. In particular, users
should not assume public support for every media type, reaction, edit, poll,
channel, community, business, or calling operation.
Call storage contains signalling metadata only. ExWapp does not implement VoIP
audio/video or answering calls.
History synchronization is partial
Inline and blob-delivered history chunks are decoded and their supported records
are projected into the local store. Blob downloads run in background tasks and
report completion or failure to session subscribers. Local chat/message queries
only return retained records: they do not request additional history from the
phone or promise a complete remote account export.
Some coordination remains process-local
The mutation lock has an unbounded waiter queue. If its coordinator crashes,
in-memory ownership information is lost even though dead lock owners are
normally monitored and released. Deployments should supervise the runtime and
apply upstream backpressure rather than allow unlimited work for one key.
The built-in ETS store is not a universal production database
It provides durable file snapshots and useful atomic operations, but large or
multi-node installations will generally need a custom store with application-
specific backup, replication, retention, and access controls.
Secrets and personal data cross application-owned boundaries
Custom logs, crash dumps, stores, event handlers, and telemetry metadata can
expose phone numbers, content, identity keys, or session material. The host is
responsible for file permissions, encryption at rest, retention, redaction, and
access control.
Account safety cannot be guaranteed
ExWapp is unofficial and unaffiliated. Use of an unofficial client may violate
service terms or trigger abuse controls, including temporary suspension or a
permanent account/number ban. Use dedicated test accounts, avoid harmful or
spam automation, and treat every deployment as an operational risk decision.
WhatsApp's official
Messaging Guidelines
identify unofficial clients, bulk messaging, auto-messaging, and automation
that harms WhatsApp or its users as prohibited adversarial behavior. They state
that enforcement can include temporarily or permanently suspending an account.
For commercial communication, the
WhatsApp Business Messaging Policy
requires that recipients provide their phone number and opt in to subsequent
messages or calls. Businesses must honor opt-out requests and follow additional
rules, including approved templates and the customer service window where
applicable. Violations or unauthorized messaging at scale can lead to limited
or removed access. These policies may change, so every integrator is responsible
for reviewing and complying with the current versions and applicable law.


  

    
ExWapp.AppState.Crypto 
    



      
Cryptographic primitives for WhatsApp App State Sync.
Implements key expansion, AES-256-CBC encrypt/decrypt, and MAC computation
matching whatsmeow's appstate/keys.go and appstate/hash.go.

      


      
        Summary


  
    Types
  


    
      
        expanded_keys()

      


    





  
    Functions
  


    
      
        compute_content_mac(operation, encrypted_content, key_id, mac_key)

      


        Compute content/value MAC: first 32 bytes of HMAC-SHA512.



    


    
      
        compute_index_mac(index_json, index_key)

      


        Compute index MAC: HMAC-SHA256(index_key, index_json).



    


    
      
        compute_patch_mac(snapshot_mac, value_macs, version, collection_name, patch_mac_key)

      


        Compute patch MAC: HMAC-SHA256(patch_mac_key, snapshot_mac || value_macs... || version_u64 || collection_name).



    


    
      
        compute_snapshot_mac(hash_state, version, collection_name, snapshot_mac_key)

      


        Compute snapshot MAC: HMAC-SHA256(snapshot_mac_key, hash_state || version_u64 || collection_name).



    


    
      
        decrypt_cbc(ciphertext, key, iv)

      


        Decrypt AES-256-CBC ciphertext and remove PKCS7 padding.



    


    
      
        encrypt_cbc(plaintext, key, iv \\ nil)

      


        Encrypt plaintext with AES-256-CBC + PKCS7 padding.



    


    
      
        expand_keys(key_data)

      


        Expand a 32-byte app state key into 5 sub-keys (160 bytes total) via HKDF-SHA256.



    





      


      
        Types


        


  
    
      
    
    
      expanded_keys()



        
          
        

    

  


  

      

          @type expanded_keys() :: %{
  index: binary(),
  value_encryption: binary(),
  value_mac: binary(),
  snapshot_mac: binary(),
  patch_mac: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      compute_content_mac(operation, encrypted_content, key_id, mac_key)



        
          
        

    

  


  

      

          @spec compute_content_mac(non_neg_integer(), binary(), binary(), binary()) :: binary()


      


Compute content/value MAC: first 32 bytes of HMAC-SHA512.
Data = operation_byte || key_id || encrypted_content || big_endian_u64(len(key_id)+1)
Operation byte = SyncdOperation value + 1 (SET=0 → byte 1, REMOVE=1 → byte 2).
Matches whatsmeow generateContentMAC() in hash.go:94-98.

  



  
    
      
    
    
      compute_index_mac(index_json, index_key)



        
          
        

    

  


  

      

          @spec compute_index_mac(binary(), binary()) :: binary()


      


Compute index MAC: HMAC-SHA256(index_key, index_json).
Matches whatsmeow concatAndHMAC(sha256.New, keys.Index, indexBytes) in encode.go:300.

  



  
    
      
    
    
      compute_patch_mac(snapshot_mac, value_macs, version, collection_name, patch_mac_key)



        
          
        

    

  


  

      

          @spec compute_patch_mac(binary(), [binary()], non_neg_integer(), binary(), binary()) ::
  binary()


      


Compute patch MAC: HMAC-SHA256(patch_mac_key, snapshot_mac || value_macs... || version_u64 || collection_name).
Matches whatsmeow generatePatchMAC() in hash.go:82-92.

  



  
    
      
    
    
      compute_snapshot_mac(hash_state, version, collection_name, snapshot_mac_key)



        
          
        

    

  


  

      

          @spec compute_snapshot_mac(binary(), non_neg_integer(), binary(), binary()) ::
  binary()


      


Compute snapshot MAC: HMAC-SHA256(snapshot_mac_key, hash_state || version_u64 || collection_name).
Matches whatsmeow HashState.generateSnapshotMAC() in hash.go:78-80.

  



  
    
      
    
    
      decrypt_cbc(ciphertext, key, iv)



        
          
        

    

  


  

      

          @spec decrypt_cbc(binary(), binary(), binary()) :: {:ok, binary()} | {:error, term()}


      


Decrypt AES-256-CBC ciphertext and remove PKCS7 padding.
Matches whatsmeow cbcutil.Decrypt().

  



    

  
    
      
    
    
      encrypt_cbc(plaintext, key, iv \\ nil)



        
          
        

    

  


  

      

          @spec encrypt_cbc(binary(), binary(), binary() | nil) :: {binary(), binary()}


      


Encrypt plaintext with AES-256-CBC + PKCS7 padding.
When iv is nil, generates a random 16-byte IV.
Returns {iv, ciphertext}.
Matches whatsmeow cbcutil.Encrypt().

  



  
    
      
    
    
      expand_keys(key_data)



        
          
        

    

  


  

      

          @spec expand_keys(binary()) :: expanded_keys()


      


Expand a 32-byte app state key into 5 sub-keys (160 bytes total) via HKDF-SHA256.
Matches whatsmeow expandAppStateKeys() in appstate/keys.go:81-84.

  


        

      


  

    
ExWapp.AppState.Engine 
    



      
Public façade for WhatsApp app-state sync.
This module is the stable entry point; the work lives in five modules, each
with one reason to change:
	ExWapp.AppState.Engine.Builders — build outgoing patch descriptions
(contact, archive, pin, mute, delete, mark-read, clear-chat)
	ExWapp.AppState.Engine.Codec — encode/decode patches, mutation MACs,
snapshot verification and the LTHash chain
	ExWapp.AppState.Engine.Sync — the IQ round-trips with the server, external
blob download, and applying collection responses
	ExWapp.AppState.Engine.Dispatch — turn decoded mutations into contact and
chat updates
	ExWapp.AppState.Engine.State — persist collection versions, hashes and
mutation MACs

Reference: whatsmeow appstate/encode.go, appstate/decode.go, appstate.go.
The types for the shapes crossing this boundary (patch_info,
mutation_info, hash_state, decoded_mutation) are declared where they are
produced, in Builders and Codec.

      


      
        Summary


  
    Functions
  


    
      
        all_collections()

      


        See ExWapp.AppState.Engine.State.all_collections/0.



    


    
      
        apply_collection_response(store, collection_name, response)

      


        See ExWapp.AppState.Engine.Sync.apply_collection_response/3.



    


    
      
        apply_collection_response(store, collection_name, response, session)

      


        See ExWapp.AppState.Engine.Sync.apply_collection_response/4.



    


    
      
        apply_collection_response(store, collection_name, response, session, opts)

      


        See ExWapp.AppState.Engine.Sync.apply_collection_response/5.



    


    
      
        apply_outgoing_patch(store, patch_info)

      


        See ExWapp.AppState.Engine.Dispatch.apply_outgoing_patch/2.



    


    
      
        apply_outgoing_patch(store, patch_info, opts)

      


        See ExWapp.AppState.Engine.Dispatch.apply_outgoing_patch/3.



    


    
      
        build_archive(jid, archived)

      


        See ExWapp.AppState.Engine.Builders.build_archive/2.



    


    
      
        build_archive(jid, archived, last_msg_ts)

      


        See ExWapp.AppState.Engine.Builders.build_archive/3.



    


    
      
        build_clear_chat(jid)

      


        See ExWapp.AppState.Engine.Builders.build_clear_chat/1.



    


    
      
        build_clear_chat(jid, last_msg_ts)

      


        See ExWapp.AppState.Engine.Builders.build_clear_chat/2.



    


    
      
        build_contact(jid, full_name)

      


        See ExWapp.AppState.Engine.Builders.build_contact/2.



    


    
      
        build_contact(jid, full_name, first_name)

      


        See ExWapp.AppState.Engine.Builders.build_contact/3.



    


    
      
        build_delete_chat(jid)

      


        See ExWapp.AppState.Engine.Builders.build_delete_chat/1.



    


    
      
        build_delete_chat(jid, last_msg_ts)

      


        See ExWapp.AppState.Engine.Builders.build_delete_chat/2.



    


    
      
        build_delete_contact(jid)

      


        See ExWapp.AppState.Engine.Builders.build_delete_contact/1.



    


    
      
        build_mark_read(jid, read)

      


        See ExWapp.AppState.Engine.Builders.build_mark_read/2.



    


    
      
        build_mark_read(jid, read, last_msg_ts)

      


        See ExWapp.AppState.Engine.Builders.build_mark_read/3.



    


    
      
        build_mute(jid, muted)

      


        See ExWapp.AppState.Engine.Builders.build_mute/2.



    


    
      
        build_mute(jid, muted, mute_end_timestamp)

      


        See ExWapp.AppState.Engine.Builders.build_mute/3.



    


    
      
        build_pin(jid, pinned)

      


        See ExWapp.AppState.Engine.Builders.build_pin/2.



    


    
      
        decode_mutations(mutations, key_store)

      


        See ExWapp.AppState.Engine.Codec.decode_mutations/2.



    


    
      
        decode_mutations(mutations, key_store, validate_macs)

      


        See ExWapp.AppState.Engine.Codec.decode_mutations/3.



    


    
      
        decode_patch(patch, collection_name, hash_state, mutation_macs, key_store)

      


        See ExWapp.AppState.Engine.Codec.decode_patch/5.



    


    
      
        decode_patch(patch, collection_name, hash_state, mutation_macs, key_store, validate_macs)

      


        See ExWapp.AppState.Engine.Codec.decode_patch/6.



    


    
      
        dispatch_mutation(store, index, action_value)

      


        See ExWapp.AppState.Engine.Dispatch.dispatch_mutation/3.



    


    
      
        dispatch_mutation(store, operation, index, action_value)

      


        See ExWapp.AppState.Engine.Dispatch.dispatch_mutation/4.



    


    
      
        dispatch_mutation(store, operation, index, action_value, opts)

      


        See ExWapp.AppState.Engine.Dispatch.dispatch_mutation/5.



    


    
      
        encode_patch(patch_info, key_id, key_data, hash_state)

      


        See ExWapp.AppState.Engine.Codec.encode_patch/4.



    


    
      
        encode_patch(patch_info, key_id, key_data, hash_state, mutation_macs)

      


        See ExWapp.AppState.Engine.Codec.encode_patch/5.



    


    
      
        fetch_collection(session, store, collection_name)

      


        See ExWapp.AppState.Engine.Sync.fetch_collection/3.



    


    
      
        fetch_collection(session, store, collection_name, opts)

      


        See ExWapp.AppState.Engine.Sync.fetch_collection/4.



    


    
      
        get_collection_state(store, collection_name)

      


        See ExWapp.AppState.Engine.State.get_collection_state/2.



    


    
      
        persist_collection_state(store, collection_name, hash_state, mutation_macs)

      


        See ExWapp.AppState.Engine.State.persist_collection_state/4.



    


    
      
        reset_collection_state(store, collection_name)

      


        See ExWapp.AppState.Engine.State.reset_collection_state/2.



    


    
      
        send_mutation(session, patch_info, store)

      


        See ExWapp.AppState.Engine.Sync.send_mutation/3.



    


    
      
        send_mutation(session, patch_info, store, opts)

      


        See ExWapp.AppState.Engine.Sync.send_mutation/4.



    





      


      
        Functions


        


  
    
      
    
    
      all_collections()



        
          
        

    

  


  

See ExWapp.AppState.Engine.State.all_collections/0.

  



  
    
      
    
    
      apply_collection_response(store, collection_name, response)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Sync.apply_collection_response/3.

  



  
    
      
    
    
      apply_collection_response(store, collection_name, response, session)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Sync.apply_collection_response/4.

  



  
    
      
    
    
      apply_collection_response(store, collection_name, response, session, opts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Sync.apply_collection_response/5.

  



  
    
      
    
    
      apply_outgoing_patch(store, patch_info)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Dispatch.apply_outgoing_patch/2.

  



  
    
      
    
    
      apply_outgoing_patch(store, patch_info, opts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Dispatch.apply_outgoing_patch/3.

  



  
    
      
    
    
      build_archive(jid, archived)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_archive/2.

  



  
    
      
    
    
      build_archive(jid, archived, last_msg_ts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_archive/3.

  



  
    
      
    
    
      build_clear_chat(jid)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_clear_chat/1.

  



  
    
      
    
    
      build_clear_chat(jid, last_msg_ts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_clear_chat/2.

  



  
    
      
    
    
      build_contact(jid, full_name)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_contact/2.

  



  
    
      
    
    
      build_contact(jid, full_name, first_name)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_contact/3.

  



  
    
      
    
    
      build_delete_chat(jid)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_delete_chat/1.

  



  
    
      
    
    
      build_delete_chat(jid, last_msg_ts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_delete_chat/2.

  



  
    
      
    
    
      build_delete_contact(jid)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_delete_contact/1.

  



  
    
      
    
    
      build_mark_read(jid, read)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_mark_read/2.

  



  
    
      
    
    
      build_mark_read(jid, read, last_msg_ts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_mark_read/3.

  



  
    
      
    
    
      build_mute(jid, muted)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_mute/2.

  



  
    
      
    
    
      build_mute(jid, muted, mute_end_timestamp)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_mute/3.

  



  
    
      
    
    
      build_pin(jid, pinned)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Builders.build_pin/2.

  



  
    
      
    
    
      decode_mutations(mutations, key_store)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Codec.decode_mutations/2.

  



  
    
      
    
    
      decode_mutations(mutations, key_store, validate_macs)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Codec.decode_mutations/3.

  



  
    
      
    
    
      decode_patch(patch, collection_name, hash_state, mutation_macs, key_store)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Codec.decode_patch/5.

  



  
    
      
    
    
      decode_patch(patch, collection_name, hash_state, mutation_macs, key_store, validate_macs)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Codec.decode_patch/6.

  



  
    
      
    
    
      dispatch_mutation(store, index, action_value)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Dispatch.dispatch_mutation/3.

  



  
    
      
    
    
      dispatch_mutation(store, operation, index, action_value)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Dispatch.dispatch_mutation/4.

  



  
    
      
    
    
      dispatch_mutation(store, operation, index, action_value, opts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Dispatch.dispatch_mutation/5.

  



  
    
      
    
    
      encode_patch(patch_info, key_id, key_data, hash_state)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Codec.encode_patch/4.

  



  
    
      
    
    
      encode_patch(patch_info, key_id, key_data, hash_state, mutation_macs)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Codec.encode_patch/5.

  



  
    
      
    
    
      fetch_collection(session, store, collection_name)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Sync.fetch_collection/3.

  



  
    
      
    
    
      fetch_collection(session, store, collection_name, opts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Sync.fetch_collection/4.

  



  
    
      
    
    
      get_collection_state(store, collection_name)



        
          
        

    

  


  

See ExWapp.AppState.Engine.State.get_collection_state/2.

  



  
    
      
    
    
      persist_collection_state(store, collection_name, hash_state, mutation_macs)



        
          
        

    

  


  

See ExWapp.AppState.Engine.State.persist_collection_state/4.

  



  
    
      
    
    
      reset_collection_state(store, collection_name)



        
          
        

    

  


  

See ExWapp.AppState.Engine.State.reset_collection_state/2.

  



  
    
      
    
    
      send_mutation(session, patch_info, store)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Sync.send_mutation/3.

  



  
    
      
    
    
      send_mutation(session, patch_info, store, opts)



        
          
        

    

  


  

See ExWapp.AppState.Engine.Sync.send_mutation/4.

  


        

      


  

    
ExWapp.AppState.Engine.Builders 
    



      
Builders for outgoing app-state mutations.
Each helper returns a logical patch description that mirrors one user action
such as archiving a chat or updating a contact. The encoder later turns these
maps into protobuf payloads and cryptographic MACs.

      


      
        Summary


  
    Types
  


    
      
        message_range()

      


    


    
      
        patch_info()

      


    





  
    Functions
  


    
      
        build_archive(jid, archived, last_msg_ts \\ nil)

      


        Builds an archive or unarchive mutation for a chat.



    


    
      
        build_clear_chat(jid, last_msg_ts \\ nil)

      


        Builds a clear-chat mutation.



    


    
      
        build_contact(jid, full_name, first_name \\ nil)

      


        Builds a contact upsert mutation.



    


    
      
        build_delete_chat(jid, last_msg_ts \\ nil)

      


        Builds a delete-chat mutation.



    


    
      
        build_delete_contact(jid)

      


        Builds a remove mutation for a contact.



    


    
      
        build_mark_read(jid, read, last_msg_ts \\ nil)

      


        Builds a mark-read or mark-unread mutation for a chat.



    


    
      
        build_mute(jid, muted, mute_end_timestamp \\ -1)

      


        Builds a mute or unmute mutation for a chat.



    


    
      
        build_pin(jid, pinned)

      


        Builds a pin or unpin mutation for a chat.



    





      


      
        Types


        


  
    
      
    
    
      message_range()



        
          
        

    

  


  

      

          @type message_range() :: WAWebProtobufSyncAction.SyncActionMessageRange.t()


      



  



  
    
      
    
    
      patch_info()



        
          
        

    

  


  

      

          @type patch_info() :: %{
  type: String.t(),
  mutations: [map()],
  timestamp: integer() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build_archive(jid, archived, last_msg_ts \\ nil)



        
          
        

    

  


  

      

          @spec build_archive(String.t(), boolean(), integer() | nil) :: patch_info()


      


Builds an archive or unarchive mutation for a chat.
When archiving we also emit the unpin mutation that WhatsApp Web sends, so
the local behavior stays aligned with the server's expectations.

  



    

  
    
      
    
    
      build_clear_chat(jid, last_msg_ts \\ nil)



        
          
        

    

  


  

      

          @spec build_clear_chat(String.t(), integer() | nil) :: patch_info()


      


Builds a clear-chat mutation.

  



    

  
    
      
    
    
      build_contact(jid, full_name, first_name \\ nil)



        
          
        

    

  


  

      

          @spec build_contact(String.t(), String.t(), String.t() | nil) :: patch_info()


      


Builds a contact upsert mutation.

  



    

  
    
      
    
    
      build_delete_chat(jid, last_msg_ts \\ nil)



        
          
        

    

  


  

      

          @spec build_delete_chat(String.t(), integer() | nil) :: patch_info()


      


Builds a delete-chat mutation.

  



  
    
      
    
    
      build_delete_contact(jid)



        
          
        

    

  


  

      

          @spec build_delete_contact(String.t()) :: patch_info()


      


Builds a remove mutation for a contact.

  



    

  
    
      
    
    
      build_mark_read(jid, read, last_msg_ts \\ nil)



        
          
        

    

  


  

      

          @spec build_mark_read(String.t(), boolean(), integer() | nil) :: patch_info()


      


Builds a mark-read or mark-unread mutation for a chat.

  



    

  
    
      
    
    
      build_mute(jid, muted, mute_end_timestamp \\ -1)



        
          
        

    

  


  

      

          @spec build_mute(String.t(), boolean(), integer()) :: patch_info()


      


Builds a mute or unmute mutation for a chat.

  



  
    
      
    
    
      build_pin(jid, pinned)



        
          
        

    

  


  

      

          @spec build_pin(String.t(), boolean()) :: patch_info()


      


Builds a pin or unpin mutation for a chat.

  


        

      


  

    
ExWapp.AppState.Engine.Codec 
    



      
Encoding and decoding helpers for app-state patches.
This module owns the cryptographic transformation layer: it turns high-level
patch descriptions into protobuf payloads for WhatsApp and validates incoming
patch payloads back into decoded mutations that the local store can apply.

      


      
        Summary


  
    Types
  


    
      
        action_value()

      


    


    
      
        decoded_mutation()

      


    


    
      
        hash_state()

      


    


    
      
        mutation_info()

      


    


    
      
        patch_info()

      


    


    
      
        syncd_mutation()

      


    


    
      
        syncd_patch()

      


    





  
    Functions
  


    
      
        decode_mutations(mutations, key_store, validate_macs \\ true)

      


        Decodes a list of SyncdMutation records and optionally validates their MACs.



    


    
      
        decode_patch(patch, collection_name, hash_state, mutation_macs, key_store, validate_macs \\ true)

      


        Decodes a complete incoming patch and validates its hash-chain transition.



    


    
      
        encode_patch(patch_info, key_id, key_data, hash_state, mutation_macs \\ %{})

      


        Encodes a high-level patch description into a SyncdPatch protobuf payload.



    





      


      
        Types


        


  
    
      
    
    
      action_value()



        
          
        

    

  


  

      

          @type action_value() :: WAWebProtobufSyncAction.SyncActionValue.t() | nil


      



  



  
    
      
    
    
      decoded_mutation()



        
          
        

    

  


  

      

          @type decoded_mutation() :: %{
  operation: non_neg_integer(),
  action: action_value(),
  version: integer() | nil,
  index: [String.t()],
  index_mac: binary(),
  value_mac: binary()
}


      



  



  
    
      
    
    
      hash_state()



        
          
        

    

  


  

      

          @type hash_state() :: %{version: non_neg_integer(), hash: binary()}


      



  



  
    
      
    
    
      mutation_info()



        
          
        

    

  


  

      

          @type mutation_info() :: %{
  :index => [String.t()],
  :version => integer(),
  :value => WAWebProtobufSyncAction.SyncActionValue.t(),
  optional(:operation) => :remove
}


      



  



  
    
      
    
    
      patch_info()



        
          
        

    

  


  

      

          @type patch_info() :: %{
  type: String.t(),
  mutations: [mutation_info()],
  timestamp: integer() | nil
}


      



  



  
    
      
    
    
      syncd_mutation()



        
          
        

    

  


  

      

          @type syncd_mutation() :: WAWebProtobufsServerSync.SyncdMutation.t()


      



  



  
    
      
    
    
      syncd_patch()



        
          
        

    

  


  

      

          @type syncd_patch() :: WAWebProtobufsServerSync.SyncdPatch.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode_mutations(mutations, key_store, validate_macs \\ true)



        
          
        

    

  


  

      

          @spec decode_mutations([syncd_mutation()], map(), boolean()) ::
  {:ok, [decoded_mutation()]} | {:error, term()}


      


Decodes a list of SyncdMutation records and optionally validates their MACs.

  



    

  
    
      
    
    
      decode_patch(patch, collection_name, hash_state, mutation_macs, key_store, validate_macs \\ true)



        
          
        

    

  


  

      

          @spec decode_patch(syncd_patch(), String.t(), hash_state(), map(), map(), boolean()) ::
  {:ok, [decoded_mutation()], hash_state(), map()} | {:error, term()}


      


Decodes a complete incoming patch and validates its hash-chain transition.
Besides decoding each mutation, this verifies snapshot and patch MACs and
returns the updated hash state plus the refreshed mutation-MAC map.

  



    

  
    
      
    
    
      encode_patch(patch_info, key_id, key_data, hash_state, mutation_macs \\ %{})



        
          
        

    

  


  

      

          @spec encode_patch(patch_info(), binary(), binary(), hash_state(), map()) ::
  {:ok, binary(), hash_state(), map()} | {:error, term()}


      


Encodes a high-level patch description into a SyncdPatch protobuf payload.
The returned binary is ready to be embedded in the app-state IQ request, and
the hash state / mutation MAC map are advanced to reflect the encoded patch.

  


        

      


  

    
ExWapp.AppState.Engine.Dispatch 
    



      
Applies decoded app-state mutations to local contact and chat state.
The decoder turns WhatsApp patch payloads into normalized mutation maps; this
module is the bridge that translates those maps into the project's local
ExWapp.Contact and ExWapp.Chat updates.

      


      
        Summary


  
    Types
  


    
      
        action_value()

      


    


    
      
        patch_info()

      


    





  
    Functions
  


    
      
        apply_outgoing_patch(store, patch_info)

      


        Replays the local side effects of an outgoing patch after server ack.



    


    
      
        apply_outgoing_patch(store, patch_info, opts)

      


    


    
      
        dispatch_mutation(store, index, action_value)

      


        Backwards-compatible helper that treats the mutation as a SET operation.



    


    
      
        dispatch_mutation(store, operation, index, action_value)

      


        Dispatches one decoded mutation into the appropriate local store update.



    


    
      
        dispatch_mutation(store, operation, index, action_value, opts)

      


        Dispatches one decoded mutation with feature-specific persistence options.



    





      


      
        Types


        


  
    
      
    
    
      action_value()



        
          
        

    

  


  

      

          @type action_value() :: WAWebProtobufSyncAction.SyncActionValue.t() | nil


      



  



  
    
      
    
    
      patch_info()



        
          
        

    

  


  

      

          @type patch_info() :: %{
  type: String.t(),
  mutations: [map()],
  timestamp: integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      apply_outgoing_patch(store, patch_info)



        
          
        

    

  


  

      

          @spec apply_outgoing_patch(struct(), patch_info()) :: :ok


      


Replays the local side effects of an outgoing patch after server ack.

  



  
    
      
    
    
      apply_outgoing_patch(store, patch_info, opts)



        
          
        

    

  


  

      

          @spec apply_outgoing_patch(struct(), patch_info(), keyword()) :: :ok


      



  



  
    
      
    
    
      dispatch_mutation(store, index, action_value)



        
          
        

    

  


  

      

          @spec dispatch_mutation(struct(), [String.t()], action_value()) :: :ok | :ignored


      


Backwards-compatible helper that treats the mutation as a SET operation.

  



  
    
      
    
    
      dispatch_mutation(store, operation, index, action_value)



        
          
        

    

  


  

      

          @spec dispatch_mutation(struct(), non_neg_integer(), [String.t()], action_value()) ::
  :ok | :ignored


      


Dispatches one decoded mutation into the appropriate local store update.

  



  
    
      
    
    
      dispatch_mutation(store, operation, index, action_value, opts)



        
          
        

    

  


  

      

          @spec dispatch_mutation(
  struct(),
  non_neg_integer(),
  [String.t()],
  action_value(),
  keyword()
) ::
  :ok | :ignored


      


Dispatches one decoded mutation with feature-specific persistence options.
The :max_records option controls call-log retention when the mutation
carries a CallLogRecord; other mutation types ignore it.

  


        

      


  

    
ExWapp.AppState.Engine.State 
    



      
Persistence helpers for app-state hash-chain metadata.
The app-state protocol tracks a per-collection LTHash version and a mutation
MAC cache. This module keeps those storage concerns separate from transport
and decoding logic.

      


      
        Summary


  
    Types
  


    
      
        hash_state()

      


    





  
    Functions
  


    
      
        all_collections()

      


        Returns the collection names tracked by the app-state engine.



    


    
      
        get_collection_state(store, collection_name)

      


        Loads the saved hash state and mutation MACs for one collection.



    


    
      
        persist_collection_state(store, collection_name, hash_state, mutation_macs)

      


        Persists the current hash state and mutation MACs for one collection.



    


    
      
        reset_collection_state(store, collection_name)

      


        Drops a collection's stored version, hash and mutation MACs so the next
fetch starts over from a snapshot.



    





      


      
        Types


        


  
    
      
    
    
      hash_state()



        
          
        

    

  


  

      

          @type hash_state() :: %{version: non_neg_integer(), hash: binary()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all_collections()



        
          
        

    

  


  

      

          @spec all_collections() :: [String.t()]


      


Returns the collection names tracked by the app-state engine.

  



  
    
      
    
    
      get_collection_state(store, collection_name)



        
          
        

    

  


  

      

          @spec get_collection_state(struct(), String.t()) :: {:ok, hash_state(), map()}


      


Loads the saved hash state and mutation MACs for one collection.

  



  
    
      
    
    
      persist_collection_state(store, collection_name, hash_state, mutation_macs)



        
          
        

    

  


  

      

          @spec persist_collection_state(struct(), String.t(), hash_state(), map()) :: :ok


      


Persists the current hash state and mutation MACs for one collection.

  



  
    
      
    
    
      reset_collection_state(store, collection_name)



        
          
        

    

  


  

      

          @spec reset_collection_state(struct(), String.t()) :: :ok


      


Drops a collection's stored version, hash and mutation MACs so the next
fetch starts over from a snapshot.

  


        

      


  

    
ExWapp.AppState.Engine.Sync 
    



      
Synchronization and transport helpers for app-state collections.
This module owns the IQ request/response flow with WhatsApp, including
collection fetches, mutation sends, external blob downloads, and the
sequencing required to apply snapshots and patch chains into the local store.

      


      
        Summary


  
    Types
  


    
      
        hash_state()

      


    


    
      
        patch_info()

      


    





  
    Functions
  


    
      
        apply_collection_response(store, collection_name, response)

      


        Applies a collection response payload to the local store.



    


    
      
        apply_collection_response(store, collection_name, response, session)

      


        Applies a collection response payload and optionally uses a live session when
external blobs must be fetched while decoding snapshots or patch chains.



    


    
      
        apply_collection_response(store, collection_name, response, session, opts)

      


        Applies a collection response using feature-specific persistence options.



    


    
      
        fetch_collection(session, store, collection_name)

      


        Fetches a single app-state collection and applies its snapshot and patches.



    


    
      
        fetch_collection(session, store, collection_name, opts)

      


    


    
      
        send_mutation(session, patch_info, store)

      


        Synchronizes the affected collection, encodes and sends a mutation patch,
then applies the acknowledged change locally and schedules a background
refresh. Operations for the same store collection are serialized.



    


    
      
        send_mutation(session, patch_info, store, opts)

      


    





      


      
        Types


        


  
    
      
    
    
      hash_state()



        
          
        

    

  


  

      

          @type hash_state() :: %{version: non_neg_integer(), hash: binary()}


      



  



  
    
      
    
    
      patch_info()



        
          
        

    

  


  

      

          @type patch_info() :: ExWapp.AppState.Engine.Codec.patch_info()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      apply_collection_response(store, collection_name, response)



        
          
        

    

  


  

      

          @spec apply_collection_response(struct(), String.t(), ExWapp.Binary.Node.t()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Applies a collection response payload to the local store.

  



  
    
      
    
    
      apply_collection_response(store, collection_name, response, session)



        
          
        

    

  


  

      

          @spec apply_collection_response(
  struct(),
  String.t(),
  ExWapp.Binary.Node.t(),
  pid() | nil
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Applies a collection response payload and optionally uses a live session when
external blobs must be fetched while decoding snapshots or patch chains.

  



  
    
      
    
    
      apply_collection_response(store, collection_name, response, session, opts)



        
          
        

    

  


  

      

          @spec apply_collection_response(
  struct(),
  String.t(),
  ExWapp.Binary.Node.t(),
  pid() | nil,
  keyword()
) :: {:ok, non_neg_integer()} | {:error, term()}


      


Applies a collection response using feature-specific persistence options.
The :max_records option is forwarded to call-log mutations.

  



  
    
      
    
    
      fetch_collection(session, store, collection_name)



        
          
        

    

  


  

      

          @spec fetch_collection(GenServer.server(), struct(), String.t()) ::
  :ok | {:error, term()}


      


Fetches a single app-state collection and applies its snapshot and patches.

  



  
    
      
    
    
      fetch_collection(session, store, collection_name, opts)



        
          
        

    

  


  

      

          @spec fetch_collection(GenServer.server(), struct(), String.t(), keyword()) ::
  :ok | {:error, term()}


      



  



  
    
      
    
    
      send_mutation(session, patch_info, store)



        
          
        

    

  


  

      

          @spec send_mutation(GenServer.server(), patch_info(), struct()) ::
  {:ok, hash_state(), map()} | {:error, term()}


      


Synchronizes the affected collection, encodes and sends a mutation patch,
then applies the acknowledged change locally and schedules a background
refresh. Operations for the same store collection are serialized.

  



  
    
      
    
    
      send_mutation(session, patch_info, store, opts)



        
          
        

    

  


  

      

          @spec send_mutation(GenServer.server(), patch_info(), struct(), keyword()) ::
  {:ok, hash_state(), map()} | {:error, term()}


      



  


        

      


  

    
ExWapp.AppState.LTHash 
    



      
Linked-list Truncated Hash for WhatsApp App State integrity verification.
Maintains a 128-byte hash that tracks the state of all applied mutations
via pointwise u16 little-endian arithmetic with wrapping.
Matches whatsmeow appstate/lthash/lthash.go.

      


      
        Summary


  
    Functions
  


    
      
        add(hash, macs)

      


        Add MACs to the hash state.



    


    
      
        new()

      


        Create a new empty LTHash (128 zero bytes).



    


    
      
        subtract(hash, macs)

      


        Subtract MACs from the hash state.



    


    
      
        subtract_then_add(hash, subtract_macs, add_macs)

      


        Subtract old MACs then add new MACs to the hash state.



    





      


      
        Functions


        


  
    
      
    
    
      add(hash, macs)



        
          
        

    

  


  

      

          @spec add(binary(), [binary()]) :: binary()


      


Add MACs to the hash state.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: binary()


      


Create a new empty LTHash (128 zero bytes).

  



  
    
      
    
    
      subtract(hash, macs)



        
          
        

    

  


  

      

          @spec subtract(binary(), [binary()]) :: binary()


      


Subtract MACs from the hash state.

  



  
    
      
    
    
      subtract_then_add(hash, subtract_macs, add_macs)



        
          
        

    

  


  

      

          @spec subtract_then_add(binary(), [binary()], [binary()]) :: binary()


      


Subtract old MACs then add new MACs to the hash state.
Returns updated 128-byte hash.
Matches whatsmeow LTHash.SubtractThenAdd().

  


        

      


  

    
ExWapp.Application 
    



      
OTP Application for ExWapp.
Starts the session supervisor and registry for managing multiple
WhatsApp sessions.
Starting Automatically
Add :ex_wapp to your application's extra_applications in mix.exs:
def application do
  [
    extra_applications: [:logger],
    mod: {ExWapp.Application, []}
  ]
end
Starting Manually
If you prefer to manage the supervision tree yourself:
# In your application supervisor
children = [
  {Registry, keys: :unique, name: ExWapp.Session.Registry},
  ExWapp.Session.Supervisor
]
Usage After Starting
# Start a session
{:ok, session} = ExWapp.Session.Supervisor.start_session("user_123",
  store: {ExWapp.Store.Ets, path: "/data/user_123.etf"}
)

# Connect
ExWapp.connect(session)

      




  

    
ExWapp.Binary 
    



      
WhatsApp binary node encoder/decoder (ported from whatsmeow).
The public API currently exposes helpers to turn structured nodes into the
on-the-wire representation used by WhatsApp Web and to decode the payloads
back to nodes.

      


      
        Summary


  
    Types
  


    
      
        binary_node()

      


    





  
    Functions
  


    
      
        decode(payload)

      


        Decodes a WhatsApp binary node payload back into a node struct.



    


    
      
        decode!(payload)

      


        Decodes a WhatsApp binary node payload back into a node struct. Raises on failure.



    


    
      
        encode(node)

      


        Encodes a node into WhatsApp's binary node format.



    


    
      
        encode!(node)

      


        Encodes a node into WhatsApp's binary node format. Raises on failure.



    


    
      
        raw(data)

      


        Wraps a binary payload so that the encoder treats it as raw bytes instead of a
UTF-8 string.



    


    
      
        unpack(arg1)

      


        Unpacks a decrypted WebSocket payload.



    





      


      
        Types


        


  
    
      
    
    
      binary_node()



        
          
        

    

  


  

      

          @type binary_node() :: %ExWapp.Binary.Node{
  attrs: map(),
  content: nil | ExWapp.Binary.Raw.t() | binary() | [binary_node()],
  tag: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(payload)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, binary_node()} | {:error, any()}


      


Decodes a WhatsApp binary node payload back into a node struct.

  



  
    
      
    
    
      decode!(payload)



        
          
        

    

  


  

      

          @spec decode!(binary()) :: binary_node()


      


Decodes a WhatsApp binary node payload back into a node struct. Raises on failure.

  



  
    
      
    
    
      encode(node)



        
          
        

    

  


  

      

          @spec encode(binary_node() | tuple()) :: {:ok, binary()} | {:error, any()}


      


Encodes a node into WhatsApp's binary node format.

  



  
    
      
    
    
      encode!(node)



        
          
        

    

  


  

      

          @spec encode!(binary_node() | tuple()) :: binary()


      


Encodes a node into WhatsApp's binary node format. Raises on failure.

  



  
    
      
    
    
      raw(data)



        
          
        

    

  


  

      

          @spec raw(binary()) :: ExWapp.Binary.Raw.t()


      


Wraps a binary payload so that the encoder treats it as raw bytes instead of a
UTF-8 string.

  



  
    
      
    
    
      unpack(arg1)



        
          
        

    

  


  

      

          @spec unpack(binary()) :: {:ok, binary()} | {:error, term()}


      


Unpacks a decrypted WebSocket payload.
The first byte contains flags that describe the remaining payload. WhatsApp
currently sets bit 1 to indicate that the data is zlib-compressed. We strip
the flag byte and optionally inflate the rest before returning it.

  


        

      


  

    
ExWapp.Client.API 
    



      
Runtime-neutral operations for ExWapp.Client.
This module contains the high-level client workflow used by the public
ExWapp facade. It coordinates transport adapters, client status updates,
telemetry, tracing, and event emission without depending on a session process
directly.

      


      
        Summary


  
    Types
  


    
      
        client_error()

      


    


    
      
        download_result()

      


    


    
      
        message_result()

      


    


    
      
        mutation_result()

      


    





  
    Functions
  


    
      
        all_messages(client, jid, opts \\ [])

      


        Returns a lazy stream over every locally retained message.



    


    
      
        connect(client)

      


        Connects a client through its configured transport adapter.



    


    
      
        create_contact(client, jid, name)

      


        Creates a contact through the configured transport adapter.



    


    
      
        delete_contact(client, jid)

      


        Deletes a contact through the configured transport adapter.



    


    
      
        delete_messages(client, jid, message_ids)

      


        Deletes selected local messages after durable wrapper persistence.



    


    
      
        diagnostics(client)

      


        Returns a compact diagnostics map for logging, debugging, or health checks.



    


    
      
        disconnect(client)

      


        Disconnects a client through its configured transport adapter.



    


    
      
        download_media(client, ref, opts \\ [])

      


        Downloads and decrypts a media reference through the configured transport.



    


    
      
        get_call(client, call_id)

      


        Fetches one stored call log entry by call ID through the configured transport.



    


    
      
        get_chat(client, jid)

      


        Fetches one chat by JID through the configured transport adapter.



    


    
      
        get_contact(client, jid)

      


        Fetches one contact by JID through the configured transport adapter.



    


    
      
        get_messages(client, jid, opts \\ [])

      


        Gets locally retained messages for a chat through the configured transport.



    


    
      
        last_error(client)

      


        Returns the most recent structured client error, if any.



    


    
      
        list_calls(client, opts \\ [])

      


        Lists locally stored call log entries through the configured transport.



    


    
      
        list_chats(client)

      


        Lists chats through the configured transport adapter.



    


    
      
        list_contacts(client)

      


        Lists contacts through the configured transport adapter.



    


    
      
        list_groups(client)

      


        Lists group chats through the configured transport adapter.



    


    
      
        pair(client)

      


        Starts pairing through the configured transport adapter.



    


    
      
        receive_message(client, payload, opts \\ [])

      


        Handles an inbound transport payload and emits any returned events.



    


    
      
        send_audio(client, to, source, opts \\ [])

      


        Sends an audio message through the configured transport adapter.



    


    
      
        send_contact(client, to, display_name, vcard, opts \\ [])

      


        Sends a WhatsApp contact card through the configured transport adapter.



    


    
      
        send_document(client, to, source, opts \\ [])

      


        Sends a document message through the configured transport adapter.



    


    
      
        send_event(client, to, name, start_time, opts \\ [])

      


        Sends WhatsApp's calendar event message through the configured transport.



    


    
      
        send_image(client, to, source, opts \\ [])

      


        Sends an image message through the configured transport adapter.



    


    
      
        send_location(client, to, latitude, longitude, opts \\ [])

      


        Sends a GPS location through the configured transport adapter.



    


    
      
        send_message(client, opts)

      


        Sends a text message from keyword options.



    


    
      
        status(client)

      


        Returns the current client status.



    


    
      
        stream_messages(client, jid, opts \\ [])

      


        Builds a lazy stream over locally retained messages.



    


    
      
        sync_contacts(client)

      


        Synchronizes contacts through the configured transport adapter.



    





      


      
        Types


        


  
    
      
    
    
      client_error()



        
          
        

    

  


  

      

          @type client_error() :: {:error, ExWapp.Error.t(), ExWapp.Client.t()}


      



  



  
    
      
    
    
      download_result()



        
          
        

    

  


  

      

          @type download_result() ::
  {:ok, ExWapp.Client.t(), ExWapp.Media.Download.t()} | client_error()


      



  



  
    
      
    
    
      message_result()



        
          
        

    

  


  

      

          @type message_result() :: {:ok, ExWapp.Client.t(), String.t()} | client_error()


      



  



  
    
      
    
    
      mutation_result()



        
          
        

    

  


  

      

          @type mutation_result() :: {:ok, ExWapp.Client.t()} | client_error()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      all_messages(client, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec all_messages(ExWapp.Client.t(), String.t(), keyword()) ::
  read_result(Enumerable.t())


      


Returns a lazy stream over every locally retained message.

  



  
    
      
    
    
      connect(client)



        
          
        

    

  


  

      

          @spec connect(ExWapp.Client.t()) :: {:ok, ExWapp.Client.t()} | client_error()


      


Connects a client through its configured transport adapter.
Emits client connect telemetry and records a status event when the transport
succeeds.

  



  
    
      
    
    
      create_contact(client, jid, name)



        
          
        

    

  


  

      

          @spec create_contact(ExWapp.Client.t(), String.t(), String.t()) :: mutation_result()


      


Creates a contact through the configured transport adapter.

  



  
    
      
    
    
      delete_contact(client, jid)



        
          
        

    

  


  

      

          @spec delete_contact(ExWapp.Client.t(), String.t()) :: mutation_result()


      


Deletes a contact through the configured transport adapter.

  



  
    
      
    
    
      delete_messages(client, jid, message_ids)



        
          
        

    

  


  

      

          @spec delete_messages(ExWapp.Client.t(), String.t(), [String.t()]) ::
  mutation_result()


      


Deletes selected local messages after durable wrapper persistence.

  



  
    
      
    
    
      diagnostics(client)



        
          
        

    

  


  

      

          @spec diagnostics(ExWapp.Client.t()) :: map()


      


Returns a compact diagnostics map for logging, debugging, or health checks.

  



  
    
      
    
    
      disconnect(client)



        
          
        

    

  


  

      

          @spec disconnect(ExWapp.Client.t()) :: {:ok, ExWapp.Client.t()} | client_error()


      


Disconnects a client through its configured transport adapter.

  



    

  
    
      
    
    
      download_media(client, ref, opts \\ [])



        
          
        

    

  


  

      

          @spec download_media(ExWapp.Client.t(), ExWapp.Media.Ref.t(), keyword()) ::
  download_result()


      


Downloads and decrypts a media reference through the configured transport.

  



  
    
      
    
    
      get_call(client, call_id)



        
          
        

    

  


  

      

          @spec get_call(ExWapp.Client.t(), String.t()) :: read_result(ExWapp.Call.t())


      


Fetches one stored call log entry by call ID through the configured transport.

  



  
    
      
    
    
      get_chat(client, jid)



        
          
        

    

  


  

      

          @spec get_chat(ExWapp.Client.t(), String.t()) :: read_result(ExWapp.Chat.chat())


      


Fetches one chat by JID through the configured transport adapter.

  



  
    
      
    
    
      get_contact(client, jid)



        
          
        

    

  


  

      

          @spec get_contact(ExWapp.Client.t(), String.t()) ::
  read_result(ExWapp.Contact.t() | nil)


      


Fetches one contact by JID through the configured transport adapter.

  



    

  
    
      
    
    
      get_messages(client, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec get_messages(ExWapp.Client.t(), String.t(), keyword()) ::
  read_result([ExWapp.Chat.message()])


      


Gets locally retained messages for a chat through the configured transport.
The :limit option accepts a non-negative integer or :all; :offset
skips messages from the newest-first result.

  



  
    
      
    
    
      last_error(client)



        
          
        

    

  


  

      

          @spec last_error(ExWapp.Client.t()) :: ExWapp.Error.t() | nil


      


Returns the most recent structured client error, if any.

  



    

  
    
      
    
    
      list_calls(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_calls(ExWapp.Client.t(), keyword()) :: read_result([ExWapp.Call.t()])


      


Lists locally stored call log entries through the configured transport.
Accepts the same options as ExWapp.Call.list/2 (:limit, :status,
:since, ...).

  



  
    
      
    
    
      list_chats(client)



        
          
        

    

  


  

      

          @spec list_chats(ExWapp.Client.t()) :: read_result([ExWapp.Chat.chat()])


      


Lists chats through the configured transport adapter.

  



  
    
      
    
    
      list_contacts(client)



        
          
        

    

  


  

      

          @spec list_contacts(ExWapp.Client.t()) :: read_result([ExWapp.Contact.t()])


      


Lists contacts through the configured transport adapter.

  



  
    
      
    
    
      list_groups(client)



        
          
        

    

  


  

      

          @spec list_groups(ExWapp.Client.t()) :: read_result([ExWapp.Chat.chat()])


      


Lists group chats through the configured transport adapter.

  



  
    
      
    
    
      pair(client)



        
          
        

    

  


  

      

          @spec pair(ExWapp.Client.t()) :: {:ok, ExWapp.Client.t(), term()} | client_error()


      


Starts pairing through the configured transport adapter.
On success the client moves to :pairing and a QR event is emitted with the
transport payload.

  



    

  
    
      
    
    
      receive_message(client, payload, opts \\ [])



        
          
        

    

  


  

      

          @spec receive_message(ExWapp.Client.t(), term(), keyword()) ::
  {:ok, ExWapp.Client.t(), [ExWapp.Event.t()]} | client_error()


      


Handles an inbound transport payload and emits any returned events.

  



    

  
    
      
    
    
      send_audio(client, to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_audio(ExWapp.Client.t(), String.t(), ExWapp.Media.source(), keyword()) ::
  message_result()


      


Sends an audio message through the configured transport adapter.

  



    

  
    
      
    
    
      send_contact(client, to, display_name, vcard, opts \\ [])



        
          
        

    

  


  

      

          @spec send_contact(ExWapp.Client.t(), String.t(), String.t(), String.t(), keyword()) ::
  message_result()


      


Sends a WhatsApp contact card through the configured transport adapter.

  



    

  
    
      
    
    
      send_document(client, to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_document(ExWapp.Client.t(), String.t(), ExWapp.Media.source(), keyword()) ::
  message_result()


      


Sends a document message through the configured transport adapter.

  



    

  
    
      
    
    
      send_event(client, to, name, start_time, opts \\ [])



        
          
        

    

  


  

      

          @spec send_event(
  ExWapp.Client.t(),
  String.t(),
  String.t(),
  integer() | DateTime.t(),
  keyword()
) :: message_result()


      


Sends WhatsApp's calendar event message through the configured transport.

  



    

  
    
      
    
    
      send_image(client, to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_image(ExWapp.Client.t(), String.t(), ExWapp.Media.source(), keyword()) ::
  message_result()


      


Sends an image message through the configured transport adapter.

  



    

  
    
      
    
    
      send_location(client, to, latitude, longitude, opts \\ [])



        
          
        

    

  


  

      

          @spec send_location(ExWapp.Client.t(), String.t(), number(), number(), keyword()) ::
  message_result()


      


Sends a GPS location through the configured transport adapter.

  



  
    
      
    
    
      send_message(client, opts)



        
          
        

    

  


  

      

          @spec send_message(ExWapp.Client.t(), keyword()) :: message_result()


      


Sends a text message from keyword options.
Required options are :to and :text; remaining options are passed to
ExWapp.Message.text/3.

  



  
    
      
    
    
      status(client)



        
          
        

    

  


  

      

          @spec status(ExWapp.Client.t()) :: ExWapp.Client.status()


      


Returns the current client status.

  



    

  
    
      
    
    
      stream_messages(client, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_messages(ExWapp.Client.t(), String.t(), keyword()) ::
  read_result(Enumerable.t())


      


Builds a lazy stream over locally retained messages.
The stream is oldest first by default and delegates cursor ownership to the
configured adapter. It does not trigger remote WhatsApp history retrieval.

  



  
    
      
    
    
      sync_contacts(client)



        
          
        

    

  


  

      

          @spec sync_contacts(ExWapp.Client.t()) :: mutation_result()


      


Synchronizes contacts through the configured transport adapter.

  


        

      


  

    
ExWapp.Client.Transport.Noop 
    



      
Default high-level transport adapter.
It intentionally does not perform network IO. Configure a transport adapter in
real applications.

      




  

    
ExWapp.Client.Transport.RawWebSocket 
    



      
Diagnostic client adapter backed directly by the low-level WebSocket transport.
This adapter exposes connection and raw transport events to a caller-owned
process. It intentionally cannot send high-level ExWapp.Message values,
because doing so would bypass session synchronization, device fanout, Signal
encryption, sender keys, retries, and persistence.
Use ExWapp.Client.Transport.Session for production messaging. Advanced
protocol tooling can call WebSocket.send_node/2 with
already-prepared nodes.

      


      
        Summary


  
    Functions
  


    
      
        connect(client)

      


        Starts the low-level WebSocket/Noise process and stores its pid on the client.



    


    
      
        disconnect(client)

      


        Stops the caller-owned raw WebSocket process.



    


    
      
        send_message(client, message)

      


        Rejects high-level messages so they cannot bypass the complete session pipeline.



    





      


      
        Functions


        


  
    
      
    
    
      connect(client)



        
          
        

    

  


  

      

          @spec connect(ExWapp.Client.t()) :: {:ok, ExWapp.Client.t()} | {:error, term()}


      


Starts the low-level WebSocket/Noise process and stores its pid on the client.

  



  
    
      
    
    
      disconnect(client)



        
          
        

    

  


  

      

          @spec disconnect(ExWapp.Client.t()) :: {:ok, ExWapp.Client.t()}


      


Stops the caller-owned raw WebSocket process.

  



  
    
      
    
    
      send_message(client, message)



        
          
        

    

  


  

      

          @spec send_message(ExWapp.Client.t(), ExWapp.Message.t()) :: {:error, atom()}


      


Rejects high-level messages so they cannot bypass the complete session pipeline.

  


        

      


  

    
ExWapp.Client.Transport.Session 
    



      
Built-in high-level transport backed by the full ExWapp.Session engine.
This adapter is the production path for WhatsApp communication. It delegates
connection lifecycle, Noise/WebSocket frames, authentication, Signal
encryption, device discovery, storage, outbound confirmation, and inbound
message delivery to the session worker.
client =
  ExWapp.new(
    session_id: "agent-1",
    store: {ExWapp.Store.Ets, path: "agent-1.etf"},
    transport: ExWapp.Client.Transport.Session
  )

{:ok, client} = ExWapp.connect(client)
{:ok, client, message_id} = ExWapp.send_message(client, to: jid, text: "hello")
The internal worker pid is stored in client.metadata[:session_pid]. Treat
that metadata as an implementation detail; public application code should
continue passing the returned %ExWapp.Client{} to ExWapp functions.

      




  

    
ExWapp.Client.Transport.WebSocket 
    



      
Deprecated compatibility name for ExWapp.Client.Transport.RawWebSocket.
This adapter is diagnostic and cannot send high-level messages. Use
ExWapp.Client.Transport.Session for the complete production path, or use
ExWapp.Transport.WebSocket directly for low-level node/frame tooling.

      




  

    
ExWapp.Conn 
    



      
Thin wrapper around the WhatsApp WebSocket transport.
The module is responsible for driving the Noise handshake and routing
decrypted nodes back to the owning ExWapp.Session process.

      


      
        Summary


  
    Types
  


    
      
        options()

      


    





  
    Functions
  


    
      
        restart_stream(pid)

      


        Restarts the XML stream after SASL success.



    


    
      
        send_node(pid, node)

      


        Asks the connection process to send a binary node.



    


    
      
        start_link(opts)

      


        Starts the WebSocket process.



    





      


      
        Types


        


  
    
      
    
    
      options()



        
          
        

    

  


  

      

          @type options() :: [session: pid(), store: ExWapp.Store.t(), noise: keyword()]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      restart_stream(pid)



        
          
        

    

  


  

      

          @spec restart_stream(pid()) :: :ok


      


Restarts the XML stream after SASL success.

  



  
    
      
    
    
      send_node(pid, node)



        
          
        

    

  


  

      

          @spec send_node(pid(), ExWapp.Binary.binary_node() | tuple()) :: :ok


      


Asks the connection process to send a binary node.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(options()) :: GenServer.on_start()


      


Starts the WebSocket process.

  


        

      


  

    
ExWapp.Conn.State 
    



      
Runtime state owned by ExWapp.Conn.
It keeps the session and store references together with the Noise handshake and
partial WebSocket frame buffers used while the connection is active.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Conn.State{
  buffer: binary(),
  header_seen?: boolean(),
  header_sent?: boolean(),
  noise: ExWapp.Noise.t() | nil,
  noise_opts: keyword(),
  session: pid() | nil,
  store: ExWapp.Store.t() | nil,
  stream_started?: boolean()
}


      



  


        

      


  

    
ExWapp.Debug 
    



      
Provides interactive diagnostics for the WhatsApp WebSocket and Noise handshake.
These helpers expose handshake frames and protocol transitions while debugging.
Normal applications should connect and send through ExWapp.Session.
Usage
iex> ExWapp.Debug.test_handshake()
iex> ExWapp.Debug.test_full_handshake()

      


      
        Summary


  
    Functions
  


    
      
        test_full_handshake()

      


    


    
      
        test_handshake()

      


    





      


      
        Functions


        


  
    
      
    
    
      test_full_handshake()



        
          
        

    

  


  


  



  
    
      
    
    
      test_handshake()



        
          
        

    

  


  


  


        

      


  

    
ExWapp.Debug.DebugClient 
    



      
WebSockex callback process used internally by ExWapp.Debug to inspect
handshake frames.

      




  

    
ExWapp.Debug.FullClient 
    



      
WebSockex callback process that drives a complete diagnostic Noise handshake
for ExWapp.Debug.

      




  

    
ExWapp.Domains.Contacts.Repository 
    



      
Persists normalized contacts in an ExWapp.Store.
Every lookup and write canonicalizes the JID and removes legacy aliases, so
consumers see one contact record regardless of the identifier form received
from the wire.

      


      
        Summary


  
    Functions
  


    
      
        delete(store, jid)

      


        Deletes a contact and every legacy alias for the same JID.



    


    
      
        get(store, jid)

      


        Fetches a contact by JID, including records stored under legacy aliases.



    


    
      
        list(store)

      


        Lists all normalized contacts currently stored.



    


    
      
        merge_from_sync(store, jid, contact_action)

      


        Merges contact fields decoded from app-state synchronization.



    


    
      
        put(store, jid, contact)

      


        Stores a contact under its canonical JID and removes duplicate aliases.



    


    
      
        update_push_name(store, jid, name)

      


        Updates the push name associated with a contact.



    





      


      
        Functions


        


  
    
      
    
    
      delete(store, jid)



        
          
        

    

  


  

      

          @spec delete(struct(), String.t()) :: :ok


      


Deletes a contact and every legacy alias for the same JID.

  



  
    
      
    
    
      get(store, jid)



        
          
        

    

  


  

      

          @spec get(struct(), String.t()) :: ExWapp.Contact.t() | nil


      


Fetches a contact by JID, including records stored under legacy aliases.

  



  
    
      
    
    
      list(store)



        
          
        

    

  


  

      

          @spec list(struct()) :: [ExWapp.Contact.t()]


      


Lists all normalized contacts currently stored.

  



  
    
      
    
    
      merge_from_sync(store, jid, contact_action)



        
          
        

    

  


  

      

          @spec merge_from_sync(struct(), String.t(), map()) :: :ok


      


Merges contact fields decoded from app-state synchronization.

  



  
    
      
    
    
      put(store, jid, contact)



        
          
        

    

  


  

      

          @spec put(struct(), String.t(), ExWapp.Contact.t()) :: :ok


      


Stores a contact under its canonical JID and removes duplicate aliases.

  



  
    
      
    
    
      update_push_name(store, jid, name)



        
          
        

    

  


  

      

          @spec update_push_name(struct(), String.t(), String.t()) :: :ok


      


Updates the push name associated with a contact.

  


        

      


  

    
ExWapp.Error.Ack 
    



      
Classifies the error attribute WhatsApp puts on a message acknowledgement.
A rejection code answers a question the caller cannot answer any other way:
whether to send the message again, and if so whether anything has to change
first. Collapsing every code to :failed throws that away, leaving callers to
choose between retrying a permanently refused message and giving up on a
transient one.
Only codes this library has direct evidence for are classified. Everything
else is :unknown, which callers must treat as not safely retryable — an
unrecognised rejection is far more likely to be a policy refusal that repeats
than a blip that clears, and retrying into a refusal is how a number gets
rate limited or banned.

      


      
        Summary


  
    Types
  


    
      
        category()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        classify(code)

      


        Classifies a raw error attribute value.



    


    
      
        retriable?(ack)

      


        True when the send may be attempted again, possibly after repairing state.



    





      


      
        Types


        


  
    
      
    
    
      category()



        
          
        

    

  


  

      

          @type category() :: :session | :throttled | :transient | :permanent | :unknown


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Error.Ack{
  category: category(),
  code: String.t(),
  detail: String.t(),
  retriable?: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      classify(code)



        
          
        

    

  


  

      

          @spec classify(String.t() | nil) :: t()


      


Classifies a raw error attribute value.
retriable? means "sending this message again may succeed", not "send it
again immediately" — :throttled in particular requires a backoff.

  



  
    
      
    
    
      retriable?(ack)



        
          
        

    

  


  

      

          @spec retriable?(t()) :: boolean()


      


True when the send may be attempted again, possibly after repairing state.

  


        

      


  

    
ExWapp.Events.Noop 
    



      
Default event adapter that ignores events.

      




  

    
ExWapp.Events.Telemetry 
    



      
Event adapter that forwards high-level ExWapp events to ExWapp.Telemetry.
Configure the instrumentation backend with :telemetry_adapter, then select
this event adapter:
ExWapp.new(events: ExWapp.Events.Telemetry, ...)
With no instrumentation backend configured, events are ignored.

      




  

    
ExWapp.JID 
    



      
Minimal representation of a WhatsApp JID.
The implementation mirrors the pieces used by the binary encoder/decoder.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        actual_agent(jid)

      


    


    
      
        broadcast?(jid)

      


        Checks if a JID string represents a broadcast list.



    


    
      
        broadcast_server()

      


    


    
      
        default_user_server()

      


    


    
      
        empty?()

      


    


    
      
        group?(jid)

      


        Checks if a JID string represents a group.



    


    
      
        group_server()

      


    


    
      
        hidden_user_server()

      


    


    
      
        hosted_server()

      


    


    
      
        interop_server()

      


    


    
      
        is_broadcast?(jid)

          deprecated

      


    


    
      
        is_group?(jid)

          deprecated

      


    


    
      
        is_user?(jid)

          deprecated

      


    


    
      
        messenger_server()

      


    


    
      
        new(user, server)

      


    


    
      
        new_ad(user, agent, device)

      


    


    
      
        parse(jid)

      


        Parses a JID string into a struct.



    


    
      
        to_string(jid)

      


    


    
      
        user?(jid)

      


        Checks if a JID string represents a regular user.



    


    
      
        with_device(jid, device)

      


    


    
      
        with_integrator(jid, integrator)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.JID{
  device: non_neg_integer(),
  integrator: non_neg_integer(),
  raw_agent: non_neg_integer(),
  server: String.t(),
  user: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      actual_agent(jid)



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast?(jid)



        
          
        

    

  


  

      

          @spec broadcast?(term()) :: boolean()


      


Checks if a JID string represents a broadcast list.

  



  
    
      
    
    
      broadcast_server()



        
          
        

    

  


  


  



  
    
      
    
    
      default_user_server()



        
          
        

    

  


  


  



  
    
      
    
    
      empty?()



        
          
        

    

  


  


  



  
    
      
    
    
      group?(jid)



        
          
        

    

  


  

      

          @spec group?(term()) :: boolean()


      


Checks if a JID string represents a group.

  



  
    
      
    
    
      group_server()



        
          
        

    

  


  


  



  
    
      
    
    
      hidden_user_server()



        
          
        

    

  


  


  



  
    
      
    
    
      hosted_server()



        
          
        

    

  


  


  



  
    
      
    
    
      interop_server()



        
          
        

    

  


  


  



  
    
      
    
    
      is_broadcast?(jid)



        
          
        

    

  


    
      This function is deprecated. Use broadcast?/1 instead..
    


  


  



  
    
      
    
    
      is_group?(jid)



        
          
        

    

  


    
      This function is deprecated. Use group?/1 instead..
    


  


  



  
    
      
    
    
      is_user?(jid)



        
          
        

    

  


    
      This function is deprecated. Use user?/1 instead..
    


  


  



  
    
      
    
    
      messenger_server()



        
          
        

    

  


  


  



  
    
      
    
    
      new(user, server)



        
          
        

    

  


  


  



  
    
      
    
    
      new_ad(user, agent, device)



        
          
        

    

  


  


  



  
    
      
    
    
      parse(jid)



        
          
        

    

  


  

      

          @spec parse(term()) :: {:ok, t()} | {:error, :invalid_jid}


      


Parses a JID string into a struct.

  



  
    
      
    
    
      to_string(jid)



        
          
        

    

  


  


  



  
    
      
    
    
      user?(jid)



        
          
        

    

  


  

      

          @spec user?(term()) :: boolean()


      


Checks if a JID string represents a regular user.

  



  
    
      
    
    
      with_device(jid, device)



        
          
        

    

  


  


  



  
    
      
    
    
      with_integrator(jid, integrator)



        
          
        

    

  


  


  


        

      


  

    
ExWapp.Live 
    



      
Manual integration helper for running a real WhatsApp Web session in IEx.
This module is intentionally side-effectful and focused on debugging:
	connect + pair (QR saved to disk)
	send messages
	list chats and groups
	read stored chat messages
	wait for new incoming messages from the running session


      


      
        Summary


  
    Functions
  


    
      
        get_messages(session, jid, opts \\ [])

      


        Returns stored messages for a specific chat JID.



    


    
      
        list_calls(session, opts \\ [])

      


        Returns the locally stored call log for this session, newest first.



    


    
      
        list_chats(session)

      


        Returns currently known chats from local storage.



    


    
      
        list_groups(session)

      


        Returns currently known groups from local chat storage for this session.



    


    
      
        list_sessions()

      


        Lists supervised session IDs and their PIDs.



    


    
      
        run(opts \\ [])

      


        Runs a live session flow (connect + pair if needed), then returns
the session and currently known chats/groups.



    


    
      
        run_session(session_id, opts \\ [])

      


        Runs a supervised multi-session flow keyed by session_id.



    


    
      
        send_message(session, jid, text)

      


        Sends a text message to a user or group JID.



    


    
      
        stop_session(session_id)

      


        Stops a supervised session started with run_session/2.



    





      


      
        Functions


        


    

  
    
      
    
    
      get_messages(session, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec get_messages(pid(), String.t(), keyword()) :: [ExWapp.Chat.message()]


      


Returns stored messages for a specific chat JID.

  



    

  
    
      
    
    
      list_calls(session, opts \\ [])



        
          
        

    

  


  

      

          @spec list_calls(pid(), keyword()) :: [ExWapp.Call.t()]


      


Returns the locally stored call log for this session, newest first.

  



  
    
      
    
    
      list_chats(session)



        
          
        

    

  


  

      

          @spec list_chats(pid()) :: [ExWapp.Chat.chat()]


      


Returns currently known chats from local storage.

  



  
    
      
    
    
      list_groups(session)



        
          
        

    

  


  

      

          @spec list_groups(pid()) :: [ExWapp.Chat.chat()]


      


Returns currently known groups from local chat storage for this session.

  



  
    
      
    
    
      list_sessions()



        
          
        

    

  


  

      

          @spec list_sessions() :: [{term(), pid()}]


      


Lists supervised session IDs and their PIDs.

  



    

  
    
      
    
    
      run(opts \\ [])



        
          
        

    

  


  

      

          @spec run(keyword()) :: {:ok, map()} | {:error, term()}


      


Runs a live session flow (connect + pair if needed), then returns
the session and currently known chats/groups.
Options:
	:store_path persisted store path (default: /tmp/ex_wapp/live_test_session.etf)
	:qr_path rendered QR output path (default: /tmp/whatsapp_qr.svg)
	:qr_renderer module implementing ExWapp.QR.Renderer, defaults to
config :ex_wapp, :qr_renderer (required when pairing is needed)
	:qr_options options passed to the renderer (default: [])
	:pair_timeout_ms QR pairing timeout (default: 15000)
	:connect_timeout_ms connect timeout (default: 15000)
	:sync_wait_ms wait after connect before reading chats (default: 15000)
	:name optional GenServer name (default: ExWapp.Live.Session)
	:replace_existing stop existing named session before start (default: true)

To run multiple sessions safely, use run_session/2.

  



    

  
    
      
    
    
      run_session(session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec run_session(term(), keyword()) :: {:ok, map()} | {:error, term()}


      


Runs a supervised multi-session flow keyed by session_id.
This is the preferred way to run multiple sessions concurrently.
Each session should use a unique store file to avoid stream conflicts.
Options:
	:store_path defaults to /tmp/ex_wapp/sessions/<session_id>.etf
	:qr_path defaults to /tmp/ex_wapp/qr/<session_id>.svg
	:qr_renderer module implementing ExWapp.QR.Renderer, defaults to
config :ex_wapp, :qr_renderer (required when pairing is needed)
	:qr_options options passed to the renderer (default: [])
	:pair_timeout_ms QR pairing timeout (default: 15000)
	:connect_timeout_ms connect timeout (default: 15000)
	:sync_wait_ms wait after connect before reading chats (default: 15000)
	:replace_existing stop existing session with same session_id before start (default: true)


  



  
    
      
    
    
      send_message(session, jid, text)



        
          
        

    

  


  

      

          @spec send_message(pid(), String.t(), iodata()) ::
  {:ok, String.t()} | {:error, term()}


      


Sends a text message to a user or group JID.

  



  
    
      
    
    
      stop_session(session_id)



        
          
        

    

  


  

      

          @spec stop_session(term()) :: :ok | {:error, :not_found}


      


Stops a supervised session started with run_session/2.

  


        

      


  

    
ExWapp.MapPath 
    



      
Map path helpers that tolerate both atom and string keys.

      


      
        Summary


  
    Functions
  


    
      
        first(data, paths)

      


    


    
      
        get(data, path)

      


    





      


      
        Functions


        


  
    
      
    
    
      first(data, paths)



        
          
        

    

  


  

      

          @spec first(map() | nil, [[atom() | String.t()]]) :: term() | nil


      



  



  
    
      
    
    
      get(data, path)



        
          
        

    

  


  

      

          @spec get(map() | nil, [atom() | String.t()]) :: term() | nil


      



  


        

      


  

    
ExWapp.Media.Crypto 
    



      
WhatsApp media encryption and decryption helpers.
This follows the same media-key expansion used by popular WhatsApp Web
clients: HKDF-SHA256 expands the 32-byte media key into IV, cipher, MAC, and
reference keys. The payload is then encrypted with AES-256-CBC and protected
with the first 10 bytes of an HMAC-SHA256 digest over IV || ciphertext.

      


      
        Summary


  
    Types
  


    
      
        media_keys()

      


    





  
    Functions
  


    
      
        decrypt_download(body, ref)

      


        Decrypts an encrypted media body, or accepts a server-declared unencrypted
body when no encrypted SHA-256 is present, and validates all available
integrity checks.



    


    
      
        derive_keys(media_key, type)

      


        Derives WhatsApp media keys for the given media type.



    


    
      
        encrypt_upload(plaintext, type)

      


        Encrypts plaintext media bytes and returns upload metadata plus encrypted body.



    


    
      
        media_info(atom)

      


        Returns the WhatsApp HKDF context string for a media type.



    





      


      
        Types


        


  
    
      
    
    
      media_keys()



        
          
        

    

  


  

      

          @type media_keys() :: %{
  iv: binary(),
  cipher_key: binary(),
  mac_key: binary(),
  ref_key: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decrypt_download(body, ref)



        
          
        

    

  


  

      

          @spec decrypt_download(binary(), ExWapp.Media.Ref.t()) ::
  {:ok, binary()} | {:error, term()}


      


Decrypts an encrypted media body, or accepts a server-declared unencrypted
body when no encrypted SHA-256 is present, and validates all available
integrity checks.

  



  
    
      
    
    
      derive_keys(media_key, type)



        
          
        

    

  


  

      

          @spec derive_keys(binary(), ExWapp.Media.download_type()) :: media_keys()


      


Derives WhatsApp media keys for the given media type.

  



  
    
      
    
    
      encrypt_upload(plaintext, type)



        
          
        

    

  


  

      

          @spec encrypt_upload(binary(), ExWapp.Media.media_type()) ::
  {:ok, ExWapp.Media.Upload.t(), binary()}


      


Encrypts plaintext media bytes and returns upload metadata plus encrypted body.

  



  
    
      
    
    
      media_info(atom)



        
          
        

    

  


  

      

          @spec media_info(ExWapp.Media.download_type()) :: binary()


      


Returns the WhatsApp HKDF context string for a media type.

  


        

      


  

    
ExWapp.Media.Download 
    



      
Downloaded and decrypted media payload.
The raw bytes stay separate from the reference so callers can still inspect
the original transport metadata after download.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Media.Download{
  bytes: binary(),
  metadata: map(),
  mimetype: binary() | nil,
  ref: ExWapp.Media.Ref.t()
}


      



  


        

      


  

    
ExWapp.Media.HTTP 
    



      
Minimal WhatsApp media upload/download client.
The session worker supplies IQ access through opts[:session]; this module
queries media_conn, uploads encrypted media bodies, and downloads encrypted
bodies that are later verified and decrypted by ExWapp.Media.Crypto.

      


      
        Summary


  
    Functions
  


    
      
        download(state, ref, opts \\ [])

      


        Downloads encrypted media and returns the decrypted plaintext bytes.



    


    
      
        upload(state, type, plaintext, opts \\ [])

      


        Encrypts plaintext media and uploads it to the best available media host.



    





      


      
        Functions


        


    

  
    
      
    
    
      download(state, ref, opts \\ [])



        
          
        

    

  


  

      

          @spec download(map(), ExWapp.Media.Ref.t(), keyword()) ::
  {:ok, binary()} | {:error, term()}


      


Downloads encrypted media and returns the decrypted plaintext bytes.

  



    

  
    
      
    
    
      upload(state, type, plaintext, opts \\ [])



        
          
        

    

  


  

      

          @spec upload(map(), ExWapp.Media.media_type(), binary(), keyword()) ::
  {:ok, ExWapp.Media.Upload.t()} | {:error, term()}


      


Encrypts plaintext media and uploads it to the best available media host.

  


        

      


  

    
ExWapp.Media.Ref 
    



      
Downloadable media reference extracted from an inbound message or upload.
This is the minimum information required to fetch encrypted media bytes and
verify/decrypt them locally.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Media.Ref{
  direct_path: binary() | nil,
  file_enc_sha256: binary() | nil,
  file_length: non_neg_integer() | nil,
  file_sha256: binary() | nil,
  media_key: binary() | nil,
  media_key_timestamp: non_neg_integer() | nil,
  metadata: map(),
  mimetype: binary() | nil,
  type: ExWapp.Media.download_type(),
  url: binary() | nil
}


      



  


        

      


  

    
ExWapp.Media.Retry 
    



      
Implements WhatsApp's media re-upload protocol.
When a CDN object is no longer available, a companion sends a
<receipt type="server-error"> containing an authenticated
ServerErrorReceipt. The phone answers with a mediaretry notification
carrying a fresh direct path encrypted with the same key.

      


      
        Summary


  
    Types
  


    
      
        result()

      


    





  
    Functions
  


    
      
        build_receipt(msg_id, own_jid, chat_jid, from_me, participant_jid, media_key)

      


        Builds a media re-upload request addressed to the local primary identity.



    


    
      
        decode_notification(node, media_key)

      


        Decrypts a mediaretry notification.



    


    
      
        retry_key(media_key)

      


        Derives the AES-256-GCM key used by media-retry payloads.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  :general_error | :success | :not_found | :decryption_error | non_neg_integer()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_receipt(msg_id, own_jid, chat_jid, from_me, participant_jid, media_key)



        
          
        

    

  


  

      

          @spec build_receipt(
  String.t(),
  String.t(),
  String.t(),
  boolean(),
  String.t() | nil,
  binary()
) :: ExWapp.Binary.Node.t()


      


Builds a media re-upload request addressed to the local primary identity.
participant_jid is required only when the original message belongs to a
group. The encrypted protobuf is authenticated with the message ID as AAD.

  



  
    
      
    
    
      decode_notification(node, media_key)



        
          
        

    

  


  

      

          @spec decode_notification(ExWapp.Binary.Node.t(), binary()) ::
  {:ok, String.t()} | {:error, term()}


      


Decrypts a mediaretry notification.
A successful result returns the refreshed direct path. Error code 2 is the
wire-level indication that the phone no longer has the media.

  



  
    
      
    
    
      retry_key(media_key)



        
          
        

    

  


  

      

          @spec retry_key(binary()) :: binary()


      


Derives the AES-256-GCM key used by media-retry payloads.

  


        

      


  

    
ExWapp.Media.Upload 
    



      
Metadata returned after uploading encrypted media to WhatsApp.
The upload struct contains everything needed to embed a media reference into
an outbound protobuf message.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Media.Upload{
  direct_path: binary() | nil,
  file_enc_sha256: binary(),
  file_length: non_neg_integer(),
  file_sha256: binary(),
  handle: binary() | nil,
  media_key: binary(),
  media_key_timestamp: non_neg_integer() | nil,
  object_id: binary() | nil,
  type: ExWapp.Media.media_type(),
  url: binary() | nil
}


      



  


        

      


  

    
ExWapp.Message.Content 
    



      
Canonical content contract for inbound WhatsApp messages.
The struct is intentionally independent from transport and Signal details.
Legacy message-map fields remain available at the publishing boundary while
wrappers can consume this single typed value.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_legacy(message_data)

      


        Adapts an already-normalized legacy message map to the canonical contract.



    


    
      
        new(kind, attrs \\ [])

      


        Builds a canonical content value from one supported kind and its fields.



    


    
      
        to_legacy(content)

      


        Converts canonical content to the existing message-map fields.



    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() ::
  :text | :media | :location | :contact | :event | :protocol | :unsupported


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Message.Content{
  contact: map() | nil,
  diagnostics: map(),
  event: map() | nil,
  kind: kind(),
  location: map() | nil,
  media: ExWapp.Media.Ref.t() | nil,
  media_type: atom() | nil,
  protocol_payload: binary() | nil,
  text: binary() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_legacy(message_data)



        
          
        

    

  


  

      

          @spec from_legacy(map()) :: t()


      


Adapts an already-normalized legacy message map to the canonical contract.

  



    

  
    
      
    
    
      new(kind, attrs \\ [])



        
          
        

    

  


  

      

          @spec new(kind(), keyword()) :: t()


      


Builds a canonical content value from one supported kind and its fields.

  



  
    
      
    
    
      to_legacy(content)



        
          
        

    

  


  

      

          @spec to_legacy(t()) :: map()


      


Converts canonical content to the existing message-map fields.

  


        

      


  

    
ExWapp.Message.Handler.Call 
    



      
Turns inbound <call> stanzas into call-log records and live call events.
WhatsApp delivers call signalling as a <call> stanza with one child naming
the phase: offer/offer_notice (ringing), accept (a device answered),
terminate (ended, with a reason attribute), or reject. Each phase is
merged into the persistent call log (ExWapp.Call) and forwarded to the
session worker as {:call_event, %ExWapp.Call{}} so subscribers can react
in real time. VoIP negotiation children (preaccept, transport,
relaylatency, ...) carry no log-worthy information and are skipped.
Outcome semantics for terminate:
	a call with a known accept (or a positive duration attribute) ends :connected
	an unanswered outgoing call ends :cancelled
	any other unanswered call ends :missed — WhatsApp uses reason="timeout"
for a ring-out, but a caller hang-up is still a missed call for the callee

The raw terminate reason is preserved in end_reason. Duration comes from
the stanza's duration attribute when present, otherwise from the delta
between the observed accept and terminate timestamps.

      


      
        Summary


  
    Functions
  


    
      
        handle_call_node(node, session, state)

      


        Handles one inbound <call> stanza.



    





      


      
        Functions


        


  
    
      
    
    
      handle_call_node(node, session, state)



        
          
        

    

  


  

      

          @spec handle_call_node(ExWapp.Binary.Node.t(), pid() | term(), map()) :: {:ok, map()}


      


Handles one inbound <call> stanza.
Always returns {:ok, state}: call stanzas never produce outbound actions
here (the transport ACK is already handled at the connection boundary).

  


        

      


  

    
ExWapp.Message.Handler.Common 
    



      
Provides shared normalization and lookup helpers for inbound node handlers.
JID, timestamp, node-attribute, chat-target, and sync metadata handling live
here so individual handlers apply the same wire conventions.

      


      
        Summary


  
    Functions
  


    
      
        chat_target(session, state)

      


    


    
      
        extract_group_event_timestamp(content)

      


    


    
      
        extract_group_subject(content)

      


    


    
      
        find_child_node(content, tag)

      


    


    
      
        first_non_empty(values)

      


    


    
      
        lid_jid?(jid)

      


    


    
      
        node_attr(arg1, key)

      


    


    
      
        normalize_content(content)

      


    


    
      
        normalize_jid(jid)

      


    


    
      
        normalize_jid_with_device(jid)

      


    


    
      
        normalize_optional_text(jid)

      


    


    
      
        parse_enc_version(version)

      


    


    
      
        parse_non_neg_integer(value)

      


    


    
      
        parse_timestamp(ts)

      


    


    
      
        resolve_store_from_target(store)

      


    


    
      
        strip_device_from_jid(jid)

      


    


    
      
        update_stats(state, key)

      


    


    
      
        upsert_chat_from_sync_attrs(target, attrs, extra_metadata \\ %{})

      


    





      


      
        Functions


        


  
    
      
    
    
      chat_target(session, state)



        
          
        

    

  


  

      

          @spec chat_target(pid() | term(), map()) :: pid() | struct() | nil


      



  



  
    
      
    
    
      extract_group_event_timestamp(content)



        
          
        

    

  


  

      

          @spec extract_group_event_timestamp(term()) :: integer() | nil


      



  



  
    
      
    
    
      extract_group_subject(content)



        
          
        

    

  


  

      

          @spec extract_group_subject(term()) :: binary() | nil


      



  



  
    
      
    
    
      find_child_node(content, tag)



        
          
        

    

  


  

      

          @spec find_child_node(term(), binary()) :: ExWapp.Binary.Node.t() | nil


      



  



  
    
      
    
    
      first_non_empty(values)



        
          
        

    

  


  

      

          @spec first_non_empty(list()) :: binary() | nil


      



  



  
    
      
    
    
      lid_jid?(jid)



        
          
        

    

  


  

      

          @spec lid_jid?(term()) :: boolean()


      



  



  
    
      
    
    
      node_attr(arg1, key)



        
          
        

    

  


  

      

          @spec node_attr(term(), binary()) :: term()


      



  



  
    
      
    
    
      normalize_content(content)



        
          
        

    

  


  

      

          @spec normalize_content(term()) :: binary() | nil


      



  



  
    
      
    
    
      normalize_jid(jid)



        
          
        

    

  


  

      

          @spec normalize_jid(term()) :: binary()


      



  



  
    
      
    
    
      normalize_jid_with_device(jid)



        
          
        

    

  


  

      

          @spec normalize_jid_with_device(term()) :: binary()


      



  



  
    
      
    
    
      normalize_optional_text(jid)



        
          
        

    

  


  

      

          @spec normalize_optional_text(term()) :: binary() | nil


      



  



  
    
      
    
    
      parse_enc_version(version)



        
          
        

    

  


  

      

          @spec parse_enc_version(term()) :: integer() | nil


      



  



  
    
      
    
    
      parse_non_neg_integer(value)



        
          
        

    

  


  

      

          @spec parse_non_neg_integer(term()) :: non_neg_integer() | nil


      



  



  
    
      
    
    
      parse_timestamp(ts)



        
          
        

    

  


  

      

          @spec parse_timestamp(term()) :: integer()


      



  



  
    
      
    
    
      resolve_store_from_target(store)



        
          
        

    

  


  

      

          @spec resolve_store_from_target(pid() | struct()) :: struct() | nil


      



  



  
    
      
    
    
      strip_device_from_jid(jid)



        
          
        

    

  


  

      

          @spec strip_device_from_jid(term()) :: binary()


      



  



  
    
      
    
    
      update_stats(state, key)



        
          
        

    

  


  

      

          @spec update_stats(map(), atom()) :: map()


      



  



    

  
    
      
    
    
      upsert_chat_from_sync_attrs(target, attrs, extra_metadata \\ %{})



        
          
        

    

  


  

      

          @spec upsert_chat_from_sync_attrs(pid() | struct(), map(), map()) :: :ok


      



  


        

      


  

    
ExWapp.Message.Handler.Inbound 
    



      
Coordinates the inbound message pipeline after a <message> node reaches a
session.
Sender resolution, decryption, canonical content decoding, synchronization,
persistence, publication, and receipt generation are delegated to focused
modules. Wrappers therefore receive normalized ExWapp.Message.Content
values instead of interpreting wire payloads themselves.

      


      
        Summary


  
    Functions
  


    
      
        handle_message(node, session, state)

      


        Processes an inbound message node and returns updated state plus protocol actions.



    


    
      
        persist_notification_devices(state, content)

      


        Records device JIDs advertised by a notification in the session cache.



    





      


      
        Functions


        


  
    
      
    
    
      handle_message(node, session, state)



        
          
        

    

  


  

      

          @spec handle_message(ExWapp.Binary.Node.t(), pid(), map()) :: {:ok, map(), [term()]}


      


Processes an inbound message node and returns updated state plus protocol actions.

  



  
    
      
    
    
      persist_notification_devices(state, content)



        
          
        

    

  


  

      

          @spec persist_notification_devices(map(), term()) :: :ok


      


Records device JIDs advertised by a notification in the session cache.

  


        

      


  

    
ExWapp.Message.Handler.Inbound.Content 
    



      
Decodes inbound plaintext into the canonical message-content contract.
This module is the single recognition point for decrypted text, media,
location, contact, event, protocol, and unsupported content. It also keeps
the legacy map fields populated for compatibility.

      


      
        Summary


  
    Functions
  


    
      
        decode_decrypted(decrypt_result)

      


        Classifies decrypted plaintext and merges canonical plus legacy fields.



    


    
      
        decode_message(message, plaintext, opts \\ [])

      


        Decodes an already-parsed E2E message to canonical inbound content.



    


    
      
        decode_plaintext(plaintext, opts \\ [])

      


        Decodes one plaintext protobuf payload to canonical inbound content.



    


    
      
        normalize(message_data)

      


        Ensures plain, failed, and already-decoded messages all carry canonical content.



    





      


      
        Functions


        


  
    
      
    
    
      decode_decrypted(decrypt_result)



        
          
        

    

  


  

      

          @spec decode_decrypted(ExWapp.Message.Handler.Inbound.Decryptor.success()) :: map()


      


Classifies decrypted plaintext and merges canonical plus legacy fields.

  



    

  
    
      
    
    
      decode_message(message, plaintext, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_message(WAWebProtobufsE2E.Message.t(), binary(), keyword()) ::
  ExWapp.Message.Content.t()


      


Decodes an already-parsed E2E message to canonical inbound content.
plaintext is only used for diagnostics and the protocol passthrough payload,
so callers that already hold the decoded struct never re-encode it.

  



    

  
    
      
    
    
      decode_plaintext(plaintext, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_plaintext(binary(), keyword()) :: ExWapp.Message.Content.t()


      


Decodes one plaintext protobuf payload to canonical inbound content.

  



  
    
      
    
    
      normalize(message_data)



        
          
        

    

  


  

      

          @spec normalize(map()) :: map()


      


Ensures plain, failed, and already-decoded messages all carry canonical content.

  


        

      


  

    
ExWapp.Message.Handler.Inbound.Decryptor 
    



      
Signal and sender-key decryption for inbound message envelopes.
This module resolves and tries encrypted payload/sender candidates, updates
Signal sessions, processes group sender-key distributions, and normalizes
decrypt failures. It returns plaintext without classifying message content.

      


      
        Summary


  
    Types
  


    
      
        success()

      


    





  
    Functions
  


    
      
        decrypt(message_data, state, from, participant, attrs)

      


        Decrypts one encrypted inbound message without classifying its content.



    





      


      
        Types


        


  
    
      
    
    
      success()



        
          
        

    

  


  

      

          @type success() :: %{
  message_data: map(),
  plaintext: binary(),
  updated_sessions: ExWapp.Signal.SessionStore.t(),
  sender_jid: String.t(),
  payload: map(),
  sender_key_distribution_count: non_neg_integer(),
  enc_type: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decrypt(message_data, state, from, participant, attrs)



        
          
        

    

  


  

      

          @spec decrypt(map(), map(), term(), term(), map()) ::
  {:ok, success(), map()} | {:error, map(), map()}


      


Decrypts one encrypted inbound message without classifying its content.

  


        

      


  

    
ExWapp.Message.Handler.Inbound.Envelope 
    



      
Inbound envelope normalization and sender/payload candidate resolution.
This boundary owns PN/LID envelope mappings, observed-device persistence,
local-recipient matching, and deterministic decrypt candidate construction.
Signal decryption and message-content decoding remain outside this module.

      


      
        Summary


  
    Types
  


    
      
        decrypt_context()

      


    


    
      
        payload_candidate()

      


    





  
    Functions
  


    
      
        decrypt_context(message_data, state, from, participant, attrs)

      


        Builds ordered sender and encrypted-payload candidates for Signal decrypt.



    


    
      
        from_me?(attrs, from, state, message_data)

      


        Determines whether an inbound envelope represents a local outgoing message.



    


    
      
        local_recipient_jids(state, attrs)

      


        Returns normalized local PN/LID recipient identities from state and envelope attributes.



    


    
      
        own_sender?(attrs, from, participant, state)

      


        Returns whether a server-attested envelope sender belongs to the local account.



    


    
      
        persist_lid_mappings(state, attrs, from, participant)

      


        Persists PN/LID pairs observed on an inbound message envelope.



    


    
      
        persist_observed_devices(state, attrs, from, participant)

      


        Persists device JIDs observed in the inbound envelope.



    





      


      
        Types


        


  
    
      
    
    
      decrypt_context()



        
          
        

    

  


  

      

          @type decrypt_context() :: %{
  sender_candidates: [String.t()],
  payload_candidates: [payload_candidate()],
  decryptable_payloads: [payload_candidate()]
}


      



  



  
    
      
    
    
      payload_candidate()



        
          
        

    

  


  

      

          @type payload_candidate() :: %{
  optional(:enc_type) => term(),
  optional(:enc_version) => term(),
  optional(:enc_count) => term(),
  optional(:enc_state) => term(),
  optional(:ciphertext) => term(),
  optional(:to_jid) => term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decrypt_context(message_data, state, from, participant, attrs)



        
          
        

    

  


  

      

          @spec decrypt_context(map(), map(), term(), term(), map()) :: decrypt_context()


      


Builds ordered sender and encrypted-payload candidates for Signal decrypt.

  



  
    
      
    
    
      from_me?(attrs, from, state, message_data)



        
          
        

    

  


  

      

          @spec from_me?(map(), term(), map(), map()) :: boolean()


      


Determines whether an inbound envelope represents a local outgoing message.

  



  
    
      
    
    
      local_recipient_jids(state, attrs)



        
          
        

    

  


  

      

          @spec local_recipient_jids(map(), map()) :: [String.t()]


      


Returns normalized local PN/LID recipient identities from state and envelope attributes.

  



  
    
      
    
    
      own_sender?(attrs, from, participant, state)



        
          
        

    

  


  

      

          @spec own_sender?(map(), term(), term(), map()) :: boolean()


      


Returns whether a server-attested envelope sender belongs to the local account.
Group stanzas use participant as the actual sender; direct stanzas fall back
to from. Both PN and LID identities, with or without a device suffix, are
accepted. This predicate deliberately ignores message payload claims such as
from_me because self-only protocol messages must be authorized from envelope
metadata before their contents are applied.

  



  
    
      
    
    
      persist_lid_mappings(state, attrs, from, participant)



        
          
        

    

  


  

      

          @spec persist_lid_mappings(map(), map(), term(), term()) :: map()


      


Persists PN/LID pairs observed on an inbound message envelope.

  



  
    
      
    
    
      persist_observed_devices(state, attrs, from, participant)



        
          
        

    

  


  

      

          @spec persist_observed_devices(map(), map(), term(), term()) :: :ok


      


Persists device JIDs observed in the inbound envelope.

  


        

      


  

    
ExWapp.Message.Handler.Inbound.Projection 
    



      
Applies inbound presentation metadata to the local chat projection.
This boundary owns chat-name hints and number fallbacks. It does not decode
messages, mutate Signal sessions, or publish inbound events.

      


      
        Summary


  
    Functions
  


    
      
        update_chat_name(target, jid, attrs)

      


        Updates a chat name from inbound attributes or applies the phone-number fallback.



    





      


      
        Functions


        


  
    
      
    
    
      update_chat_name(target, jid, attrs)



        
          
        

    

  


  

      

          @spec update_chat_name(term(), term(), map()) :: :ok


      


Updates a chat name from inbound attributes or applies the phone-number fallback.

  


        

      


  

    
ExWapp.Message.Handler.Inbound.Publisher 
    



      
Projects normalized inbound data into the public chat message and event stream.
This boundary owns chat persistence and :new_message publication. It does
not parse wire payloads, decrypt Signal content, or plan receipts.

      


      
        Summary


  
    Types
  


    
      
        envelope()

      


    





  
    Functions
  


    
      
        publish(message_data, envelope, session, state)

      


        Persists and publishes one normalized inbound message unless it is internal.



    





      


      
        Types


        


  
    
      
    
    
      envelope()



        
          
        

    

  


  

      

          @type envelope() :: %{
  id: term(),
  from: term(),
  from_me: boolean(),
  timestamp: term(),
  participant: term(),
  type: term(),
  attrs: map()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      publish(message_data, envelope, session, state)



        
          
        

    

  


  

      

          @spec publish(map(), envelope(), term(), map()) ::
  {:published, map()} | {:suppressed, map()} | {:error, term()}


      


Persists and publishes one normalized inbound message unless it is internal.

  


        

      


  

    
ExWapp.Message.Handler.Inbound.Receipts 
    



      
Builds delivery, retry, placeholder-resend, and Signal-session actions.
This module is a pure action planner apart from diagnostic logging. Transport
effects remain in the session worker that executes the returned actions.

      


      
        Summary


  
    Functions
  


    
      
        build_actions(from, id, participant, attrs, message_data, state)

      


        Plans receipt-related actions for one normalized inbound message.



    





      


      
        Functions


        


  
    
      
    
    
      build_actions(from, id, participant, attrs, message_data, state)



        
          
        

    

  


  

      

          @spec build_actions(term(), term(), term(), map(), map(), map()) :: {[term()], map()}


      


Plans receipt-related actions for one normalized inbound message.

  


        

      


  

    
ExWapp.Message.Handler.Inbound.Sync 
    



      
Ingests protocol messages that update local synchronized state.
This module owns history-sync projection, app-state key shares, and recovered
placeholder messages. It does not decrypt Signal envelopes or build receipts.

      


      
        Summary


  
    Functions
  


    
      
        ingest(message_data, session, state, from, id)

      


        Applies every supported inbound protocol-sync payload to session state.



    


    
      
        ingest(message_data, session, state, from, id, own_sender?)

      


    





      


      
        Functions


        


  
    
      
    
    
      ingest(message_data, session, state, from, id)



        
          
        

    

  


  

      

          @spec ingest(map(), term(), map(), term(), term()) :: map()


      


Applies every supported inbound protocol-sync payload to session state.
own_sender? must come from trusted envelope metadata. History sync and
app-state key shares are self-only protocol messages and are ignored unless
the server-attested sender is one of the local account identities.

  



  
    
      
    
    
      ingest(message_data, session, state, from, id, own_sender?)



        
          
        

    

  


  

      

          @spec ingest(map(), term(), map(), term(), term(), boolean()) :: map()


      



  


        

      


  

    
ExWapp.Message.Handler.Notification 
    



      
Handles server notifications and translates them into session actions.
Notifications are acknowledged here. Notifications that invalidate local
state also emit a focused action so the session can refresh that state and
notify wrappers without making them parse protocol nodes.

      


      
        Summary


  
    Functions
  


    
      
        handle_notification(node, session, state)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_notification(node, session, state)



        
          
        

    

  


  

      

          @spec handle_notification(ExWapp.Binary.Node.t(), pid(), map()) ::
  {:ok, map()} | {:ok, map(), [term()]}


      



  


        

      


  

    
ExWapp.Message.Handler.Receipt 
    



      
Handles inbound delivery/read receipts and message acknowledgements.
It updates persisted chat status, emits receipt acknowledgements, and translates
retry or server errors into session actions without decoding message content.

      


      
        Summary


  
    Functions
  


    
      
        handle_ack(node, session, state)

      


    


    
      
        handle_receipt(node, session, state)

      


    


    
      
        parse_receipts(node)

      


        Expands a receipt stanza into one entry per normal or grouped participant receipt.



    





      


      
        Functions


        


  
    
      
    
    
      handle_ack(node, session, state)



        
          
        

    

  


  

      

          @spec handle_ack(ExWapp.Binary.Node.t(), pid(), map()) :: {:ok, map()}


      



  



  
    
      
    
    
      handle_receipt(node, session, state)



        
          
        

    

  


  

      

          @spec handle_receipt(ExWapp.Binary.Node.t(), pid(), map()) ::
  {:ok, map()} | {:ok, map(), [term()]}


      



  



  
    
      
    
    
      parse_receipts(node)



        
          
        

    

  


  

      

          @spec parse_receipts(ExWapp.Binary.Node.t()) :: [map()]


      


Expands a receipt stanza into one entry per normal or grouped participant receipt.

  


        

      


  

    
ExWapp.Message.Handler.Wire 
    



      
Compatibility façade for inbound XML-envelope and protobuf wire helpers.
XML envelope extraction remains here; supported WhatsApp content decoding
lives in Wire.ContentDecoder, which works on the generated protos.

      




  

    
ExWapp.Message.Handler.Wire.ContentDecoder 
    



      
Pure decoder for supported WhatsApp message content.
It decodes the E2E Message protobuf and maps supported content (text,
media, location, contact, event) to the internal contract, but does not
parse XML envelopes, decrypt Signal payloads, persist state, or publish
events.

      


      
        Summary


  
    Functions
  


    
      
        apply_media_from_message(message_data, message)

      


        Same as apply_media_from_plaintext/2 for an already-decoded message.



    


    
      
        apply_media_from_plaintext(message_data, plaintext)

      


        Adds decoded media, location, contact, or event fields to a message map.



    


    
      
        classify_decrypted_content(payload, sender_key_distribution_count)

      


        Distinguishes protocol payloads from user content and extracts message text.



    


    
      
        classify_message(message, sender_key_distribution_count)

      


        Same as classify_decrypted_content/2 for an already-decoded message.



    


    
      
        decode(payload)

      


        Decodes an E2E Message payload, returning :error on malformed protobuf.



    


    
      
        device_sent_message?(message)

      


        Reports whether a message is a DeviceSentMessage wrapper (own-device fanout).



    





      


      
        Functions


        


  
    
      
    
    
      apply_media_from_message(message_data, message)



        
          
        

    

  


  

      

          @spec apply_media_from_message(map(), WAWebProtobufsE2E.Message.t()) :: map()


      


Same as apply_media_from_plaintext/2 for an already-decoded message.

  



  
    
      
    
    
      apply_media_from_plaintext(message_data, plaintext)



        
          
        

    

  


  

      

          @spec apply_media_from_plaintext(map(), binary()) :: map()


      


Adds decoded media, location, contact, or event fields to a message map.

  



  
    
      
    
    
      classify_decrypted_content(payload, sender_key_distribution_count)



        
          
        

    

  


  

      

          @spec classify_decrypted_content(binary(), non_neg_integer()) ::
  {:protocol | :user_message, binary() | nil}


      


Distinguishes protocol payloads from user content and extracts message text.

  



  
    
      
    
    
      classify_message(message, sender_key_distribution_count)



        
          
        

    

  


  

      

          @spec classify_message(WAWebProtobufsE2E.Message.t(), non_neg_integer()) ::
  {:protocol | :user_message, binary() | nil}


      


Same as classify_decrypted_content/2 for an already-decoded message.

  



  
    
      
    
    
      decode(payload)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, WAWebProtobufsE2E.Message.t()} | :error


      


Decodes an E2E Message payload, returning :error on malformed protobuf.

  



  
    
      
    
    
      device_sent_message?(message)



        
          
        

    

  


  

      

          @spec device_sent_message?(WAWebProtobufsE2E.Message.t() | term()) :: boolean()


      


Reports whether a message is a DeviceSentMessage wrapper (own-device fanout).

  


        

      


  

    
ExWapp.Message.Handler.Wire.Fields 
    



      
Pure protobuf wire-field primitives, independent of the generated protos.
This module knows wire types, varints, fixed-width numbers, and
length-delimited fields. It has no knowledge of WhatsApp message kinds.
Production decoding now goes through the generated WAWebProtobufs* modules;
these primitives remain as the second, independent reader that the wire-format
tests use to pin the exact bytes we put on (and read off) the wire.

      


      
        Summary


  
    Types
  


    
      
        wire_field()

      


    





  
    Functions
  


    
      
        all_length_delimited(fields, field_num)

      


        Returns every length-delimited value for a field in decoded order.



    


    
      
        bool(payload, field)

      


        Returns a protobuf boolean field value or nil.



    


    
      
        bytes(payload, field)

      


        Returns a binary field value or nil.



    


    
      
        collect_length_delimited_values(binary)

      


        Collects every length-delimited value in a protobuf payload.



    


    
      
        decode_safe(binary)

      


        Decodes all supported protobuf fields without raising.



    


    
      
        double(payload, field)

      


        Returns a fixed64 double field value or nil.



    


    
      
        find_length_delimited(binary, field_num)

      


        Finds a length-delimited field directly in a protobuf payload.



    


    
      
        first_length_delimited(fields, field_num)

      


        Finds the first length-delimited value in an already-decoded field list.



    


    
      
        first_varint(fields, field_num)

      


        Finds the first varint value in an already-decoded field list.



    


    
      
        float(payload, field)

      


        Returns a fixed32 float field value or nil.



    


    
      
        varint(payload, wanted_field)

      


        Returns a varint field value or nil.



    





      


      
        Types


        


  
    
      
    
    
      wire_field()



        
          
        

    

  


  

      

          @type wire_field() :: {non_neg_integer(), 0 | 1 | 2 | 5, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all_length_delimited(fields, field_num)



        
          
        

    

  


  

      

          @spec all_length_delimited([wire_field()], non_neg_integer()) :: [binary()]


      


Returns every length-delimited value for a field in decoded order.

  



  
    
      
    
    
      bool(payload, field)



        
          
        

    

  


  

      

          @spec bool(binary(), non_neg_integer()) :: boolean() | nil


      


Returns a protobuf boolean field value or nil.

  



  
    
      
    
    
      bytes(payload, field)



        
          
        

    

  


  

      

          @spec bytes(binary(), non_neg_integer()) :: binary() | nil


      


Returns a binary field value or nil.

  



  
    
      
    
    
      collect_length_delimited_values(binary)



        
          
        

    

  


  

      

          @spec collect_length_delimited_values(binary()) ::
  {:ok, [binary()]} | {:error, term()}


      


Collects every length-delimited value in a protobuf payload.

  



  
    
      
    
    
      decode_safe(binary)



        
          
        

    

  


  

      

          @spec decode_safe(binary()) :: {:ok, [wire_field()]} | {:error, term()}


      


Decodes all supported protobuf fields without raising.

  



  
    
      
    
    
      double(payload, field)



        
          
        

    

  


  

      

          @spec double(binary(), non_neg_integer()) :: float() | nil


      


Returns a fixed64 double field value or nil.

  



  
    
      
    
    
      find_length_delimited(binary, field_num)



        
          
        

    

  


  

      

          @spec find_length_delimited(binary(), non_neg_integer()) ::
  {:ok, binary()} | {:error, term()}


      


Finds a length-delimited field directly in a protobuf payload.

  



  
    
      
    
    
      first_length_delimited(fields, field_num)



        
          
        

    

  


  

      

          @spec first_length_delimited([wire_field()], non_neg_integer()) :: binary() | nil


      


Finds the first length-delimited value in an already-decoded field list.

  



  
    
      
    
    
      first_varint(fields, field_num)



        
          
        

    

  


  

      

          @spec first_varint([wire_field()], non_neg_integer()) :: integer() | nil


      


Finds the first varint value in an already-decoded field list.

  



  
    
      
    
    
      float(payload, field)



        
          
        

    

  


  

      

          @spec float(binary(), non_neg_integer()) :: float() | nil


      


Returns a fixed32 float field value or nil.

  



  
    
      
    
    
      varint(payload, wanted_field)



        
          
        

    

  


  

      

          @spec varint(binary(), non_neg_integer()) :: integer() | nil


      


Returns a varint field value or nil.

  


        

      


  

    
ExWapp.MessageHandler 
    



      
High-level router for incoming WhatsApp nodes.
The heavy parsing, decryption, sync ingestion, and receipt logic now lives in
ExWapp.Message.Handler.* modules under lib/ex_wapp/message/handler/.
This module stays focused on dispatching node tags to the right domain
handler.

      


      
        Summary


  
    Types
  


    
      
        handler_result()

      


    





  
    Functions
  


    
      
        handle_node(node, session, state)

      


        Handles an incoming node and updates session state.



    





      


      
        Types


        


  
    
      
    
    
      handler_result()



        
          
        

    

  


  

      

          @type handler_result() :: {:ok, map()} | {:ok, map(), [term()]} | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      handle_node(node, session, state)



        
          
        

    

  


  

      

          @spec handle_node(ExWapp.Binary.Node.t(), pid(), map()) :: handler_result()


      


Handles an incoming node and updates session state.

  


        

      


  

    
ExWapp.Messages 
    



      
High-level helpers for constructing and sending WhatsApp messages.
This module handles:
	Message ID generation
	Message node construction
	Protobuf payload encoding
	Message routing (direct, group, broadcast)

Message Flow
1. User calls send_text/3
2. Message proto is built and encoded
3. Binary node is constructed with proper attributes
4. Signal encryption is applied (when implemented)
5. Node is sent via the connection
Example
# Simple text message
ExWapp.Messages.send_text(session, "1234567890@s.whatsapp.net", "Hello!")

# Reply to a message
ExWapp.Messages.send_text(session, jid, "Reply text",
  quoted_id: "ABC123",
  quoted_participant: "sender@s.whatsapp.net"
)

      


      
        Summary


  
    Types
  


    
      
        send_opts()

      


    





  
    Functions
  


    
      
        build_audio_proto(upload, opts \\ [])

      


        Builds an audio message protobuf from uploaded media metadata.



    


    
      
        build_contact_proto(display_name, vcard, opts \\ [])

      


        Builds a single WhatsApp contact-card protobuf.



    


    
      
        build_context_info(opts)

      


        Builds context info for replies and mentions.



    


    
      
        build_document_proto(upload, opts \\ [])

      


        Builds a document message protobuf from uploaded media metadata.



    


    
      
        build_event_proto(name, start_time, opts \\ [])

      


        Builds WhatsApp's calendar event message (E2E Message field 75).



    


    
      
        build_image_proto(upload, opts \\ [])

      


        Builds an image message protobuf from uploaded media metadata.



    


    
      
        build_location_proto(latitude, longitude, opts \\ [])

      


        Builds a static or live GPS location protobuf.



    


    
      
        build_message_node(jid, message_id, payload, timestamp, opts \\ [])

      


        Builds the binary XML node for a message.



    


    
      
        build_placeholder_resend_proto(chat_jid, sender_jid, message_id, opts \\ [])

      


        Builds a protocol message requesting resend of an unavailable placeholder.



    


    
      
        build_presence_subscribe(jid)

      


        Builds a presence subscription request.



    


    
      
        build_receipt_node(jid, message_ids, type)

      


        Builds a receipt node for read/played acknowledgments.



    


    
      
        build_text_proto(text, opts \\ [])

      


        Builds a text message protobuf.



    


    
      
        build_typing(jid, composing \\ true)

      


        Builds a typing indicator node.



    


    
      
        build_typing(jid, from_jid, composing)

      


        Builds a typing indicator node while preserving the legacy three-argument
API. WhatsApp no longer accepts the local sender identity in chat-state
attributes, so from_jid is intentionally ignored.



    


    
      
        generate_id(own_jid \\ nil)

      


        Generates a unique message ID matching whatsmeow/Baileys/whatsapp-rust format.



    


    
      
        send_delivery_receipt(session, jid, message_id, participant \\ nil)

      


        Sends a delivery receipt for a message.



    


    
      
        send_read_receipt(session, jid, message_ids)

      


        Sends a read receipt for messages.



    


    
      
        send_text(session, jid, text, opts \\ [])

      


        Sends a text message to a JID.



    





      


      
        Types


        


  
    
      
    
    
      send_opts()



        
          
        

    

  


  

      

          @type send_opts() :: [
  quoted_id: String.t(),
  quoted_participant: String.t(),
  mentions: [String.t()]
]


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build_audio_proto(upload, opts \\ [])



        
          
        

    

  


  

      

          @spec build_audio_proto(ExWapp.Media.Upload.t(), keyword()) ::
  WAWebProtobufsE2E.Message.t()


      


Builds an audio message protobuf from uploaded media metadata.

  



    

  
    
      
    
    
      build_contact_proto(display_name, vcard, opts \\ [])



        
          
        

    

  


  

      

          @spec build_contact_proto(String.t(), String.t(), keyword()) ::
  WAWebProtobufsE2E.Message.t()


      


Builds a single WhatsApp contact-card protobuf.

  



  
    
      
    
    
      build_context_info(opts)



        
          
        

    

  


  

      

          @spec build_context_info(keyword()) :: WAWebProtobufsE2E.ContextInfo.t() | nil


      


Builds context info for replies and mentions.

  



    

  
    
      
    
    
      build_document_proto(upload, opts \\ [])



        
          
        

    

  


  

      

          @spec build_document_proto(ExWapp.Media.Upload.t(), keyword()) ::
  WAWebProtobufsE2E.Message.t()


      


Builds a document message protobuf from uploaded media metadata.

  



    

  
    
      
    
    
      build_event_proto(name, start_time, opts \\ [])



        
          
        

    

  


  

      

          @spec build_event_proto(String.t(), integer() | DateTime.t(), keyword()) ::
  WAWebProtobufsE2E.Message.t()


      


Builds WhatsApp's calendar event message (E2E Message field 75).
WhatsApp Web also attaches a 32-byte message secret to event messages; it is
generated automatically unless :message_secret is supplied.

  



    

  
    
      
    
    
      build_image_proto(upload, opts \\ [])



        
          
        

    

  


  

      

          @spec build_image_proto(ExWapp.Media.Upload.t(), keyword()) ::
  WAWebProtobufsE2E.Message.t()


      


Builds an image message protobuf from uploaded media metadata.

  



    

  
    
      
    
    
      build_location_proto(latitude, longitude, opts \\ [])



        
          
        

    

  


  

      

          @spec build_location_proto(number(), number(), keyword()) ::
  WAWebProtobufsE2E.Message.t()


      


Builds a static or live GPS location protobuf.

  



    

  
    
      
    
    
      build_message_node(jid, message_id, payload, timestamp, opts \\ [])



        
          
        

    

  


  

      

          @spec build_message_node(String.t(), String.t(), binary(), integer(), keyword()) ::
  ExWapp.Binary.Node.t()


      


Builds the binary XML node for a message.

  



    

  
    
      
    
    
      build_placeholder_resend_proto(chat_jid, sender_jid, message_id, opts \\ [])



        
          
        

    

  


  

      

          @spec build_placeholder_resend_proto(String.t(), String.t(), String.t(), keyword()) ::
  WAWebProtobufsE2E.Message.t()


      


Builds a protocol message requesting resend of an unavailable placeholder.

  



  
    
      
    
    
      build_presence_subscribe(jid)



        
          
        

    

  


  

      

          @spec build_presence_subscribe(String.t()) :: ExWapp.Binary.Node.t()


      


Builds a presence subscription request.

  



  
    
      
    
    
      build_receipt_node(jid, message_ids, type)



        
          
        

    

  


  

      

          @spec build_receipt_node(String.t(), [String.t()], String.t()) ::
  ExWapp.Binary.Node.t()


      


Builds a receipt node for read/played acknowledgments.

  



    

  
    
      
    
    
      build_text_proto(text, opts \\ [])



        
          
        

    

  


  

      

          @spec build_text_proto(String.t(), send_opts()) :: WAWebProtobufsE2E.Message.t()


      


Builds a text message protobuf.

  



    

  
    
      
    
    
      build_typing(jid, composing \\ true)



        
          
        

    

  


  

      

          @spec build_typing(String.t(), boolean()) :: ExWapp.Binary.Node.t()


      


Builds a typing indicator node.

  



  
    
      
    
    
      build_typing(jid, from_jid, composing)



        
          
        

    

  


  

      

          @spec build_typing(String.t(), String.t(), boolean()) :: ExWapp.Binary.Node.t()


      


Builds a typing indicator node while preserving the legacy three-argument
API. WhatsApp no longer accepts the local sender identity in chat-state
attributes, so from_jid is intentionally ignored.

  



    

  
    
      
    
    
      generate_id(own_jid \\ nil)



        
          
        

    

  


  

      

          @spec generate_id(String.t() | nil) :: String.t()


      


Generates a unique message ID matching whatsmeow/Baileys/whatsapp-rust format.
Format: "3EB0" + uppercase hex of SHA256(timestamp + ownJID@c.us + 16 random bytes)[:9]
Total length: 22 characters (4 prefix + 18 hex).

  



    

  
    
      
    
    
      send_delivery_receipt(session, jid, message_id, participant \\ nil)



        
          
        

    

  


  

      

          @spec send_delivery_receipt(pid(), String.t(), String.t(), String.t() | nil) ::
  :ok | {:error, term()}


      


Sends a delivery receipt for a message.

  



  
    
      
    
    
      send_read_receipt(session, jid, message_ids)



        
          
        

    

  


  

      

          @spec send_read_receipt(pid(), String.t(), [String.t()]) :: :ok | {:error, term()}


      


Sends a read receipt for messages.

  



    

  
    
      
    
    
      send_text(session, jid, text, opts \\ [])



        
          
        

    

  


  

      

          @spec send_text(pid(), String.t(), String.t(), send_opts()) ::
  {:ok, String.t()} | {:error, term()}


      


Sends a text message to a JID.
Options
	:quoted_id - ID of message to reply to
	:quoted_participant - JID of quoted message sender (for groups)
	:mentions - List of JIDs to mention

Returns
	{:ok, message_id} - Message was queued for sending
	{:error, reason} - Failed to send


  


        

      


  

    
ExWapp.Noise 
    



      
Implements the Noise_XX_25519_AESGCM_SHA256 handshake used by WhatsApp Web.
The module exposes helpers to produce the client hello, process the server
hello (including certificate verification) and to encrypt/decrypt transport
payloads once the handshake completes.

      


      
        Summary


  
    Types
  


    
      
        certificate_verifier_fun()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        decrypt(state, payload)

      


        Decrypts a transport payload once the handshake has completed.



    


    
      
        encrypt(state, plaintext)

      


        Encrypts a transport payload once the handshake has completed.



    


    
      
        handle_server_hello(state, payload)

      


        Processes the server hello frame and returns the client finish frame together
with the updated Noise state (now ready for transport encryption/decryption).



    


    
      
        init(opts)

      


        Initialises a new Noise handshake state.



    





      


      
        Types


        


  
    
      
    
    
      certificate_verifier_fun()



        
          
        

    

  


  

      

          @type certificate_verifier_fun() :: (binary(), binary() -> :ok | {:error, term()})


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Noise{
  certificate_verifier: certificate_verifier_fun() | nil,
  cipher_ref: term() | nil,
  client_payload_fun:
    nil
    | (t() ->
         binary()
         | {:ok, binary()}
         | {:error, term()}
         | {:ok, binary(), ExWapp.Store.data()}),
  handshake_hash: binary() | nil,
  handshake_header: binary(),
  handshake_ref: term() | nil,
  handshake_salt: binary() | nil,
  pending_store_data: ExWapp.Store.data() | nil,
  phase: :handshake | :transport,
  rx_counter: non_neg_integer(),
  rx_key: binary() | nil,
  static_key: %{priv: binary(), pub: binary()} | nil,
  store: ExWapp.Store.t() | nil,
  tx_counter: non_neg_integer(),
  tx_key: binary() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decrypt(state, payload)



        
          
        

    

  


  

      

          @spec decrypt(t(), binary()) ::
  {:ok, binary(), t()} | {:error, term(), t()} | {:error, term()}


      


Decrypts a transport payload once the handshake has completed.

  



  
    
      
    
    
      encrypt(state, plaintext)



        
          
        

    

  


  

      

          @spec encrypt(t(), binary()) :: {:ok, binary(), t()} | {:error, term()}


      


Encrypts a transport payload once the handshake has completed.

  



  
    
      
    
    
      handle_server_hello(state, payload)



        
          
        

    

  


  

      

          @spec handle_server_hello(t(), binary()) :: {:ok, binary(), t()} | {:error, term()}


      


Processes the server hello frame and returns the client finish frame together
with the updated Noise state (now ready for transport encryption/decryption).

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @spec init(keyword()) :: {:ok, binary(), t()} | {:error, term()}


      


Initialises a new Noise handshake state.
Returns the binary client hello frame that must be sent immediately together
with the updated state.

  


        

      


  

    
ExWapp.Noise.Certificate 
    



      
Validates the WhatsApp Noise certificate chain presented during handshake.
Verification anchors the intermediate certificate to WhatsApp's public key and
checks that the leaf certificate binds the expected server static key.

      


      
        Summary


  
    Functions
  


    
      
        verify(cert_bytes, static_key)

      


    


    
      
        verify_signature(public_key, message, signature)

      


    





      


      
        Functions


        


  
    
      
    
    
      verify(cert_bytes, static_key)



        
          
        

    

  


  

      

          @spec verify(binary(), binary()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      verify_signature(public_key, message, signature)



        
          
        

    

  


  

      

          @spec verify_signature(binary(), binary(), binary()) :: boolean()


      



  


        

      


  

    
ExWapp.Noise.ClientPayload 
    



      
Builds the protobuf client payload encrypted into the Noise handshake.
It selects registration or login fields from persisted pairing state and
returns updated client or Signal data when key material is initialized.

      


      
        Summary


  
    Functions
  


    
      
        build(noise)

      


    


    
      
        build(arg1, runtime_cfg)

      


    





      


      
        Functions


        


  
    
      
    
    
      build(noise)



        
          
        

    

  


  

      

          @spec build(ExWapp.Noise.t()) ::
  {:ok, binary()} | {:ok, binary(), map()} | {:error, term()}


      



  



  
    
      
    
    
      build(arg1, runtime_cfg)



        
          
        

    

  


  

      

          @spec build(ExWapp.Noise.t(), map()) ::
  {:ok, binary()} | {:ok, binary(), map()} | {:error, term()}


      



  


        

      


  

    
ExWapp.Noise.Engine 
    



      
Pure Elixir implementation of the Noise handshake engine.

      


      
        Summary


  
    Functions
  


    
      
        complete_handshake(state)

      


    


    
      
        decrypt(arg, ciphertext, counter)

      


    


    
      
        encrypt(arg, plaintext, counter)

      


    


    
      
        init_handshake(payload, static_key, opts)

      


    


    
      
        setup_transport(secrets)

      


    


    
      
        write_client_finish(state, server_hello_payload)

      


    





      


      
        Functions


        


  
    
      
    
    
      complete_handshake(state)



        
          
        

    

  


  


  



  
    
      
    
    
      decrypt(arg, ciphertext, counter)



        
          
        

    

  


  


  



  
    
      
    
    
      encrypt(arg, plaintext, counter)



        
          
        

    

  


  


  



  
    
      
    
    
      init_handshake(payload, static_key, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      setup_transport(secrets)



        
          
        

    

  


  


  



  
    
      
    
    
      write_client_finish(state, server_hello_payload)



        
          
        

    

  


  


  


        

      


  

    
ExWapp.Noise.Engine.State 
    



      
Mutable state passed between Noise XX handshake steps.
It keeps ephemeral and static key pairs, the transcript state, and the server
identity material required to derive transport keys.

      




  

    
ExWapp.Noise.Handshake 
    



      
Implements the Noise_XX handshake primitives used by WhatsApp Web.
The state mirrors the Go implementation bundled with whatsmeow. It keeps
track of the running hash, the current AEAD key and the handshake counters.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        authenticate(state, data)

      


        Mixes additional authenticated data into the running handshake hash.



    


    
      
        decrypt(state, ciphertext)

      


        Decrypts a handshake payload and updates hash/counter on success.



    


    
      
        derive_transport_keys(state)

      


        Derives transport write/read keys from the current handshake salt.



    


    
      
        encrypt(state, plaintext)

      


        Encrypts a handshake payload using the current key and updates hash/counter.



    


    
      
        mix_into_key(state, data)

      


        Derives a new handshake key/salt pair from input key material.



    


    
      
        mix_shared_secret(state, private_key, public_key)

      


        Mixes a Curve25519 shared secret into the handshake key schedule.



    


    
      
        new(pattern \\ "Noise_XX_25519_AESGCM_SHA256\0\0\0\0", header \\ <<>>)

      


        Initializes a Noise handshake state with the provided protocol pattern and header.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Noise.Handshake{
  counter: non_neg_integer(),
  hash: binary(),
  key: binary(),
  salt: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      authenticate(state, data)



        
          
        

    

  


  

      

          @spec authenticate(t(), binary()) :: t()


      


Mixes additional authenticated data into the running handshake hash.

  



  
    
      
    
    
      decrypt(state, ciphertext)



        
          
        

    

  


  

      

          @spec decrypt(t(), binary()) :: {:ok, t(), binary()} | {:error, term()}


      


Decrypts a handshake payload and updates hash/counter on success.

  



  
    
      
    
    
      derive_transport_keys(state)



        
          
        

    

  


  

      

          @spec derive_transport_keys(t()) :: {binary(), binary()}


      


Derives transport write/read keys from the current handshake salt.

  



  
    
      
    
    
      encrypt(state, plaintext)



        
          
        

    

  


  

      

          @spec encrypt(t(), binary()) :: {t(), binary()}


      


Encrypts a handshake payload using the current key and updates hash/counter.

  



  
    
      
    
    
      mix_into_key(state, data)



        
          
        

    

  


  

      

          @spec mix_into_key(t(), binary()) :: t()


      


Derives a new handshake key/salt pair from input key material.

  



  
    
      
    
    
      mix_shared_secret(state, private_key, public_key)



        
          
        

    

  


  

      

          @spec mix_shared_secret(t(), binary(), binary()) :: {:ok, t()} | {:error, term()}


      


Mixes a Curve25519 shared secret into the handshake key schedule.

  



    

    

  
    
      
    
    
      new(pattern \\ "Noise_XX_25519_AESGCM_SHA256\0\0\0\0", header \\ <<>>)



        
          
        

    

  


  

      

          @spec new(binary(), binary()) :: t()


      


Initializes a Noise handshake state with the provided protocol pattern and header.

  


        

      


  

    
ExWapp.Noise.HandshakeSecrets 
    



      
Immutable container for the transport keys and metadata derived from a Noise handshake.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attrs)

      


        Builds a t/0 struct from a map or keyword list.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Noise.HandshakeSecrets{
  handshake_hash: binary(),
  handshake_salt: binary(),
  read_key: binary(),
  server_certificate: binary(),
  server_static: binary(),
  write_key: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(map() | keyword()) :: t()


      


Builds a t/0 struct from a map or keyword list.

  


        

      


  

    
ExWapp.Pairing 
    



      
Implements the QR-code based pairing handshake used by WhatsApp Web.

      


      
        Summary


  
    Types
  


    
      
        state()

      


        Aggregate structure that keeps temporary pairing data.



    





  
    Functions
  


    
      
        apply_node(state, arg2)

      


        Applies a decoded node and returns the updated state plus pairing events.



    


    
      
        new(store)

      


        Returns the initial pairing state.



    


    
      
        qr_from_ref(arg1, ref)

      


        Turns the server-provided ref into a QR string.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  status: :idle | :waiting_for_scan | :waiting_for_code | :paired,
  ref: String.t() | nil,
  store: ExWapp.Store.t(),
  req_id: String.t() | nil
}


      


Aggregate structure that keeps temporary pairing data.

  


        

      

      
        Functions


        


  
    
      
    
    
      apply_node(state, arg2)



        
          
        

    

  


  

      

          @spec apply_node(state(), ExWapp.Binary.binary_node()) :: {state(), [term()]}


      


Applies a decoded node and returns the updated state plus pairing events.

  



  
    
      
    
    
      new(store)



        
          
        

    

  


  

      

          @spec new(ExWapp.Store.t()) :: state()


      


Returns the initial pairing state.

  



  
    
      
    
    
      qr_from_ref(arg1, ref)



        
          
        

    

  


  

      

          @spec qr_from_ref(state(), binary()) :: String.t()


      


Turns the server-provided ref into a QR string.

  


        

      


  

    
ExWapp.Pairing.ADV 
    



      
Helpers for parsing and validating WhatsApp ADV (Account Device Verification) payloads.
Pair-success device-identity arrives as an ADVSignedDeviceIdentityHMAC
container in both Baileys and whatsmeow. The inner payload is an
ADVSignedDeviceIdentity.
Outbound message device-identity nodes and pair-success ACK payloads use the
direct ADVSignedDeviceIdentity bytes instead.
The methods below verify the pair-success HMAC using the stored ADV secret,
validate the server account signature, and prepare the client device
signature that must be echoed back to WhatsApp once pairing completes.

      


      
        Summary


  
    Types
  


    
      
        parsed_identity()

      


        Result returned by parse_signed_device_identity/3.



    





  
    Functions
  


    
      
        encode_signed_device_identity(signed, opts \\ [])

      


        Encodes an ADVSignedDeviceIdentity payload.



    


    
      
        parse_signed_device_identity(adv_bytes, adv_secret, identity)

      


        Parses and validates a signed ADV device identity blob.



    





      


      
        Types


        


  
    
      
    
    
      parsed_identity()



        
          
        

    

  


  

      

          @type parsed_identity() :: %{
  container: struct() | nil,
  signed: struct(),
  details: struct() | map(),
  hosted?: boolean(),
  device_signature: binary(),
  self_signed: binary(),
  details_binary: binary()
}


      


Result returned by parse_signed_device_identity/3.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      encode_signed_device_identity(signed, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_signed_device_identity(struct(), keyword()) ::
  {:ok, binary()} | {:error, term()}


      


Encodes an ADVSignedDeviceIdentity payload.
By default it includes accountSignatureKey (required for outgoing messages).
Pass include_signature_key: false for pair-device-sign payloads.

  



  
    
      
    
    
      parse_signed_device_identity(adv_bytes, adv_secret, identity)



        
          
        

    

  


  

      

          @spec parse_signed_device_identity(binary() | nil, binary(), identity_input()) ::
  {:ok, parsed_identity() | nil} | {:error, term()}


      


Parses and validates a signed ADV device identity blob.
The returned map exposes both the decoded structs and the serialized payload
that must be echoed back to the server (under :self_signed).

  


        

      


  

    
ExWapp.Pairing.LinkCode 
    



      
Implements WhatsApp's phone-number (link-code) companion pairing protocol.
The request side wraps a fresh companion ephemeral public key with the
eight-character pairing code. The finish side unwraps the primary phone's
ephemeral key, derives the authenticated key bundle, rotates the ADV secret,
and persists enough account state for the reconnect/login that follows.

      


      
        Summary


  
    Types
  


    
      
        finish_result()

      


    


    
      
        request_result()

      


    





  
    Functions
  


    
      
        crockford_encode(bytes)

      


        Encodes bytes with WhatsApp's Crockford alphabet.



    


    
      
        derive_pairing_code_key(pairing_code, salt)

      


        Derives the AES key used to wrap link-code ephemeral public keys.



    


    
      
        finish(store, notification)

      


        Completes a pending link-code pairing from a server notification.



    


    
      
        request(store, phone, opts \\ [], runtime_cfg \\ %{})

      


        Starts a link-code pairing request and persists its ephemeral credentials.



    





      


      
        Types


        


  
    
      
    
    
      finish_result()



        
          
        

    

  


  

      

          @type finish_result() :: %{
  jid: String.t(),
  node: ExWapp.Binary.Node.t(),
  adv_secret: binary(),
  data: map()
}


      



  



  
    
      
    
    
      request_result()



        
          
        

    

  


  

      

          @type request_result() :: %{
  code: String.t(),
  jid: String.t(),
  request_id: String.t(),
  node: ExWapp.Binary.Node.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      crockford_encode(bytes)



        
          
        

    

  


  

      

          @spec crockford_encode(binary()) :: String.t()


      


Encodes bytes with WhatsApp's Crockford alphabet.

  



  
    
      
    
    
      derive_pairing_code_key(pairing_code, salt)



        
          
        

    

  


  

      

          @spec derive_pairing_code_key(binary(), binary()) :: binary()


      


Derives the AES key used to wrap link-code ephemeral public keys.

  



  
    
      
    
    
      finish(store, notification)



        
          
        

    

  


  

      

          @spec finish(ExWapp.Store.t(), ExWapp.Binary.Node.t()) ::
  {:ok, finish_result()} | {:error, term()}


      


Completes a pending link-code pairing from a server notification.
The returned node is the companion_finish IQ that must be sent before the
server's expected reconnect. Credential persistence is completed before this
function returns.

  



    

    

  
    
      
    
    
      request(store, phone, opts \\ [], runtime_cfg \\ %{})



        
          
        

    

  


  

      

          @spec request(ExWapp.Store.t(), String.t(), keyword(), map()) ::
  {:ok, request_result()} | {:error, term()}


      


Starts a link-code pairing request and persists its ephemeral credentials.
A custom code follows the upstream contract: it must be exactly eight bytes.
When omitted, five random bytes are encoded with WhatsApp's Crockford
alphabet, producing an eight-character code.

  


        

      


  

    
ExWapp.Prekeys 
    



      
Handles prekey generation and upload to WhatsApp servers.
Reference: whatsmeow/prekeys.go

      


      
        Summary


  
    Functions
  


    
      
        advertise_ids(signal, ids)

      


        Raises the advertised-id watermark to cover ids.



    


    
      
        advertised_watermark(signal)

      


        Returns the highest one-time prekey id this account has ever advertised.



    


    
      
        allocate_ids(runtime_cfg, signal, count)

      


        Reserves count consecutive ids and returns the first one to mint.



    


    
      
        build_prekey_count_query()

      


        Builds the IQ node to query prekey count on server.



    


    
      
        build_prekey_upload(store, opts \\ [])

      


        Builds the IQ node to upload prekeys to server.



    


    
      
        initial_upload?(server_count, local_count)

      


        Check if this is an initial upload (no prekeys exist).



    


    
      
        mark_uploaded(store, prekeys)

      


        Marks a durably reserved prekey batch as acknowledged by the server.



    


    
      
        needs_upload?(server_count, local_count)

      


        Check if prekeys need to be uploaded based on server response.



    


    
      
        needs_upload?(server_count, local_count, runtime_cfg)

      


        Configurable version of needs_upload?/2 using runtime config.



    


    
      
        next_safe_id(signal, prekeys)

      


        Returns the next one-time prekey id that is safe to mint.



    


    
      
        note_advertised_prekey_id(store, prekey_id)

      


        Records that the server is still serving prekey_id for this account.



    


    
      
        parse_count_response(content)

      


        Parses the server's response to a prekey count query.



    





      


      
        Functions


        


  
    
      
    
    
      advertise_ids(signal, ids)



        
          
        

    

  


  

      

          @spec advertise_ids(map(), [term()]) :: map()


      


Raises the advertised-id watermark to cover ids.
Called for every id this client puts in front of the server or a peer: an
upload batch, a retry receipt's key bundle, and any id an inbound pkmsg
proves the server is still serving.

  



  
    
      
    
    
      advertised_watermark(signal)



        
          
        

    

  


  

      

          @spec advertised_watermark(map()) :: non_neg_integer()


      


Returns the highest one-time prekey id this account has ever advertised.

  



  
    
      
    
    
      allocate_ids(runtime_cfg, signal, count)



        
          
        

    

  


  

      

          @spec allocate_ids(map(), map(), pos_integer()) ::
  {:ok, pos_integer()} | {:error, term()}


      


Reserves count consecutive ids and returns the first one to mint.
The local watermark is only as trustworthy as the store holding it: restore the
session file from a snapshot and the ceiling comes back with it, below ids the
server is already handing out. A host that keeps its durable state somewhere
that cannot roll back — a row in the database the session file is archived
into, say — can close that gap by configuring
prekeys: [id_allocator: fn local_floor, count -> {:ok, first_id} end]. The
allocator is expected to be atomic and monotonic; it receives the local floor
so it can never hand back a range this store has already used.
Without one, the local floor stands on its own, which is correct for any
deployment whose store never travels backwards.
An allocator that fails aborts the caller. Refusing to mint costs a thinner
prekey pool on the server until it recovers; minting anyway costs an id space
that two devices disagree about, which nothing repairs.

  



  
    
      
    
    
      build_prekey_count_query()



        
          
        

    

  


  

Builds the IQ node to query prekey count on server.

  



    

  
    
      
    
    
      build_prekey_upload(store, opts \\ [])



        
          
        

    

  


  

Builds the IQ node to upload prekeys to server.
Reference: whatsmeow/prekeys.go uploadPreKeys()

  



  
    
      
    
    
      initial_upload?(server_count, local_count)



        
          
        

    

  


  

Check if this is an initial upload (no prekeys exist).

  



  
    
      
    
    
      mark_uploaded(store, prekeys)



        
          
        

    

  


  

      

          @spec mark_uploaded(ExWapp.Store.t(), [map()]) :: :ok | {:error, term()}


      


Marks a durably reserved prekey batch as acknowledged by the server.
Private key material is already present before the IQ is sent; this mutation
only changes upload bookkeeping and can therefore be safely retried.

  



  
    
      
    
    
      needs_upload?(server_count, local_count)



        
          
        

    

  


  

Check if prekeys need to be uploaded based on server response.

  



  
    
      
    
    
      needs_upload?(server_count, local_count, runtime_cfg)



        
          
        

    

  


  

Configurable version of needs_upload?/2 using runtime config.

  



  
    
      
    
    
      next_safe_id(signal, prekeys)



        
          
        

    

  


  

      

          @spec next_safe_id(map(), map()) :: pos_integer()


      


Returns the next one-time prekey id that is safe to mint.
An id is safe only if it was never handed to the server. WhatsApp keeps
serving an uploaded prekey to peers long after this client forgot it — after a
crash before the durable write, or after the session file is restored from an
older snapshot — and a peer that opens a session with a stale id sends a
pkmsg this client answers with :prekey_not_found. Minting that id again
with fresh key material makes the damage permanent: the peer holds one public
half, the store holds another, and every X3DH between them fails from then on.
So the ceiling is the highest id ever advertised, not the highest id still
held.

  



  
    
      
    
    
      note_advertised_prekey_id(store, prekey_id)



        
          
        

    

  


  

      

          @spec note_advertised_prekey_id(ExWapp.Store.t(), term()) :: :ok | {:error, term()}


      


Records that the server is still serving prekey_id for this account.
The trigger is an inbound pkmsg naming a one-time prekey the local store
cannot produce. Nothing can recover that message — the private half is gone —
but the id must never be reissued, so the watermark absorbs it here.

  



  
    
      
    
    
      parse_count_response(content)



        
          
        

    

  


  

Parses the server's response to a prekey count query.
The response contains a <count> child node with a value attribute.
Reference: Baileys getAvailablePreKeysOnServer()

  


        

      


  

    
ExWapp.PrivacyToken 
    



      
Validates trusted-contact privacy tokens used by direct-message sends.
WhatsApp rotates these tokens in seven-day buckets and accepts the current
bucket plus the previous three. Tokens outside that window must not be
attached to outbound stanzas.

      


      
        Summary


  
    Types
  


    
      
        tctoken_record()

      


    





  
    Functions
  


    
      
        cutoff_timestamp(now_seconds)

      


    


    
      
        newer_or_equal?(candidate, existing)

      


    


    
      
        normalize_timestamp(timestamp)

      


    


    
      
        put_newer(tokens, jids, record)

      


        Stores record under every JID in jids, keeping whichever token is newer.



    


    
      
        valid?(record, now_seconds \\ System.system_time(:second))

      


    





      


      
        Types


        


  
    
      
    
    
      tctoken_record()



        
          
        

    

  


  

      

          @type tctoken_record() :: %{
  :token => binary(),
  :timestamp => non_neg_integer() | String.t(),
  optional(:sender_timestamp) => non_neg_integer() | String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cutoff_timestamp(now_seconds)



        
          
        

    

  


  

      

          @spec cutoff_timestamp(integer()) :: integer()


      



  



  
    
      
    
    
      newer_or_equal?(candidate, existing)



        
          
        

    

  


  

      

          @spec newer_or_equal?(term(), term()) :: boolean()


      



  



  
    
      
    
    
      normalize_timestamp(timestamp)



        
          
        

    

  


  

      

          @spec normalize_timestamp(term()) :: {:ok, non_neg_integer()} | :error


      



  



  
    
      
    
    
      put_newer(tokens, jids, record)



        
          
        

    

  


  

      

          @spec put_newer(map(), [binary()], map()) :: map()


      


Stores record under every JID in jids, keeping whichever token is newer.
One contact reaches the store under several JID aliases (phone number and LID),
and the same token arrives through more than one path — a notification and a
history sync chunk. Overwriting blindly would let a stale copy win.

  



    

  
    
      
    
    
      valid?(record, now_seconds \\ System.system_time(:second))



        
          
        

    

  


  

      

          @spec valid?(term(), integer()) :: boolean()


      



  


        

      


  

    
ExWapp.Proto.HistorySync 
    



      
Extracts WhatsApp history sync payloads embedded in protocol messages.
Mirrors the flow used in reference clients:
	Message.protocolMessage.historySyncNotification
	initialHistBootstrapInlinePayload (zlib-compressed)
	HistorySync.conversations

Decoding uses the generated WAWebProtobufsHistorySync modules; this module
only flattens the structs into the internal map contract.
Inline chunks versus blob chunks
WhatsApp delivers the bootstrap chunk inline (initialHistBootstrapInlinePayload),
and the larger RECENT/FULL chunks as encrypted media the client is expected to
download. extract_from_message/1 returns inline chunks immediately and
returns {:pending_blob, blob_ref()} for media-delivered chunks. The session
downloads those chunks in supervised background tasks and feeds the decrypted
compressed bytes to parse_history_payload/2, then uses the same projection
as inline history. This does not request additional history from the phone.

      


      
        Summary


  
    Types
  


    
      
        blob_ref()

      


        Everything needed to download and decrypt a history-sync chunk delivered as
media instead of inline. Kept verbatim from the notification so the background
downloader needs no re-parse.



    


    
      
        conversation()

      


    


    
      
        conversation_message()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        extract_from_message(message_payload)

      


    


    
      
        parse_history_payload(payload, sync_type)

      


        Flattens a HistorySync payload into the internal contract.



    





      


      
        Types


        


  
    
      
    
    
      blob_ref()



        
          
        

    

  


  

      

          @type blob_ref() :: %{
  sync_type: atom() | non_neg_integer() | nil,
  chunk_order: non_neg_integer() | nil,
  progress: non_neg_integer() | nil,
  oldest_msg_timestamp: non_neg_integer() | nil,
  media_key: binary() | nil,
  direct_path: String.t() | nil,
  enc_handle: String.t() | nil,
  file_sha256: binary() | nil,
  file_enc_sha256: binary() | nil,
  file_length: non_neg_integer() | nil
}


      


Everything needed to download and decrypt a history-sync chunk delivered as
media instead of inline. Kept verbatim from the notification so the background
downloader needs no re-parse.

  



  
    
      
    
    
      conversation()



        
          
        

    

  


  

      

          @type conversation() :: %{
  jid: String.t(),
  name: String.t() | nil,
  unread_count: non_neg_integer() | nil,
  last_message_timestamp: non_neg_integer() | nil,
  pinned: boolean() | nil,
  archived: boolean() | nil,
  muted_until: non_neg_integer() | nil,
  is_group: boolean(),
  pn_jid: String.t() | nil,
  lid_jid: String.t() | nil,
  tc_token: binary() | nil,
  tc_token_timestamp: non_neg_integer() | nil,
  tc_token_sender_timestamp: non_neg_integer() | nil,
  messages: [conversation_message()]
}


      



  



  
    
      
    
    
      conversation_message()



        
          
        

    

  


  

      

          @type conversation_message() :: %{
  id: String.t() | nil,
  from_me: boolean(),
  timestamp: non_neg_integer() | nil,
  text: String.t() | nil,
  participant: String.t() | nil,
  remote_jid: String.t() | nil,
  order_id: non_neg_integer() | nil
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  sync_type: atom() | non_neg_integer() | nil,
  conversations: [conversation()],
  lid_mappings: [{String.t(), String.t()}],
  call_log_records: [ExWapp.Call.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      extract_from_message(message_payload)



        
          
        

    

  


  

      

          @spec extract_from_message(binary()) ::
  {:ok, t()}
  | {:pending_blob, blob_ref()}
  | :not_history_sync
  | {:error, term()}


      



  



  
    
      
    
    
      parse_history_payload(payload, sync_type)



        
          
        

    

  


  

      

          @spec parse_history_payload(
  {:ok, binary()} | {:compressed, binary()} | binary(),
  term()
) ::
  {:ok, t()} | {:error, term()}


      


Flattens a HistorySync payload into the internal contract.
The inline path passes already-inflated bytes. Downloaded chunks use
{:compressed, bytes} to validate zlib compression before decoding protobuf.

  


        

      


  

    
ExWapp.Quota 
    



      
Tracks configurable daily outbound-message quotas.
The counter state lives in the session worker and is split across the whole
session, individual JIDs, and groups. check_and_increment/2 returns the
updated worker state and an explicit error when a blocking limit is hit.

      


      
        Summary


  
    Types
  


    
      
        state_data()

      


    





  
    Functions
  


    
      
        check_and_increment(state, jid)

      


    


    
      
        new(runtime_cfg \\ %{})

      


    





      


      
        Types


        


  
    
      
    
    
      state_data()



        
          
        

    

  


  

      

          @type state_data() :: %{
  period_key: String.t(),
  session_count: non_neg_integer(),
  per_jid: %{optional(String.t()) => non_neg_integer()},
  per_group: %{optional(String.t()) => non_neg_integer()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_and_increment(state, jid)



        
          
        

    

  


  

      

          @spec check_and_increment(map(), String.t()) :: {:ok, map()} | {:error, term(), map()}


      



  



    

  
    
      
    
    
      new(runtime_cfg \\ %{})



        
          
        

    

  


  

      

          @spec new(map()) :: state_data()


      



  


        

      


  

    
ExWapp.RateLimiter 
    



      
Applies configurable token-bucket throttling before outbound sends.
Global, per-recipient, per-group, and minimum-delay limits are combined into an
updated worker state with actionable retry information.

      


      
        Summary


  
    Types
  


    
      
        bucket()

      


    


    
      
        state_data()

      


    





  
    Functions
  


    
      
        check_and_update(state, jid)

      


    


    
      
        new()

      


    





      


      
        Types


        


  
    
      
    
    
      bucket()



        
          
        

    

  


  

      

          @type bucket() :: %{tokens: float(), last_ms: integer()}


      



  



  
    
      
    
    
      state_data()



        
          
        

    

  


  

      

          @type state_data() :: %{
  global: bucket() | nil,
  per_jid: %{optional(String.t()) => bucket()},
  per_group: %{optional(String.t()) => bucket()},
  last_send_at_ms: integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_and_update(state, jid)



        
          
        

    

  


  

      

          @spec check_and_update(map(), String.t()) :: {:ok, map()} | {:error, term(), map()}


      



  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: state_data()


      



  


        

      


  

    
ExWapp.Session 
    



      
Internal facade for the built-in WhatsApp session engine.
The GenServer implementation lives in ExWapp.Session.Worker. This module is
used by ExWapp.Client.Transport.Session; it is documented for maintainers
and custom transport authors, but it is not part of ExWapp's stable public
API. Applications should use the %ExWapp.Client{} API through ExWapp.

      


      
        Summary


  
    Types
  


    
      
        qr_event()

      


        Human readable events emitted during the pairing flow.



    


    
      
        status()

      


        Session status



    


    
      
        t()

      


    





  
    Functions
  


    
      
        archive_chat(server, jid)

      


        See ExWapp.Session.AppStateCommands.archive_chat/2.



    


    
      
        child_spec(arg)

      


        See ExWapp.Session.Worker.child_spec/1.



    


    
      
        connect(server)

      


    


    
      
        create_contact(server, jid, name)

      


        See ExWapp.Session.AppStateCommands.create_contact/3.



    


    
      
        delete_chat(server, jid)

      


        See ExWapp.Session.AppStateCommands.delete_chat/2.



    


    
      
        delete_contact(server, jid)

      


        See ExWapp.Session.AppStateCommands.delete_contact/2.



    


    
      
        disconnect(server)

      


        See ExWapp.Session.Worker.disconnect/1.



    


    
      
        download_media(server, ref, opts \\ [])

      


    


    
      
        export_snapshot(server)

      


        Flushes the session store and exports its complete local snapshot.



    


    
      
        flush_store(server)

      


    


    
      
        get_chat_info(server, jid)

      


        See ExWapp.Session.Worker.get_chat_info/2.



    


    
      
        get_contact(server, jid)

      


        Gets one contact from the session store, or nil when it is unknown.



    


    
      
        get_session_id(server)

      


        See ExWapp.Session.Worker.get_session_id/1.



    


    
      
        health_status(server)

      


        See ExWapp.Session.Worker.get_health_status/1.



    


    
      
        list_contacts(server)

      


        Lists contacts currently present in the session store.



    


    
      
        message_stream(server)

      


        See ExWapp.Session.Worker.message_stream/1.



    


    
      
        pause_sends(server)

      


        See ExWapp.Session.Worker.pause_sends/1.



    


    
      
        policy_status(server)

      


        See ExWapp.Session.Worker.get_policy_status/1.



    


    
      
        qr_stream(server)

      


        See ExWapp.Session.Worker.qr_stream/1.



    


    
      
        request_pairing_code(server, phone, opts \\ [])

      


        Requests an eight-character phone-number pairing code.



    


    
      
        resume_sends(server)

      


        See ExWapp.Session.Worker.resume_sends/1.



    


    
      
        retry_media(server, message_id, opts \\ [])

      


        Asks the sender's phone to re-upload an expired media object.



    


    
      
        runtime_config(server)

      


        See ExWapp.Session.Worker.get_runtime_config/1.



    


    
      
        send_app_state(server, patch_info)

      


        See ExWapp.Session.Worker.send_app_state/2.



    


    
      
        send_audio(server, jid, source, opts \\ [])

      


    


    
      
        send_contact(server, jid, display_name, vcard, opts \\ [])

      


    


    
      
        send_document(server, jid, source, opts \\ [])

      


    


    
      
        send_event(server, jid, name, start_time, opts \\ [])

      


    


    
      
        send_image(server, jid, source, opts \\ [])

      


    


    
      
        send_location(server, jid, latitude, longitude, opts \\ [])

      


    


    
      
        send_message(server, message)

      


        Sends a canonical outbound message through the session engine.



    


    
      
        send_text(server, jid, text, opts \\ [])

      


    


    
      
        send_typing(server, jid, composing \\ true)

      


    


    
      
        start_link(opts)

      


        See ExWapp.Session.Worker.start_link/1.



    


    
      
        state(server)

      


        See ExWapp.Session.Worker.state/1.



    


    
      
        stats(server)

      


        See ExWapp.Session.Worker.stats/1.



    


    
      
        stop_worker(server)

      


        See ExWapp.Session.Worker.stop_worker/1.



    


    
      
        subscribe_qr(server)

      


        See ExWapp.Session.Worker.subscribe_qr/1.



    


    
      
        sync_contacts(server)

      


        Refreshes contact-related app-state data from the server.



    


    
      
        unarchive_chat(server, jid)

      


        See ExWapp.Session.AppStateCommands.unarchive_chat/2.



    


    
      
        unsubscribe_qr(server, ref)

      


        See ExWapp.Session.Worker.unsubscribe_qr/2.



    





      


      
        Types


        


  
    
      
    
    
      qr_event()



        
          
        

    

  


  

      

          @type qr_event() ::
  {:code, String.t()}
  | {:pairing_code, String.t()}
  | :success
  | {:error, term()}


      


Human readable events emitted during the pairing flow.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :idle | :connecting | :handshaking | :syncing | :connected | :disconnected


      


Session status

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      archive_chat(server, jid)



        
          
        

    

  


  

      

          @spec archive_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


See ExWapp.Session.AppStateCommands.archive_chat/2.

  



  
    
      
    
    
      child_spec(arg)



        
          
        

    

  


  

      

          @spec child_spec(term()) :: Supervisor.child_spec()


      


See ExWapp.Session.Worker.child_spec/1.

  



  
    
      
    
    
      connect(server)



        
          
        

    

  


  

      

          @spec connect(GenServer.server()) :: :ok


      



  



  
    
      
    
    
      create_contact(server, jid, name)



        
          
        

    

  


  

      

          @spec create_contact(GenServer.server(), String.t(), String.t()) ::
  :ok | {:error, term()}


      


See ExWapp.Session.AppStateCommands.create_contact/3.

  



  
    
      
    
    
      delete_chat(server, jid)



        
          
        

    

  


  

      

          @spec delete_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


See ExWapp.Session.AppStateCommands.delete_chat/2.

  



  
    
      
    
    
      delete_contact(server, jid)



        
          
        

    

  


  

      

          @spec delete_contact(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


See ExWapp.Session.AppStateCommands.delete_contact/2.

  



  
    
      
    
    
      disconnect(server)



        
          
        

    

  


  

      

          @spec disconnect(GenServer.server()) :: :ok


      


See ExWapp.Session.Worker.disconnect/1.

  



    

  
    
      
    
    
      download_media(server, ref, opts \\ [])



        
          
        

    

  


  

      

          @spec download_media(GenServer.server(), ExWapp.Media.Ref.t(), keyword()) ::
  {:ok, ExWapp.Media.Download.t()} | {:error, term()}


      



  



  
    
      
    
    
      export_snapshot(server)



        
          
        

    

  


  

      

          @spec export_snapshot(GenServer.server()) :: {:ok, map()} | {:error, term()}


      


Flushes the session store and exports its complete local snapshot.
The result includes decoded :data, the serialized :blob, and a SHA-256
:checksum. This is useful for backups or wrapper-level database imports.
It reflects local state only and does not request additional server history.

  



  
    
      
    
    
      flush_store(server)



        
          
        

    

  


  

      

          @spec flush_store(GenServer.server()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      get_chat_info(server, jid)



        
          
        

    

  


  

      

          @spec get_chat_info(GenServer.server(), String.t()) ::
  {:ok, ExWapp.Chat.chat()} | {:error, :not_found}


      


See ExWapp.Session.Worker.get_chat_info/2.

  



  
    
      
    
    
      get_contact(server, jid)



        
          
        

    

  


  

      

          @spec get_contact(GenServer.server(), String.t()) :: ExWapp.Contact.t() | nil


      


Gets one contact from the session store, or nil when it is unknown.

  



  
    
      
    
    
      get_session_id(server)



        
          
        

    

  


  

      

          @spec get_session_id(GenServer.server()) :: term() | nil


      


See ExWapp.Session.Worker.get_session_id/1.

  



  
    
      
    
    
      health_status(server)



        
          
        

    

  


  

      

          @spec health_status(GenServer.server()) :: map()


      


See ExWapp.Session.Worker.get_health_status/1.

  



  
    
      
    
    
      list_contacts(server)



        
          
        

    

  


  

      

          @spec list_contacts(GenServer.server()) :: [ExWapp.Contact.t()]


      


Lists contacts currently present in the session store.

  



  
    
      
    
    
      message_stream(server)



        
          
        

    

  


  

      

          @spec message_stream(GenServer.server()) :: Enumerable.t()


      


See ExWapp.Session.Worker.message_stream/1.

  



  
    
      
    
    
      pause_sends(server)



        
          
        

    

  


  

      

          @spec pause_sends(GenServer.server()) :: :ok


      


See ExWapp.Session.Worker.pause_sends/1.

  



  
    
      
    
    
      policy_status(server)



        
          
        

    

  


  

      

          @spec policy_status(GenServer.server()) :: map()


      


See ExWapp.Session.Worker.get_policy_status/1.

  



  
    
      
    
    
      qr_stream(server)



        
          
        

    

  


  

      

          @spec qr_stream(GenServer.server()) :: Enumerable.t()


      


See ExWapp.Session.Worker.qr_stream/1.

  



    

  
    
      
    
    
      request_pairing_code(server, phone, opts \\ [])



        
          
        

    

  


  

      

          @spec request_pairing_code(GenServer.server(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Requests an eight-character phone-number pairing code.
Call this after connect/1, once the Noise transport has entered the
handshaking state. :custom_code may be supplied and must contain exactly
eight bytes.

  



  
    
      
    
    
      resume_sends(server)



        
          
        

    

  


  

      

          @spec resume_sends(GenServer.server()) :: :ok


      


See ExWapp.Session.Worker.resume_sends/1.

  



    

  
    
      
    
    
      retry_media(server, message_id, opts \\ [])



        
          
        

    

  


  

      

          @spec retry_media(GenServer.server(), String.t(), keyword()) ::
  {:ok, ExWapp.Media.Ref.t()} | {:error, term()}


      


Asks the sender's phone to re-upload an expired media object.
The message must still exist in the local message store so its media key and
conversation envelope can be authenticated on the wire.

  



  
    
      
    
    
      runtime_config(server)



        
          
        

    

  


  

      

          @spec runtime_config(GenServer.server()) :: map()


      


See ExWapp.Session.Worker.get_runtime_config/1.

  



  
    
      
    
    
      send_app_state(server, patch_info)



        
          
        

    

  


  

      

          @spec send_app_state(GenServer.server(), map()) ::
  {:ok, map(), map()} | {:error, term()}


      


See ExWapp.Session.Worker.send_app_state/2.

  



    

  
    
      
    
    
      send_audio(server, jid, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_audio(GenServer.server(), binary(), ExWapp.Media.source(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      



  



    

  
    
      
    
    
      send_contact(server, jid, display_name, vcard, opts \\ [])



        
          
        

    

  


  

      

          @spec send_contact(GenServer.server(), binary(), String.t(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      



  



    

  
    
      
    
    
      send_document(server, jid, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_document(GenServer.server(), binary(), ExWapp.Media.source(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      



  



    

  
    
      
    
    
      send_event(server, jid, name, start_time, opts \\ [])



        
          
        

    

  


  

      

          @spec send_event(
  GenServer.server(),
  binary(),
  String.t(),
  integer() | DateTime.t(),
  keyword()
) :: {:ok, String.t()} | {:error, term()}


      



  



    

  
    
      
    
    
      send_image(server, jid, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_image(GenServer.server(), binary(), ExWapp.Media.source(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      



  



    

  
    
      
    
    
      send_location(server, jid, latitude, longitude, opts \\ [])



        
          
        

    

  


  

      

          @spec send_location(GenServer.server(), binary(), number(), number(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      



  



  
    
      
    
    
      send_message(server, message)



        
          
        

    

  


  

      

          @spec send_message(GenServer.server(), ExWapp.Message.t()) ::
  {:ok, String.t()} | {:error, term()}


      


Sends a canonical outbound message through the session engine.
The message ID, when present, is preserved through encryption and transport.

  



    

  
    
      
    
    
      send_text(server, jid, text, opts \\ [])



        
          
        

    

  


  

      

          @spec send_text(GenServer.server(), binary(), iodata(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      



  



    

  
    
      
    
    
      send_typing(server, jid, composing \\ true)



        
          
        

    

  


  

      

          @spec send_typing(GenServer.server(), binary(), boolean()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword() | ExWapp.Session.Options.t()) :: GenServer.on_start()


      


See ExWapp.Session.Worker.start_link/1.

  



  
    
      
    
    
      state(server)



        
          
        

    

  


  

      

          @spec state(GenServer.server()) :: status()


      


See ExWapp.Session.Worker.state/1.

  



  
    
      
    
    
      stats(server)



        
          
        

    

  


  

      

          @spec stats(GenServer.server()) :: map()


      


See ExWapp.Session.Worker.stats/1.

  



  
    
      
    
    
      stop_worker(server)



        
          
        

    

  


  

      

          @spec stop_worker(GenServer.server()) :: :ok


      


See ExWapp.Session.Worker.stop_worker/1.

  



  
    
      
    
    
      subscribe_qr(server)



        
          
        

    

  


  

      

          @spec subscribe_qr(GenServer.server()) :: {:ok, reference()}


      


See ExWapp.Session.Worker.subscribe_qr/1.

  



  
    
      
    
    
      sync_contacts(server)



        
          
        

    

  


  

      

          @spec sync_contacts(GenServer.server()) :: :ok | {:error, term()}


      


Refreshes contact-related app-state data from the server.
This operation updates contacts only; it does not request complete chat
history.

  



  
    
      
    
    
      unarchive_chat(server, jid)



        
          
        

    

  


  

      

          @spec unarchive_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


See ExWapp.Session.AppStateCommands.unarchive_chat/2.

  



  
    
      
    
    
      unsubscribe_qr(server, ref)



        
          
        

    

  


  

      

          @spec unsubscribe_qr(GenServer.server(), reference()) :: :ok


      


See ExWapp.Session.Worker.unsubscribe_qr/2.

  


        

      


  

    
ExWapp.Session.Account 
    



      
Account/state helpers for session send flows.

      


      
        Summary


  
    Functions
  


    
      
        get_device_identity_node(store)

      


    


    
      
        load_lid_mapping(store)

      


    


    
      
        local_account_base_jid(store)

      


    


    
      
        local_account_chatstate_jid(store, destination_jid)

      


        Returns the local identity WhatsApp expects in a chat-state stanza.



    


    
      
        local_account_device_id(store)

      


    


    
      
        local_account_lid_jid(store)

      


    


    
      
        local_account_sender_identity_for_destination(store, destination_jid)

      


    


    
      
        local_account_sender_key_jid(store)

      


    


    
      
        local_registration_node(store)

      


    


    
      
        maybe_append_tctoken(content, jid, store)

      


    


    
      
        prekey_to_node(id, public)

      


    


    
      
        signed_prekey_to_node(map)

      


    





      


      
        Functions


        


  
    
      
    
    
      get_device_identity_node(store)



        
          
        

    

  


  

      

          @spec get_device_identity_node(term()) ::
  {:ok, ExWapp.Binary.Node.t()} | {:error, term()}


      



  



  
    
      
    
    
      load_lid_mapping(store)



        
          
        

    

  


  

      

          @spec load_lid_mapping(term()) :: map()


      



  



  
    
      
    
    
      local_account_base_jid(store)



        
          
        

    

  


  

      

          @spec local_account_base_jid(term()) :: String.t()


      



  



  
    
      
    
    
      local_account_chatstate_jid(store, destination_jid)



        
          
        

    

  


  

      

          @spec local_account_chatstate_jid(term(), String.t()) :: String.t()


      


Returns the local identity WhatsApp expects in a chat-state stanza.

  



  
    
      
    
    
      local_account_device_id(store)



        
          
        

    

  


  

      

          @spec local_account_device_id(term()) :: non_neg_integer()


      



  



  
    
      
    
    
      local_account_lid_jid(store)



        
          
        

    

  


  

      

          @spec local_account_lid_jid(term()) :: String.t()


      



  



  
    
      
    
    
      local_account_sender_identity_for_destination(store, destination_jid)



        
          
        

    

  


  

      

          @spec local_account_sender_identity_for_destination(term(), String.t()) :: String.t()


      



  



  
    
      
    
    
      local_account_sender_key_jid(store)



        
          
        

    

  


  

      

          @spec local_account_sender_key_jid(term()) :: String.t()


      



  



  
    
      
    
    
      local_registration_node(store)



        
          
        

    

  


  

      

          @spec local_registration_node(term()) :: ExWapp.Binary.Node.t() | nil


      



  



  
    
      
    
    
      maybe_append_tctoken(content, jid, store)



        
          
        

    

  


  

      

          @spec maybe_append_tctoken(list(), String.t(), term()) :: list()


      



  



  
    
      
    
    
      prekey_to_node(id, public)



        
          
        

    

  


  

      

          @spec prekey_to_node(pos_integer(), binary()) :: ExWapp.Binary.Node.t()


      



  



  
    
      
    
    
      signed_prekey_to_node(map)



        
          
        

    

  


  

      

          @spec signed_prekey_to_node(map()) :: ExWapp.Binary.Node.t()


      



  


        

      


  

    
ExWapp.Session.AppStateCommands 
    



      
Chat and contact commands that reach the server through app-state sync.
Each command picks the patch that describes the change and hands it to the
session, then reports success as :ok instead of leaking the hash state the
transport returns.
This is orchestration, not actor work: nothing here touches the session
process state, which is why it lives outside ExWapp.Session.Worker.

      


      
        Summary


  
    Types
  


    
      
        result()

      


    





  
    Functions
  


    
      
        archive_chat(server, jid)

      


        Archives a chat, synchronising the change to the other devices.



    


    
      
        create_contact(server, jid, name)

      


        Creates or updates a contact, synchronising the change to the other devices.



    


    
      
        delete_chat(server, jid)

      


        Deletes a chat, synchronising the change to the other devices.



    


    
      
        delete_contact(server, jid)

      


        Deletes a contact, synchronising the change to the other devices.



    


    
      
        unarchive_chat(server, jid)

      


        Unarchives a chat, synchronising the change to the other devices.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: :ok | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      archive_chat(server, jid)



        
          
        

    

  


  

      

          @spec archive_chat(GenServer.server(), String.t()) :: result()


      


Archives a chat, synchronising the change to the other devices.

  



  
    
      
    
    
      create_contact(server, jid, name)



        
          
        

    

  


  

      

          @spec create_contact(GenServer.server(), String.t(), String.t()) :: result()


      


Creates or updates a contact, synchronising the change to the other devices.

  



  
    
      
    
    
      delete_chat(server, jid)



        
          
        

    

  


  

      

          @spec delete_chat(GenServer.server(), String.t()) :: result()


      


Deletes a chat, synchronising the change to the other devices.

  



  
    
      
    
    
      delete_contact(server, jid)



        
          
        

    

  


  

      

          @spec delete_contact(GenServer.server(), String.t()) :: result()


      


Deletes a contact, synchronising the change to the other devices.

  



  
    
      
    
    
      unarchive_chat(server, jid)



        
          
        

    

  


  

      

          @spec unarchive_chat(GenServer.server(), String.t()) :: result()


      


Unarchives a chat, synchronising the change to the other devices.

  


        

      


  

    
ExWapp.Session.DeviceCache 
    



      
Persists recently observed multi-device fanout targets.
Live USync remains the primary source of truth. The cache is used only as a
fallback when a transient USync response is incomplete. Cached-only targets
should be treated as soft candidates by callers.

      


      
        Summary


  
    Functions
  


    
      
        evict_devices(store, target_jids)

      


    


    
      
        invalidate_bases(store, base_jids)

      


        Invalidates complete cached device lists for one or more identities.



    


    
      
        persist_observed_device(store, jid)

      


    


    
      
        persist_usync_map(store, device_map)

      


    


    
      
        resolve_recent_devices(store, base_jid, runtime_cfg)

      


    





      


      
        Functions


        


  
    
      
    
    
      evict_devices(store, target_jids)



        
          
        

    

  


  

      

          @spec evict_devices(term(), [term()]) :: :ok


      



  



  
    
      
    
    
      invalidate_bases(store, base_jids)



        
          
        

    

  


  

      

          @spec invalidate_bases(term(), [term()]) :: :ok


      


Invalidates complete cached device lists for one or more identities.
Device notifications carry deltas, not authoritative lists. Removing the
whole PN/LID-related cache entry ensures that the next send performs USync
instead of treating a partial notification as the current fanout set.

  



  
    
      
    
    
      persist_observed_device(store, jid)



        
          
        

    

  


  

      

          @spec persist_observed_device(term(), term()) :: :ok


      



  



  
    
      
    
    
      persist_usync_map(store, device_map)



        
          
        

    

  


  

      

          @spec persist_usync_map(term(), map()) :: :ok


      



  



  
    
      
    
    
      resolve_recent_devices(store, base_jid, runtime_cfg)



        
          
        

    

  


  

      

          @spec resolve_recent_devices(term(), term(), map()) :: [String.t()]


      



  


        

      


  

    
ExWapp.Session.IQ 
    



      
Builders/parsers for IQ stanzas used in send session setup (USync + prekeys).

      


      
        Summary


  
    Functions
  


    
      
        build_media_conn_query(message_id)

      


        Builds the IQ stanza used to request WhatsApp media upload hosts.



    


    
      
        build_prekey_request(jid, message_id)

      


    


    
      
        build_usync_device_query(jids, message_id)

      


    


    
      
        parse_media_conn_response(node)

      


        Parses a media connection response into upload/download host metadata.



    


    
      
        parse_prekey_response(node)

      


    


    
      
        parse_usync_device_response(node)

      


    





      


      
        Functions


        


  
    
      
    
    
      build_media_conn_query(message_id)



        
          
        

    

  


  

      

          @spec build_media_conn_query(String.t()) :: ExWapp.Binary.Node.t()


      


Builds the IQ stanza used to request WhatsApp media upload hosts.

  



  
    
      
    
    
      build_prekey_request(jid, message_id)



        
          
        

    

  


  

      

          @spec build_prekey_request(String.t() | [String.t()], String.t()) ::
  ExWapp.Binary.Node.t()


      



  



  
    
      
    
    
      build_usync_device_query(jids, message_id)



        
          
        

    

  


  

      

          @spec build_usync_device_query([String.t()], String.t()) :: ExWapp.Binary.Node.t()


      



  



  
    
      
    
    
      parse_media_conn_response(node)



        
          
        

    

  


  

      

          @spec parse_media_conn_response(term()) :: {:ok, map()} | {:error, term()}


      


Parses a media connection response into upload/download host metadata.

  



  
    
      
    
    
      parse_prekey_response(node)



        
          
        

    

  


  

      

          @spec parse_prekey_response(term()) :: {:ok, [map()]} | {:error, term()}


      



  



  
    
      
    
    
      parse_usync_device_response(node)



        
          
        

    

  


  

      

          @spec parse_usync_device_response(term()) :: {:ok, map()} | {:error, term()}


      



  


        

      


  

    
ExWapp.Session.InboundRouter 
    



      
Decouples transport ingestion from session node processing.
Connection events may arrive in bursts; routing through this process keeps the
transport callback lightweight and makes inbound handling easier to instrument.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        route(pid, node)

      


    


    
      
        start_link(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Session.InboundRouter{session: pid() | nil}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      route(pid, node)



        
          
        

    

  


  

      

          @spec route(pid(), ExWapp.Binary.Node.t()) :: :ok


      



  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
ExWapp.Session.JIDUtils 
    



      
Pure JID helpers used by session send/decrypt flows.
Keeping these helpers isolated makes the session orchestration code easier
to reason about and test.

      


      
        Summary


  
    Functions
  


    
      
        build_dm_target_specs(recipient_targets, own_targets)

      


    


    
      
        build_self_chat_fallback_target_specs(recipient_targets, own_targets, destination_jid)

      


        Fallback self-chat strategy used when a DSM-only send appears silently dropped.



    


    
      
        build_self_chat_target_specs(recipient_targets, own_targets, destination_jid)

      


        Builds target specs for self-chat fanout.



    


    
      
        current_device_target?(jid, own_device_id)

      


    


    
      
        device_id(jid)

      


    


    
      
        has_explicit_device?(jid)

      


    


    
      
        identity(jid)

      


    


    
      
        lid_jid?(jid)

      


    


    
      
        map_to_preferred_family(target_jid, preferred_base_jid, lid_mapping)

      


    


    
      
        normalize_for_signal(jid)

      


    


    
      
        normalize_target_list(targets)

      


    


    
      
        normalize_with_device(jid)

      


    


    
      
        related_bases(base_jid, lid_mapping)

      


    


    
      
        resolve_signal_encryption_jid(target_jid, lid_mapping)

      


    


    
      
        strip_device(jid)

      


    


    
      
        user_part(jid)

      


    





      


      
        Functions


        


  
    
      
    
    
      build_dm_target_specs(recipient_targets, own_targets)



        
          
        

    

  


  

      

          @spec build_dm_target_specs([String.t()], [String.t()]) :: [
  %{jid: String.t(), payload_kind: :recipient | :own}
]


      



  



  
    
      
    
    
      build_self_chat_fallback_target_specs(recipient_targets, own_targets, destination_jid)



        
          
        

    

  


  

      

          @spec build_self_chat_fallback_target_specs([String.t()], [String.t()], String.t()) ::
  [
    %{jid: String.t(), payload_kind: :recipient | :own}
  ]


      


Fallback self-chat strategy used when a DSM-only send appears silently dropped.
It keeps one primary target as :recipient payload and uses :own payload for
the remaining fanout targets.

  



  
    
      
    
    
      build_self_chat_target_specs(recipient_targets, own_targets, destination_jid)



        
          
        

    

  


  

      

          @spec build_self_chat_target_specs([String.t()], [String.t()], String.t()) :: [
  %{jid: String.t(), payload_kind: :recipient | :own}
]


      


Builds target specs for self-chat fanout.
WhatsMeow parity: for self-chat, every non-current target gets the DSM payload.
There is no plain "recipient payload" branch in self-chat fanout.

  



  
    
      
    
    
      current_device_target?(jid, own_device_id)



        
          
        

    

  


  

      

          @spec current_device_target?(term(), integer()) :: boolean()


      



  



  
    
      
    
    
      device_id(jid)



        
          
        

    

  


  

      

          @spec device_id(term()) :: non_neg_integer() | nil


      



  



  
    
      
    
    
      has_explicit_device?(jid)



        
          
        

    

  


  

      

          @spec has_explicit_device?(term()) :: boolean()


      



  



  
    
      
    
    
      identity(jid)



        
          
        

    

  


  

      

          @spec identity(term()) :: {String.t(), String.t()}


      



  



  
    
      
    
    
      lid_jid?(jid)



        
          
        

    

  


  

      

          @spec lid_jid?(term()) :: boolean()


      



  



  
    
      
    
    
      map_to_preferred_family(target_jid, preferred_base_jid, lid_mapping)



        
          
        

    

  


  

      

          @spec map_to_preferred_family(term(), term(), map() | nil) :: String.t()


      



  



  
    
      
    
    
      normalize_for_signal(jid)



        
          
        

    

  


  

      

          @spec normalize_for_signal(term()) :: String.t()


      



  



  
    
      
    
    
      normalize_target_list(targets)



        
          
        

    

  


  

      

          @spec normalize_target_list(term()) :: [String.t()]


      



  



  
    
      
    
    
      normalize_with_device(jid)



        
          
        

    

  


  

      

          @spec normalize_with_device(term()) :: String.t()


      



  



  
    
      
    
    
      related_bases(base_jid, lid_mapping)



        
          
        

    

  


  

      

          @spec related_bases(term(), map() | nil) :: [String.t()]


      



  



  
    
      
    
    
      resolve_signal_encryption_jid(target_jid, lid_mapping)



        
          
        

    

  


  

      

          @spec resolve_signal_encryption_jid(term(), map() | nil) :: String.t()


      



  



  
    
      
    
    
      strip_device(jid)



        
          
        

    

  


  

      

          @spec strip_device(term()) :: String.t()


      



  



  
    
      
    
    
      user_part(jid)



        
          
        

    

  


  

      

          @spec user_part(term()) :: String.t()


      



  


        

      


  

    
ExWapp.Session.MessageNode 
    



      
Builders/parsers for encrypted message participant nodes.

      


      
        Summary


  
    Functions
  


    
      
        apply_outbound_options(node, opts)

      


        Applies the stanza options shared by encrypted direct and group messages.



    


    
      
        build_participant_encrypted_node(jid, ciphertext, enc_type)

      


        Builds a participant node containing one encrypted payload.



    


    
      
        enc_type_to_wire(arg1)

      


        Converts an internal Signal encryption type to its WhatsApp wire value.



    


    
      
        extract_participant_jids(participant_nodes)

      


        Extracts non-empty participant JIDs from encrypted participant nodes.



    


    
      
        generate_participant_hash_v2(participants)

      


        Generates WhatsApp's version 2 participant hash for a recipient list.



    


    
      
        jid_to_ad_string(jid)

      


        Converts a JID string to ADString format matching whatsmeow/whatsapp-rust.



    


    
      
        maybe_put_message_attr(attrs, key, value)

      


        Adds a message attribute only when its value is present.



    





      


      
        Functions


        


  
    
      
    
    
      apply_outbound_options(node, opts)



        
          
        

    

  


  

      

          @spec apply_outbound_options(ExWapp.Binary.Node.t(), keyword()) ::
  ExWapp.Binary.Node.t()


      


Applies the stanza options shared by encrypted direct and group messages.
Message type remains a stanza attribute. Media type is attached to each
encrypted payload, and additional metadata nodes are appended after the
encrypted content.

  



  
    
      
    
    
      build_participant_encrypted_node(jid, ciphertext, enc_type)



        
          
        

    

  


  

      

          @spec build_participant_encrypted_node(String.t(), binary(), atom() | String.t()) ::
  ExWapp.Binary.Node.t()


      


Builds a participant node containing one encrypted payload.

  



  
    
      
    
    
      enc_type_to_wire(arg1)



        
          
        

    

  


  

      

          @spec enc_type_to_wire(atom() | String.t()) :: String.t()


      


Converts an internal Signal encryption type to its WhatsApp wire value.

  



  
    
      
    
    
      extract_participant_jids(participant_nodes)



        
          
        

    

  


  

      

          @spec extract_participant_jids(term()) :: [String.t()]


      


Extracts non-empty participant JIDs from encrypted participant nodes.

  



  
    
      
    
    
      generate_participant_hash_v2(participants)



        
          
        

    

  


  

      

          @spec generate_participant_hash_v2(list()) :: String.t() | nil


      


Generates WhatsApp's version 2 participant hash for a recipient list.

  



  
    
      
    
    
      jid_to_ad_string(jid)



        
          
        

    

  


  

      

          @spec jid_to_ad_string(term()) :: String.t()


      


Converts a JID string to ADString format matching whatsmeow/whatsapp-rust.
Format: user.agent:device@server
Example: 1234567890@s.whatsapp.net → 1234567890.0:0@s.whatsapp.net
Example: 1234567890:37@s.whatsapp.net → 1234567890.0:37@s.whatsapp.net

  



  
    
      
    
    
      maybe_put_message_attr(attrs, key, value)



        
          
        

    

  


  

      

          @spec maybe_put_message_attr(map(), String.t(), term()) :: map()


      


Adds a message attribute only when its value is present.

  


        

      


  

    
ExWapp.Session.Outbound.DeviceDiscovery 
    



      
Pure device-discovery decisions for outbound messages.
The worker remains responsible for USync I/O, cache reads, and logging. This
module builds query identities and turns those inputs into normalized
recipient and linked-device target sets.

      


      
        Summary


  
    Types
  


    
      
        resolution()

      


    


    
      
        resolution_context()

      


    





  
    Functions
  


    
      
        own_preferred_jid(own_base_jid, own_sender_jid)

      


        Selects the preferred local identity for cache and fanout resolution.



    


    
      
        query_jids(recipient_base_jid, own_sender_jid, own_base_jid, own_lid_jid, lid_mapping)

      


        Builds the USync query set for a recipient and all local identity families.



    


    
      
        resolve(map)

      


        Resolves normalized recipient, linked-device, and aggregate device sets.



    


    
      
        resolve_identity_devices(device_map, base_jid, lid_mapping)

      


        Resolves USync devices for one identity, preferring its current JID family.



    





      


      
        Types


        


  
    
      
    
    
      resolution()



        
          
        

    

  


  

      

          @type resolution() :: %{
  recipient_devices: [String.t()],
  recipient_cached_devices: [String.t()],
  own_devices: [String.t()],
  own_cached_devices: [String.t()],
  all_usync_devices: [String.t()],
  all_device_jids: [String.t()]
}


      



  



  
    
      
    
    
      resolution_context()



        
          
        

    

  


  

      

          @type resolution_context() :: %{
  device_map: map(),
  recipient_base_jid: String.t(),
  recipient_cached_devices: [String.t()],
  own_sender_jid: String.t(),
  own_base_jid: String.t(),
  own_lid_jid: String.t(),
  own_cached_devices: [String.t()],
  own_device_id: integer(),
  lid_mapping: map()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      own_preferred_jid(own_base_jid, own_sender_jid)



        
          
        

    

  


  

      

          @spec own_preferred_jid(term(), term()) :: String.t()


      


Selects the preferred local identity for cache and fanout resolution.

  



  
    
      
    
    
      query_jids(recipient_base_jid, own_sender_jid, own_base_jid, own_lid_jid, lid_mapping)



        
          
        

    

  


  

      

          @spec query_jids(term(), term(), term(), term(), map()) :: [String.t()]


      


Builds the USync query set for a recipient and all local identity families.

  



  
    
      
    
    
      resolve(map)



        
          
        

    

  


  

      

          @spec resolve(resolution_context()) :: resolution()


      


Resolves normalized recipient, linked-device, and aggregate device sets.

  



  
    
      
    
    
      resolve_identity_devices(device_map, base_jid, lid_mapping)



        
          
        

    

  


  

      

          @spec resolve_identity_devices(map(), term(), map()) :: [String.t()]


      


Resolves USync devices for one identity, preferring its current JID family.

  


        

      


  

    
ExWapp.Session.Outbound.Direct 
    



      
Direct-message and self-chat outbound orchestration decisions.
The session worker provides callbacks for USync and prekey IQ effects and
remains responsible for encryption, persistence, and transport sends. This
module owns direct session preparation, payload construction, fanout
resolution, and final direct message-node composition.

      


      
        Summary


  
    Types
  


    
      
        discover_fun()

      


    


    
      
        discovery_result()

      


    


    
      
        payloads()

      


    


    
      
        target_hints()

      


    





  
    Functions
  


    
      
        build_encrypted_message_node(jid, message_id, participant_nodes, store, include_identity)

      


        Builds the final multi-device direct message node.



    


    
      
        build_payloads(proto, jid, opts)

      


        Builds padded recipient and own-device payloads for a direct send.



    


    
      
        message_id(opts, own_jid)

      


        Returns the retry message ID or generates a new outbound ID.



    


    
      
        prepare_sessions(state, jid, now_ms, discover_fun, fetch_many_fun, fetch_one_fun, opts \\ [])

      


        Prepares Signal sessions and target hints for a direct or self-chat send.



    


    
      
        resolve_targets(store, signal_sessions, jid, prekey_bundles, target_hints, opts)

      


        Resolves direct recipient and own-device fanout targets.



    


    
      
        validate_participant_family(jid, participant_nodes)

      


        Verifies that every encrypted participant uses the destination JID family.



    





      


      
        Types


        


  
    
      
    
    
      discover_fun()



        
          
        

    

  


  

      

          @type discover_fun() :: (String.t(), String.t(), non_neg_integer() | nil ->
                     discovery_result())


      



  



  
    
      
    
    
      discovery_result()



        
          
        

    

  


  

      

          @type discovery_result() ::
  {[String.t()], [String.t()], [String.t()], [String.t()], [String.t()],
   [String.t()]}


      



  



  
    
      
    
    
      payloads()



        
          
        

    

  


  

      

          @type payloads() :: %{recipient: binary(), own: binary(), raw_size: non_neg_integer()}


      



  



  
    
      
    
    
      target_hints()



        
          
        

    

  


  

      

          @type target_hints() :: %{
  recipient_devices: [String.t()],
  recipient_cached_devices: [String.t()],
  own_devices: [String.t()],
  own_cached_devices: [String.t()],
  own_identity_jid: String.t(),
  all_usync_devices: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_encrypted_message_node(jid, message_id, participant_nodes, store, include_identity)



        
          
        

    

  


  

      

          @spec build_encrypted_message_node(
  String.t(),
  String.t(),
  [ExWapp.Binary.Node.t()],
  term(),
  boolean()
) :: ExWapp.Binary.Node.t()


      


Builds the final multi-device direct message node.

  



  
    
      
    
    
      build_payloads(proto, jid, opts)



        
          
        

    

  


  

      

          @spec build_payloads(WAWebProtobufsE2E.Message.t(), String.t(), keyword()) ::
  {:ok, payloads()} | {:error, {:proto_encode, term()}}


      


Builds padded recipient and own-device payloads for a direct send.

  



  
    
      
    
    
      message_id(opts, own_jid)



        
          
        

    

  


  

      

          @spec message_id(keyword(), String.t()) :: String.t()


      


Returns the retry message ID or generates a new outbound ID.

  



    

  
    
      
    
    
      prepare_sessions(state, jid, now_ms, discover_fun, fetch_many_fun, fetch_one_fun, opts \\ [])



        
          
        

    

  


  

      

          @spec prepare_sessions(
  map(),
  String.t(),
  non_neg_integer(),
  discover_fun(),
  ExWapp.Session.Outbound.Prekeys.fetch_many_fun(),
  ExWapp.Session.Outbound.Prekeys.fetch_one_fun(),
  keyword()
) ::
  {:ok, ExWapp.Signal.SessionStore.t(), map(), target_hints()}
  | {:error, term()}


      


Prepares Signal sessions and target hints for a direct or self-chat send.
Network effects are supplied as callbacks so the worker keeps ownership of
IQ sends, receives, and timeouts.

  



  
    
      
    
    
      resolve_targets(store, signal_sessions, jid, prekey_bundles, target_hints, opts)



        
          
        

    

  


  

      

          @spec resolve_targets(
  term(),
  ExWapp.Signal.SessionStore.t(),
  String.t(),
  map(),
  map(),
  keyword()
) :: {[map()], [String.t()]}


      


Resolves direct recipient and own-device fanout targets.
Stale cached device entries rejected by the resolution are evicted.

  



  
    
      
    
    
      validate_participant_family(jid, participant_nodes)



        
          
        

    

  


  

      

          @spec validate_participant_family(String.t(), [ExWapp.Binary.Node.t()]) ::
  :ok | {:error, {:mixed_addressing_family, non_neg_integer()}}


      


Verifies that every encrypted participant uses the destination JID family.
This is the final pre-send invariant. Fanout resolution performs the mapping;
this check prevents a later regression from putting a PN participant into a
LID message (or the reverse).

  


        

      


  

    
ExWapp.Session.Outbound.Encryptor 
    



      
Encrypts one outbound payload for all resolved target devices.
This module owns Signal JID aliases, target accumulation, prekey wire
diagnostics, fanout coverage checks, and retry-session invalidation. It does
not build message payloads, send transport nodes, or persist chat state.

      


      
        Summary


  
    Types
  


    
      
        encrypted_payloads()

      


    


    
      
        prekey_bundle_map()

      


    


    
      
        result()

      


    


    
      
        target_spec()

      


    





  
    Functions
  


    
      
        clear_sessions_for_targets(signal_sessions, targets, store)

      


        Clears cached Signal sessions for retry targets and their PN/LID aliases.



    


    
      
        encrypt_for_targets(store, signal_sessions, target_specs, payloads, prekey_bundles)

      


        Encrypts the selected payload independently for every target device.



    


    
      
        missing_expected_targets(target_specs, participant_nodes)

      


        Returns target specs that do not have a corresponding encrypted participant node.



    





      


      
        Types


        


  
    
      
    
    
      encrypted_payloads()



        
          
        

    

  


  

      

          @type encrypted_payloads() ::
  ExWapp.Session.Outbound.Direct.payloads() | %{recipient: binary()}


      



  



  
    
      
    
    
      prekey_bundle_map()



        
          
        

    

  


  

      

          @type prekey_bundle_map() :: %{optional(String.t()) => map()}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:ok, [ExWapp.Binary.Node.t()], ExWapp.Signal.SessionStore.t(), boolean()}
  | {:error, {:no_encrypted_targets, [{String.t(), term()}]}}


      



  



  
    
      
    
    
      target_spec()



        
          
        

    

  


  

      

          @type target_spec() :: %{jid: String.t(), payload_kind: atom()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      clear_sessions_for_targets(signal_sessions, targets, store)



        
          
        

    

  


  

      

          @spec clear_sessions_for_targets(
  ExWapp.Signal.SessionStore.t(),
  [target_spec() | String.t()],
  ExWapp.Store.t()
) :: ExWapp.Signal.SessionStore.t()


      


Clears cached Signal sessions for retry targets and their PN/LID aliases.

  



  
    
      
    
    
      encrypt_for_targets(store, signal_sessions, target_specs, payloads, prekey_bundles)



        
          
        

    

  


  

      

          @spec encrypt_for_targets(
  ExWapp.Store.t(),
  ExWapp.Signal.SessionStore.t(),
  [target_spec()],
  encrypted_payloads(),
  prekey_bundle_map()
) :: result()


      


Encrypts the selected payload independently for every target device.

  



  
    
      
    
    
      missing_expected_targets(target_specs, participant_nodes)



        
          
        

    

  


  

      

          @spec missing_expected_targets([target_spec()], [ExWapp.Binary.Node.t()]) :: [
  target_spec()
]


      


Returns target specs that do not have a corresponding encrypted participant node.

  


        

      


  

    
ExWapp.Session.Outbound.Fanout 
    



      
Resolves direct-message fanout targets.
This module owns the pure decision layer for recipient devices, linked
devices, self-chat payload selection, and soft cached targets. Store reads,
cache eviction, logging, encryption, and transport remain at the worker
boundary.

      


      
        Summary


  
    Types
  


    
      
        context()

      


    


    
      
        payload_kind()

      


    


    
      
        resolution()

      


    


    
      
        target_spec()

      


    





  
    Functions
  


    
      
        resolve(map)

      


        Resolves all encrypted target specifications from a prepared session context.



    


    
      
        resolve_soft_targets(signal_sessions, prekey_bundles, live_targets, cached_targets, lid_mapping)

      


        Resolves live and cached target candidates without applying cache effects.



    


    
      
        self_chat_destination?(jid, own_sender_jid, own_base_jid, own_lid_jid)

      


        Returns whether the destination belongs to the local account identity.



    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: %{
  signal_sessions: ExWapp.Signal.SessionStore.t() | nil,
  jid: String.t(),
  prekey_bundles: term(),
  target_hints: map(),
  own_base_jid: String.t(),
  own_lid_jid: String.t(),
  own_device_id: integer(),
  lid_mapping: map(),
  self_chat_mode: term()
}


      



  



  
    
      
    
    
      payload_kind()



        
          
        

    

  


  

      

          @type payload_kind() :: :recipient | :own


      



  



  
    
      
    
    
      resolution()



        
          
        

    

  


  

      

          @type resolution() :: %{
  target_specs: [target_spec()],
  recipient_targets: [String.t()],
  own_targets: [String.t()],
  all_usync_devices: term(),
  cached_eviction_batches: [[String.t()]],
  family_rejections: [String.t()],
  self_chat?: boolean()
}


      



  



  
    
      
    
    
      target_spec()



        
          
        

    

  


  

      

          @type target_spec() :: %{jid: String.t(), payload_kind: payload_kind()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      resolve(map)



        
          
        

    

  


  

      

          @spec resolve(context()) :: resolution()


      


Resolves all encrypted target specifications from a prepared session context.
Cached-only targets are included only when a prekey bundle proves them
reachable. Unreachable cached targets are returned as eviction batches so
the worker can apply the storage effect after this pure decision.

  



  
    
      
    
    
      resolve_soft_targets(signal_sessions, prekey_bundles, live_targets, cached_targets, lid_mapping)



        
          
        

    

  


  

      

          @spec resolve_soft_targets(
  ExWapp.Signal.SessionStore.t() | nil,
  term(),
  term(),
  term(),
  term()
) ::
  {[String.t()], [String.t()]}


      


Resolves live and cached target candidates without applying cache effects.
The second tuple element contains cached targets that the caller should
evict. Returning that decision keeps persistence outside this module.

  



  
    
      
    
    
      self_chat_destination?(jid, own_sender_jid, own_base_jid, own_lid_jid)



        
          
        

    

  


  

      

          @spec self_chat_destination?(term(), term(), term(), term()) :: boolean()


      


Returns whether the destination belongs to the local account identity.
Both phone-number and LID identities are considered.

  


        

      


  

    
ExWapp.Session.Outbound.Group 
    



      
Group-specific outbound transformations and routing decisions.
The session worker remains responsible for transport calls, response
receives, timeouts, persistence, and retries. This module owns sender-key
payload construction, group target selection, group IQ shapes, and group
message-node composition.

      


      
        Summary


  
    Types
  


    
      
        group_info()

      


    





  
    Functions
  


    
      
        build_encrypted_message_node(group_jid, message_id, participant_nodes, skmsg_payload, addressing_mode, store, include_identity)

      


        Builds the final encrypted group message node.



    


    
      
        build_info_query(group_jid, message_id)

      


        Builds the IQ node used to request interactive group information.



    


    
      
        build_sender_key_payloads(store, group_jid, message_payload)

      


        Creates the sender-key distribution payload and encrypted group payload.



    


    
      
        distribution_targets(query_jids, device_map, addressing_mode, own_device_id, own_base_jid, own_lid_jid, store, runtime_cfg)

      


        Resolves live and cached sender-key distribution targets.



    


    
      
        finalize_sessions_result(sessions, prekey_bundles, distribution_targets)

      


        Normalizes the group session preparation result.



    


    
      
        parse_info_response(node, group_jid)

      


        Parses the interactive group information response.



    


    
      
        prekey_targets(distribution_targets, runtime_cfg, signal_sessions, lid_mapping, own_base_jid, own_lid_jid, now_ms)

      


        Selects group distribution targets that need a prekey bootstrap.



    


    
      
        query_jids(participant_jids, addressing_mode, own_base_jid, own_lid_jid)

      


        Builds the participant and local-account JIDs for the group USync query.



    





      


      
        Types


        


  
    
      
    
    
      group_info()



        
          
        

    

  


  

      

          @type group_info() :: %{participants: [String.t()], addressing_mode: String.t() | nil}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_encrypted_message_node(group_jid, message_id, participant_nodes, skmsg_payload, addressing_mode, store, include_identity)



        
          
        

    

  


  

      

          @spec build_encrypted_message_node(
  String.t(),
  String.t(),
  [ExWapp.Binary.Node.t()],
  binary(),
  term(),
  term(),
  boolean()
) :: ExWapp.Binary.Node.t()


      


Builds the final encrypted group message node.

  



  
    
      
    
    
      build_info_query(group_jid, message_id)



        
          
        

    

  


  

      

          @spec build_info_query(String.t(), String.t()) :: ExWapp.Binary.Node.t()


      


Builds the IQ node used to request interactive group information.

  



  
    
      
    
    
      build_sender_key_payloads(store, group_jid, message_payload)



        
          
        

    

  


  

      

          @spec build_sender_key_payloads(term(), String.t(), binary()) ::
  {:ok, binary(), binary()} | {:error, term()}


      


Creates the sender-key distribution payload and encrypted group payload.

  



  
    
      
    
    
      distribution_targets(query_jids, device_map, addressing_mode, own_device_id, own_base_jid, own_lid_jid, store, runtime_cfg)



        
          
        

    

  


  

      

          @spec distribution_targets(
  [term()],
  map(),
  term(),
  non_neg_integer() | nil,
  String.t(),
  String.t(),
  term(),
  map()
) :: {[String.t()], [String.t()]}


      


Resolves live and cached sender-key distribution targets.
Targets incompatible with the group's addressing mode and the current local
device are excluded.

  



  
    
      
    
    
      finalize_sessions_result(sessions, prekey_bundles, distribution_targets)



        
          
        

    

  


  

      

          @spec finalize_sessions_result(
  {:error, term()} | ExWapp.Signal.SessionStore.t(),
  map(),
  [String.t()]
) ::
  {:error, term()} | {:ok, ExWapp.Signal.SessionStore.t(), map(), [String.t()]}


      


Normalizes the group session preparation result.

  



  
    
      
    
    
      parse_info_response(node, group_jid)



        
          
        

    

  


  

      

          @spec parse_info_response(term(), String.t()) ::
  {:ok, group_info()} | {:error, term()}


      


Parses the interactive group information response.

  



  
    
      
    
    
      prekey_targets(distribution_targets, runtime_cfg, signal_sessions, lid_mapping, own_base_jid, own_lid_jid, now_ms)



        
          
        

    

  


  

      

          @spec prekey_targets(
  [term()],
  map(),
  ExWapp.Signal.SessionStore.t(),
  map(),
  String.t(),
  String.t(),
  non_neg_integer()
) :: [String.t()]


      


Selects group distribution targets that need a prekey bootstrap.

  



  
    
      
    
    
      query_jids(participant_jids, addressing_mode, own_base_jid, own_lid_jid)



        
          
        

    

  


  

      

          @spec query_jids([term()], term(), String.t(), String.t()) :: [String.t()]


      


Builds the participant and local-account JIDs for the group USync query.

  


        

      


  

    
ExWapp.Session.Outbound.IQRequests 
    



      
Effect boundary for outbound USync, prekey, and group-info IQ requests.
The caller supplies the transport send function. Receives and timeouts run in
the caller process, preserving the existing session-worker mailbox contract.

      


      
        Summary


  
    Types
  


    
      
        request_state()

      


    


    
      
        send_node_fun()

      


    





  
    Functions
  


    
      
        fetch_prekey(state, jid, signal_sessions, send_node_fun)

      


        Fetches a prekey for one device JID.



    


    
      
        fetch_prekeys_batch(state, device_jids, signal_sessions, send_node_fun)

      


        Fetches prekeys for several device JIDs in one IQ request.



    


    
      
        query_devices(state, jids, send_node_fun)

      


        Queries the linked-device map and persists the successful USync result.



    


    
      
        query_group_info(state, group_jid, send_node_fun)

      


        Queries current group participants and addressing mode.



    





      


      
        Types


        


  
    
      
    
    
      request_state()



        
          
        

    

  


  

      

          @type request_state() :: %{
  :store => term(),
  optional(:runtime_cfg) => map() | nil,
  optional(atom()) => term()
}


      



  



  
    
      
    
    
      send_node_fun()



        
          
        

    

  


  

      

          @type send_node_fun() :: (ExWapp.Binary.Node.t() -> :ok | {:error, term()})


      



  


        

      

      
        Functions


        


  
    
      
    
    
      fetch_prekey(state, jid, signal_sessions, send_node_fun)



        
          
        

    

  


  

      

          @spec fetch_prekey(
  request_state(),
  String.t(),
  ExWapp.Signal.SessionStore.t(),
  send_node_fun()
) :: ExWapp.Session.Outbound.Prekeys.fetch_result()


      


Fetches a prekey for one device JID.

  



  
    
      
    
    
      fetch_prekeys_batch(state, device_jids, signal_sessions, send_node_fun)



        
          
        

    

  


  

      

          @spec fetch_prekeys_batch(
  request_state(),
  [String.t(), ...],
  ExWapp.Signal.SessionStore.t(),
  send_node_fun()
) :: ExWapp.Session.Outbound.Prekeys.fetch_result()


      


Fetches prekeys for several device JIDs in one IQ request.

  



  
    
      
    
    
      query_devices(state, jids, send_node_fun)



        
          
        

    

  


  

      

          @spec query_devices(request_state(), [String.t()], send_node_fun()) ::
  {:ok, map()} | {:error, term()}


      


Queries the linked-device map and persists the successful USync result.

  



  
    
      
    
    
      query_group_info(state, group_jid, send_node_fun)



        
          
        

    

  


  

      

          @spec query_group_info(request_state(), String.t(), send_node_fun()) ::
  {:ok, ExWapp.Session.Outbound.Group.group_info()} | {:error, term()}


      


Queries current group participants and addressing mode.

  


        

      


  

    
ExWapp.Session.Outbound.Prekeys 
    



      
Prekey target decisions and Signal-session bootstrap for outbound messages.
Raw network requests, response receives, and persistence remain in the
outbound worker. This module owns deterministic target selection, batch and
individual fallback decisions, missing-bundle retries, and the transformation
of parsed prekey bundles into Signal sessions.

      


      
        Summary


  
    Types
  


    
      
        fetch_many_fun()

      


    


    
      
        fetch_one_fun()

      


    


    
      
        fetch_result()

      


    


    
      
        fetch_state()

      


    





  
    Functions
  


    
      
        create_sessions_for_bundles(signal_sessions, requested_jid, bundles, local_identity, local_reg_id, lid_mapping)

      


        Creates Signal sessions and bundle aliases from parsed prekey bundles.



    


    
      
        devices_needing_prekeys(signal_sessions, target_jids, own_device_jids, lid_mapping, session_max_age_ms, now_ms)

      


        Returns outbound devices that require a prekey bootstrap.



    


    
      
        expand_recipient_identity_targets(devices_needing_prekeys, recipient_devices)

      


        Expands a partial recipient prekey selection to all known recipient devices.



    


    
      
        fetch_direct(devices_needing_prekeys, signal_sessions, recipient_base_jid, fetch_many_fun, fetch_one_fun)

      


        Fetches direct-message prekeys with batch fallback and missing-bundle retry.



    


    
      
        fetch_group(devices_needing_prekeys, signal_sessions, context, fetch_many_fun, fetch_one_fun)

      


        Fetches group distribution prekeys with batch and individual fallback.



    


    
      
        missing_bundle_targets(requested_device_jids, prekey_bundles)

      


        Returns requested device JIDs for which no prekey bundle was returned.



    


    
      
        targets_needing_prekeys(signal_sessions, target_jids, forced_identity_set, lid_mapping, session_max_age_ms, now_ms)

      


        Selects targets requiring prekeys with an explicit forced identity set.



    





      


      
        Types


        


  
    
      
    
    
      fetch_many_fun()



        
          
        

    

  


  

      

          @type fetch_many_fun() :: ([String.t()], ExWapp.Signal.SessionStore.t() ->
                       fetch_result())


      



  



  
    
      
    
    
      fetch_one_fun()



        
          
        

    

  


  

      

          @type fetch_one_fun() :: (String.t(), ExWapp.Signal.SessionStore.t() ->
                      fetch_result())


      



  



  
    
      
    
    
      fetch_result()



        
          
        

    

  


  

      

          @type fetch_result() ::
  {:ok, ExWapp.Signal.SessionStore.t(), map()} | {:error, term()}


      



  



  
    
      
    
    
      fetch_state()



        
          
        

    

  


  

      

          @type fetch_state() :: ExWapp.Signal.SessionStore.t() | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      create_sessions_for_bundles(signal_sessions, requested_jid, bundles, local_identity, local_reg_id, lid_mapping)



        
          
        

    

  


  

      

          @spec create_sessions_for_bundles(
  ExWapp.Signal.SessionStore.t(),
  term(),
  [map()],
  term(),
  non_neg_integer(),
  map()
) :: {:ok, ExWapp.Signal.SessionStore.t(), map()} | {:error, term()}


      


Creates Signal sessions and bundle aliases from parsed prekey bundles.

  



  
    
      
    
    
      devices_needing_prekeys(signal_sessions, target_jids, own_device_jids, lid_mapping, session_max_age_ms, now_ms)



        
          
        

    

  


  

      

          @spec devices_needing_prekeys(
  ExWapp.Signal.SessionStore.t(),
  [term()],
  [term()],
  map(),
  pos_integer(),
  integer()
) :: [String.t()]


      


Returns outbound devices that require a prekey bootstrap.
Local-account identities are always refreshed. Other targets are selected
when their PN/LID session is missing or older than the configured maximum.

  



  
    
      
    
    
      expand_recipient_identity_targets(devices_needing_prekeys, recipient_devices)



        
          
        

    

  


  

      

          @spec expand_recipient_identity_targets([term()], [term()]) :: [String.t()]


      


Expands a partial recipient prekey selection to all known recipient devices.

  



  
    
      
    
    
      fetch_direct(devices_needing_prekeys, signal_sessions, recipient_base_jid, fetch_many_fun, fetch_one_fun)



        
          
        

    

  


  

      

          @spec fetch_direct(
  [String.t()],
  ExWapp.Signal.SessionStore.t(),
  String.t(),
  fetch_many_fun(),
  fetch_one_fun()
) :: {fetch_state(), map()}


      


Fetches direct-message prekeys with batch fallback and missing-bundle retry.

  



  
    
      
    
    
      fetch_group(devices_needing_prekeys, signal_sessions, context, fetch_many_fun, fetch_one_fun)



        
          
        

    

  


  

      

          @spec fetch_group(
  [String.t()],
  ExWapp.Signal.SessionStore.t(),
  term(),
  fetch_many_fun(),
  fetch_one_fun()
) :: {fetch_state(), map()}


      


Fetches group distribution prekeys with batch and individual fallback.
Missing bundles are retried individually after the initial result.

  



  
    
      
    
    
      missing_bundle_targets(requested_device_jids, prekey_bundles)



        
          
        

    

  


  

      

          @spec missing_bundle_targets([term()], map()) :: [String.t()]


      


Returns requested device JIDs for which no prekey bundle was returned.

  



  
    
      
    
    
      targets_needing_prekeys(signal_sessions, target_jids, forced_identity_set, lid_mapping, session_max_age_ms, now_ms)



        
          
        

    

  


  

      

          @spec targets_needing_prekeys(
  ExWapp.Signal.SessionStore.t(),
  [term()],
  MapSet.t({String.t(), String.t()}),
  map(),
  pos_integer(),
  integer()
) :: [String.t()]


      


Selects targets requiring prekeys with an explicit forced identity set.
This form is shared by group sender-key distribution.

  


        

      


  

    
ExWapp.Session.OutboundQueue 
    



      
Per-session outbound command queue.
It serializes transport writes and keeps pending commands while the transport
connection is unavailable.

      


      
        Summary


  
    Types
  


    
      
        item()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear_conn(pid)

      


    


    
      
        enqueue_node(pid, node)

      


    


    
      
        enqueue_priority_node(pid, node)

      


        Enqueues a protocol-critical node ahead of normal application traffic.



    


    
      
        restart_stream(pid)

      


    


    
      
        set_conn(pid, conn)

      


    


    
      
        start_link(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      item()



        
          
        

    

  


  

      

          @type item() :: {:send_node, term()} | :restart_stream


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Session.OutboundQueue{
  conn: pid() | nil,
  drop_policy: :reject_new | :drop_oldest,
  flush_batch_size: pos_integer(),
  flush_tick_ms: pos_integer(),
  flush_timer: reference() | nil,
  max_size: pos_integer(),
  queue: :queue.queue(item()),
  session: pid(),
  transport: module()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      clear_conn(pid)



        
          
        

    

  


  

      

          @spec clear_conn(pid()) :: :ok


      



  



  
    
      
    
    
      enqueue_node(pid, node)



        
          
        

    

  


  

      

          @spec enqueue_node(pid(), term()) :: :ok


      



  



  
    
      
    
    
      enqueue_priority_node(pid, node)



        
          
        

    

  


  

      

          @spec enqueue_priority_node(pid(), term()) :: :ok


      


Enqueues a protocol-critical node ahead of normal application traffic.
Stanza ACKs use this path so a reconnect backlog or a burst of outbound
messages cannot delay the acknowledgement that keeps the stream healthy.

  



  
    
      
    
    
      restart_stream(pid)



        
          
        

    

  


  

      

          @spec restart_stream(pid()) :: :ok


      



  



  
    
      
    
    
      set_conn(pid, conn)



        
          
        

    

  


  

      

          @spec set_conn(pid(), pid()) :: :ok


      



  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
ExWapp.Session.RetryCounters 
    



      
Bounded bookkeeping for the per-message retry counters in the session state.
A counter is added for every inbound message that fails to decrypt and for
every outbound retry or session repair, and nothing ever resolves them —
deliberately, since clear_pending_requests must not forget attempt counts
across a reconnect. Without a cap, a peer with a desynced session grows the
session's heap by one permanent map entry per undecryptable message and the
repair path scans all of them on every rejected ack.
Keys are evicted oldest-first once the cap is reached. Losing an old counter
merely re-opens a handful of extra retries for a message that has long been
resolved, whereas an unbounded map grows for the life of the process.

      


      
        Summary


  
    Functions
  


    
      
        put(state, key, count)

      


        Sets key to count in the state's :retry_counters, evicting the oldest
counters beyond the cap.



    





      


      
        Functions


        


  
    
      
    
    
      put(state, key, count)



        
          
        

    

  


  

      

          @spec put(map(), String.t(), pos_integer()) :: map()


      


Sets key to count in the state's :retry_counters, evicting the oldest
counters beyond the cap.

  


        

      


  

    
ExWapp.Session.Supervisor 
    



      
DynamicSupervisor for managing multiple WhatsApp sessions.
This supervisor can start, stop, and manage multiple sessions dynamically.
Each session is identified by a unique session ID and can be looked up
via the built-in Registry.
Starting the Supervisor
Add to your application supervision tree:
children = [
  ExWapp.Session.Supervisor
]

Supervisor.start_link(children, strategy: :one_for_one)
Or start manually:
{:ok, _pid} = ExWapp.Session.Supervisor.start_link()
Managing Sessions
# Start a new session
{:ok, session} = ExWapp.Session.Supervisor.start_session("user_123",
  store: {ExWapp.Store.Ets, path: "/data/user_123.etf"}
)

# Look up an existing session
{:ok, session} = ExWapp.Session.Supervisor.get_session("user_123")

# List all sessions
sessions = ExWapp.Session.Supervisor.list_sessions()
#=> [{"user_123", #PID<0.234.0>}, {"user_456", #PID<0.267.0>}]

# Stop a session
:ok = ExWapp.Session.Supervisor.stop_session("user_123")
Session IDs
Session IDs can be any term but strings are recommended. Common patterns:
	User ID: "user_123"
	Phone number: "+1234567890"
	UUID: "550e8400-e29b-41d4-a716-446655440000"


      


      
        Summary


  
    Functions
  


    
      
        child_spec(arg)

      


        Returns the child specification for use in a supervision tree.



    


    
      
        count_sessions()

      


        Returns the count of active sessions.



    


    
      
        get_live_sessions(session_id)

      


        Returns all live session pids matching a session ID.



    


    
      
        get_session(session_id)

      


        Looks up a session by ID.



    


    
      
        list_sessions()

      


        Returns a list of all active sessions.



    


    
      
        session_exists?(session_id)

      


        Checks if a session exists.



    


    
      
        start_link(opts \\ [])

      


        Starts the session supervisor.



    


    
      
        start_session(session_id, opts \\ [])

      


        Starts a new session with the given ID.



    


    
      
        stop_all_sessions(session_id)

      


        Stops all live sessions for the given ID.



    


    
      
        stop_session(session_id)

      


        Stops a session by ID.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(arg)



        
          
        

    

  


  

Returns the child specification for use in a supervision tree.

  



  
    
      
    
    
      count_sessions()



        
          
        

    

  


  

      

          @spec count_sessions() :: non_neg_integer()


      


Returns the count of active sessions.

  



  
    
      
    
    
      get_live_sessions(session_id)



        
          
        

    

  


  

      

          @spec get_live_sessions(term()) :: [pid()]


      


Returns all live session pids matching a session ID.

  



  
    
      
    
    
      get_session(session_id)



        
          
        

    

  


  

      

          @spec get_session(term()) :: {:ok, pid()} | :error


      


Looks up a session by ID.
Returns {:ok, pid} if found, or :error if not found.

  



  
    
      
    
    
      list_sessions()



        
          
        

    

  


  

      

          @spec list_sessions() :: [{term(), pid()}]


      


Returns a list of all active sessions.
Returns a list of {session_id, pid} tuples.

  



  
    
      
    
    
      session_exists?(session_id)



        
          
        

    

  


  

      

          @spec session_exists?(term()) :: boolean()


      


Checks if a session exists.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      


Starts the session supervisor.
This also starts the Registry for session lookup.

  



    

  
    
      
    
    
      start_session(session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec start_session(term(), keyword() | ExWapp.Session.Options.t()) ::
  {:ok, pid()} | {:error, term()}


      


Starts a new session with the given ID.
Returns {:ok, pid} if successful, or {:error, reason} if the session
could not be started or already exists.
Options
	:store - Storage adapter (see ExWapp.Store)
	:auto_connect - Connect automatically on start (default: false)
	:reconnect - Enable automatic reconnection (default: true)
	:runtime - Runtime hardening config override for this session

Examples
{:ok, session} = ExWapp.Session.Supervisor.start_session("user_123",
  store: {ExWapp.Store.Ets, path: "/data/sessions/user_123.etf"}
)

# With auto-connect
{:ok, session} = ExWapp.Session.Supervisor.start_session("user_456",
  store: ExWapp.Store.Memory,
  auto_connect: true
)

  



  
    
      
    
    
      stop_all_sessions(session_id)



        
          
        

    

  


  

      

          @spec stop_all_sessions(term()) :: :ok


      


Stops all live sessions for the given ID.

  



  
    
      
    
    
      stop_session(session_id)



        
          
        

    

  


  

      

          @spec stop_session(term()) :: :ok | {:error, :not_found}


      


Stops a session by ID.
Returns :ok if the session was stopped, or {:error, :not_found} if
no session with that ID exists.

  


        

      


  

    
ExWapp.Session.Targets 
    



      
Target resolution helpers for direct-message fanout.

      


      
        Summary


  
    Functions
  


    
      
        drop_base_alias_targets(targets)

      


    


    
      
        filter_prekey_bundles_for_identity(prekey_bundles, jid)

      


    


    
      
        list_session_targets_for_jid(signal_sessions, jid)

      


    


    
      
        resolve_encryption_targets(signal_sessions, jid, prekey_bundles, hinted_targets)

      


    


    
      
        resolve_own_device_targets(signal_sessions, own_base_jid, own_device_id, hinted_targets)

      


    





      


      
        Functions


        


  
    
      
    
    
      drop_base_alias_targets(targets)



        
          
        

    

  


  

      

          @spec drop_base_alias_targets(term()) :: [String.t()]


      



  



  
    
      
    
    
      filter_prekey_bundles_for_identity(prekey_bundles, jid)



        
          
        

    

  


  

      

          @spec filter_prekey_bundles_for_identity(map(), String.t()) :: map()


      



  



  
    
      
    
    
      list_session_targets_for_jid(signal_sessions, jid)



        
          
        

    

  


  

      

          @spec list_session_targets_for_jid(term() | nil, String.t()) :: [String.t()]


      



  



  
    
      
    
    
      resolve_encryption_targets(signal_sessions, jid, prekey_bundles, hinted_targets)



        
          
        

    

  


  

      

          @spec resolve_encryption_targets(term() | nil, String.t(), map(), list() | nil) :: [
  String.t()
]


      



  



  
    
      
    
    
      resolve_own_device_targets(signal_sessions, own_base_jid, own_device_id, hinted_targets)



        
          
        

    

  


  

      

          @spec resolve_own_device_targets(term() | nil, String.t(), integer(), list() | nil) ::
  [String.t()]


      



  


        

      


  

    
ExWapp.Session.Worker 
    



      
Coordinates the lifecycle of a WhatsApp Web connection.
When started with runtime.ownership.vext_managed: true, the worker behaves
as a transport engine only: it still emits raw lifecycle facts, but leaves
reconnect and product-level stop policy to the external owner.
This GenServer is designed for long-running production use with:
	Automatic reconnection with exponential backoff
	Connection health monitoring
	Graceful degradation on errors
	Telemetry events for observability
	Crash recovery via supervision

What lives here, and what does not
This module owns the process: the state struct, the GenServer callbacks and
the decision of what each incoming message means. The work each decision
triggers lives in a module named after the concern, all of them called from
this process — a module is not a process, so the transport is still linked to
the session, monitors are registered against it and timers land in its mailbox.
	ExWapp.Session.Worker.Connection — opening, tearing down and retrying the
transport, and the connection events it reports
	ExWapp.Session.Worker.SendRecovery — resending, repairing a rejected
peer session, and asking the primary device for a placeholder resend
	ExWapp.Session.Worker.SendHealth — send counters and the error guard
	ExWapp.Session.Worker.SignalSessions — loading, persisting and pruning
Signal sessions
	ExWapp.Session.Worker.PostAuth — the prekey and passive handshake that
follows a successful login
	ExWapp.Session.Worker.NodeHandler — turning an inbound stanza into state
plus a list of actions
	ExWapp.Session.Worker.Outbound / OutboundConfirmation / Retry — the
send path and its delivery confirmations
	ExWapp.Session.Worker.Subscribers / Events — what the session reports
to subscribers and to telemetry

Supervision
For production use, run Session under ExWapp.Session.Supervisor:
{:ok, sup} = ExWapp.Session.Supervisor.start_link(
  store: {ExWapp.Store.Ets, path: "/var/lib/myapp/wa.etf"}
)
session = ExWapp.Session.Supervisor.session(sup)
Telemetry Events
The session emits the following telemetry events:
	[:ex_wapp, :session, :init] - Session process initialized
	[:ex_wapp, :session, :connect] - Connection attempt
	[:ex_wapp, :session, :connected] - Successfully connected
	[:ex_wapp, :session, :disconnected] - Connection lost
	[:ex_wapp, :session, :reconnect] - Reconnection attempt
	[:ex_wapp, :session, :error] - Error occurred
	[:ex_wapp, :session, :qr] - QR lifecycle event (:code, :success, :error)
	[:ex_wapp, :session, :message_received] - Message persisted/forwarded
	[:ex_wapp, :session, :message_sent] - Message sent to transport
	[:ex_wapp, :session, :terminate] - Session terminate callback

State Machine
idle -> connecting -> handshaking -> syncing -> connected
  ^                                                  |
  |                                                  v
  +<---------------- disconnected <------------------+

      


      
        Summary


  
    Types
  


    
      
        qr_event()

      


        Human readable events emitted during the pairing flow.



    


    
      
        status()

      


        Session status



    


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        disconnect(server)

      


        Gracefully disconnects from WhatsApp servers.



    


    
      
        get_chat_info(server, jid)

      


        Get chat info (metadata) for a JID.



    


    
      
        get_contact(server, jid)

      


        Get a specific contact by JID.



    


    
      
        get_health_status(server)

      


        Returns current send health counters/guard state.



    


    
      
        get_policy_status(server)

      


        Returns current policy status (safety, quota, rate limiter snapshots).



    


    
      
        get_runtime_config(server)

      


        Returns the resolved runtime configuration for this session.



    


    
      
        get_session_id(server)

      


        Returns the session_id for this worker (set at start_link via :session_id option).



    


    
      
        list_contacts(server)

      


        List all contacts.



    


    
      
        message_stream(server)

      


        Builds a lazy stream of incoming messages.



    


    
      
        pause_sends(server)

      


        Pause outbound sends for this session.



    


    
      
        qr_stream(server)

      


        Builds a lazy stream of QR pairing events.



    


    
      
        request_pairing_code(server, phone, opts \\ [])

      


        Requests phone-number pairing while the Noise transport is awaiting authentication.



    


    
      
        resume_sends(server)

      


        Resume outbound sends for this session.



    


    
      
        send_app_state(server, patch_info)

      


        Send an app state mutation (server-synced).



    


    
      
        start_link(opts \\ [])

      


        Starts the session process.



    


    
      
        state(server)

      


        Returns the current session state for inspection.



    


    
      
        stats(server)

      


        Returns session statistics.



    


    
      
        stop_worker(server)

      


        Stops the session worker immediately.



    


    
      
        subscribe_messages(server)

      


        Subscribe to incoming messages.



    


    
      
        subscribe_qr(server)

      


        Subscribes to QR code events.



    


    
      
        sync_contacts(server)

      


        Fetch and apply the contact app-state collection (critical_unblock_low).



    


    
      
        unsubscribe_messages(server, ref)

      


        Unsubscribe from messages.



    


    
      
        unsubscribe_qr(server, ref)

      


        Unsubscribes from QR code events.



    





      


      
        Types


        


  
    
      
    
    
      qr_event()



        
          
        

    

  


  

      

          @type qr_event() ::
  {:code, String.t()}
  | {:pairing_code, String.t()}
  | :success
  | {:error, term()}


      


Human readable events emitted during the pairing flow.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :idle | :connecting | :handshaking | :syncing | :connected | :disconnected


      


Session status

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Session.Worker{
  conn: pid() | nil,
  conn_ref: reference() | nil,
  connected_at: DateTime.t() | nil,
  digest_iq_id: binary() | nil,
  health_timer: reference() | nil,
  inbound_router: pid() | nil,
  initial_sync: ExWapp.Session.InitialSync.t(),
  last_disconnect_reason: term() | nil,
  message_subscribers: %{required(reference()) => {pid(), reference()}},
  opts: ExWapp.Session.Options.t(),
  outbound_confirmations: map(),
  outbound_queue: pid() | nil,
  outgoing_retry_payloads: map(),
  pairing: ExWapp.Pairing.state(),
  passive_iq_id: binary() | nil,
  pending_iqs: term(),
  pending_media_retries: map(),
  pending_prekey_upload: list(),
  post_auth_phase: atom(),
  prekey_count_query_id: binary() | nil,
  prekey_upload_iq_id: binary() | nil,
  qr_subscribers: %{required(reference()) => {pid(), reference()}},
  quota: map(),
  rate_limiter: map(),
  reconnect_attempts: non_neg_integer(),
  retry_counters: map(),
  runtime_cfg: map(),
  safety: map(),
  send_coordinator: ExWapp.Session.SendCoordinator.t(),
  send_health: map(),
  send_worker_sup: pid() | nil,
  server_time_offset_ms: integer(),
  session_id: term() | nil,
  session_invalid: term(),
  signal_sessions: term(),
  stats: map(),
  status: status(),
  store: ExWapp.Store.t() | nil,
  store_owned?: boolean(),
  transport_mod: module(),
  transport_ready?: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      disconnect(server)



        
          
        

    

  


  

      

          @spec disconnect(GenServer.server()) :: :ok


      


Gracefully disconnects from WhatsApp servers.
Stops reconnection attempts and closes the connection cleanly.

  



  
    
      
    
    
      get_chat_info(server, jid)



        
          
        

    

  


  

      

          @spec get_chat_info(GenServer.server(), String.t()) ::
  {:ok, ExWapp.Chat.chat()} | {:error, :not_found}


      


Get chat info (metadata) for a JID.

  



  
    
      
    
    
      get_contact(server, jid)



        
          
        

    

  


  

      

          @spec get_contact(GenServer.server(), String.t()) :: ExWapp.Contact.t() | nil


      


Get a specific contact by JID.

  



  
    
      
    
    
      get_health_status(server)



        
          
        

    

  


  

      

          @spec get_health_status(GenServer.server()) :: map()


      


Returns current send health counters/guard state.

  



  
    
      
    
    
      get_policy_status(server)



        
          
        

    

  


  

      

          @spec get_policy_status(GenServer.server()) :: map()


      


Returns current policy status (safety, quota, rate limiter snapshots).

  



  
    
      
    
    
      get_runtime_config(server)



        
          
        

    

  


  

      

          @spec get_runtime_config(GenServer.server()) :: map()


      


Returns the resolved runtime configuration for this session.

  



  
    
      
    
    
      get_session_id(server)



        
          
        

    

  


  

      

          @spec get_session_id(GenServer.server()) :: term() | nil


      


Returns the session_id for this worker (set at start_link via :session_id option).
Returns nil when no explicit session_id was provided.

  



  
    
      
    
    
      list_contacts(server)



        
          
        

    

  


  

      

          @spec list_contacts(GenServer.server()) :: [ExWapp.Contact.t()]


      


List all contacts.

  



  
    
      
    
    
      message_stream(server)



        
          
        

    

  


  

      

          @spec message_stream(GenServer.server()) :: Enumerable.t()


      


Builds a lazy stream of incoming messages.
Each element is a tuple of {jid, message}.

  



  
    
      
    
    
      pause_sends(server)



        
          
        

    

  


  

      

          @spec pause_sends(GenServer.server()) :: :ok


      


Pause outbound sends for this session.

  



  
    
      
    
    
      qr_stream(server)



        
          
        

    

  


  

      

          @spec qr_stream(GenServer.server()) :: Enumerable.t()


      


Builds a lazy stream of QR pairing events.
The stream yields events until pairing succeeds, fails, or is cancelled.

  



    

  
    
      
    
    
      request_pairing_code(server, phone, opts \\ [])



        
          
        

    

  


  

      

          @spec request_pairing_code(GenServer.server(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Requests phone-number pairing while the Noise transport is awaiting authentication.

  



  
    
      
    
    
      resume_sends(server)



        
          
        

    

  


  

      

          @spec resume_sends(GenServer.server()) :: :ok


      


Resume outbound sends for this session.

  



  
    
      
    
    
      send_app_state(server, patch_info)



        
          
        

    

  


  

      

          @spec send_app_state(GenServer.server(), map()) ::
  {:ok, map(), map()} | {:error, term()}


      


Send an app state mutation (server-synced).

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword() | ExWapp.Session.Options.t()) :: GenServer.on_start()


      


Starts the session process.
Options
	:name - Register the process under a given name
	:store - Storage adapter (see ExWapp.Store)
	:supervisor - Parent supervisor PID (set automatically by Supervisor)
	:auto_connect - Connect automatically on start (default: false)
	:reconnect - Enable automatic reconnection (default: true)
	:runtime - Runtime hardening settings override (deep-merged)


  



  
    
      
    
    
      state(server)



        
          
        

    

  


  

      

          @spec state(GenServer.server()) :: status()


      


Returns the current session state for inspection.

  



  
    
      
    
    
      stats(server)



        
          
        

    

  


  

      

          @spec stats(GenServer.server()) :: map()


      


Returns session statistics.

  



  
    
      
    
    
      stop_worker(server)



        
          
        

    

  


  

      

          @spec stop_worker(GenServer.server()) :: :ok


      


Stops the session worker immediately.

  



  
    
      
    
    
      subscribe_messages(server)



        
          
        

    

  


  

      

          @spec subscribe_messages(GenServer.server()) :: {:ok, reference()}


      


Subscribe to incoming messages.
Returns a reference that will be included in message notifications.
Messages arrive as {:ex_wapp_message, ref, jid, message}.

  



  
    
      
    
    
      subscribe_qr(server)



        
          
        

    

  


  

      

          @spec subscribe_qr(GenServer.server()) :: {:ok, reference()}


      


Subscribes to QR code events.

  



  
    
      
    
    
      sync_contacts(server)



        
          
        

    

  


  

      

          @spec sync_contacts(GenServer.server()) :: :ok | {:error, term()}


      


Fetch and apply the contact app-state collection (critical_unblock_low).

  



  
    
      
    
    
      unsubscribe_messages(server, ref)



        
          
        

    

  


  

      

          @spec unsubscribe_messages(GenServer.server(), reference()) :: :ok


      


Unsubscribe from messages.

  



  
    
      
    
    
      unsubscribe_qr(server, ref)



        
          
        

    

  


  

      

          @spec unsubscribe_qr(GenServer.server(), reference()) :: :ok


      


Unsubscribes from QR code events.

  


        

      


  

    
ExWapp.Session.Worker.Connection 
    



      
The session's connection lifecycle: opening the transport, reacting to what it
reports, tearing it down and deciding when to try again.
Everything here runs inside the session process — the worker calls these
functions, so the transport is linked to it, Process.monitor/1 registers the
monitor against it and timers fire back into its mailbox, exactly as when this
code sat in ExWapp.Session.Worker. Nothing is moved to another process; only
the code moved out of the module.
Teardown is deliberately tolerant: a disconnect cancels timers, drains pending
callers and stops child processes, and each of those steps has to run even if
an earlier one found nothing to clean up.

      


      
        Summary


  
    Functions
  


    
      
        clear_initial_sync_task(state)

      


    


    
      
        connection_event_summary(event)

      


    


    
      
        do_connect(state)

      


    


    
      
        do_disconnect(state, reason)

      


    


    
      
        do_health_check(state)

      


    


    
      
        ensure_connected_for_send(arg1)

      


    


    
      
        fail_all_send_workers(state, reason)

      


    


    
      
        handle_connection_event(event, state)

      


    


    
      
        handle_connection_exit(state, reason)

      


    


    
      
        reply_send_caller(from, result)

      


    


    
      
        restart_connection_now(state, reason)

      


    


    
      
        restart_inbound_router(state)

      


    


    
      
        restart_outbound_queue(state)

      


    


    
      
        schedule_connect(state, delay_ms)

      


    





      


      
        Functions


        


  
    
      
    
    
      clear_initial_sync_task(state)



        
          
        

    

  


  


  



  
    
      
    
    
      connection_event_summary(event)



        
          
        

    

  


  


  



  
    
      
    
    
      do_connect(state)



        
          
        

    

  


  


  



  
    
      
    
    
      do_disconnect(state, reason)



        
          
        

    

  


  


  



  
    
      
    
    
      do_health_check(state)



        
          
        

    

  


  


  



  
    
      
    
    
      ensure_connected_for_send(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      fail_all_send_workers(state, reason)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_connection_event(event, state)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_connection_exit(state, reason)



        
          
        

    

  


  


  



  
    
      
    
    
      reply_send_caller(from, result)



        
          
        

    

  


  


  



  
    
      
    
    
      restart_connection_now(state, reason)



        
          
        

    

  


  


  



  
    
      
    
    
      restart_inbound_router(state)



        
          
        

    

  


  


  



  
    
      
    
    
      restart_outbound_queue(state)



        
          
        

    

  


  


  



  
    
      
    
    
      schedule_connect(state, delay_ms)



        
          
        

    

  


  


  


        

      


  

    
ExWapp.Session.Worker.Events 
    



      
What the session tells the outside world: telemetry, lifecycle metadata and
the QR notifications that carry an error.
These are the cross-cutting emissions every part of the session reaches for,
so they live here rather than in any one concern. Emitting never fails the
caller: a broken telemetry handler or subscriber must not take the session
down with it.
Called from the session process, so self() in the lifecycle metadata is the
session's own pid, exactly as when this lived inside the worker.

      


      
        Summary


  
    Functions
  


    
      
        emit_telemetry(event, measurements, state, extra_metadata \\ %{})

      


        Emits a telemetry event, tagged with the session's current status.



    


    
      
        lifecycle_event_meta(state, extra \\ %{})

      


        The session snapshot carried by every lifecycle message to subscribers.



    


    
      
        notify_qr(state, event)

      


        Notifies QR subscribers of a failure, counting it in telemetry.



    


    
      
        update_stats(state, key)

      


        Bumps one of the session's counters.



    





      


      
        Functions


        


    

  
    
      
    
    
      emit_telemetry(event, measurements, state, extra_metadata \\ %{})



        
          
        

    

  


  

      

          @spec emit_telemetry(atom() | [atom()], map(), ExWapp.Session.Worker.t(), map()) ::
  :ok


      


Emits a telemetry event, tagged with the session's current status.

  



    

  
    
      
    
    
      lifecycle_event_meta(state, extra \\ %{})



        
          
        

    

  


  

      

          @spec lifecycle_event_meta(ExWapp.Session.Worker.t(), map() | keyword()) :: map()


      


The session snapshot carried by every lifecycle message to subscribers.

  



  
    
      
    
    
      notify_qr(state, event)



        
          
        

    

  


  

      

          @spec notify_qr(ExWapp.Session.Worker.t(), {:error, term()}) :: :ok


      


Notifies QR subscribers of a failure, counting it in telemetry.

  



  
    
      
    
    
      update_stats(state, key)



        
          
        

    

  


  

      

          @spec update_stats(ExWapp.Session.Worker.t(), atom()) :: ExWapp.Session.Worker.t()


      


Bumps one of the session's counters.

  


        

      


  

    
ExWapp.Session.Worker.Inbound 
    



      
Converts inbound message handler outputs into sendable action nodes.

      


      
        Summary


  
    Types
  


    
      
        receipt_builder()

      


    


    
      
        retry_receipt_builder()

      


    





  
    Functions
  


    
      
        handle_message_node(node, state, build_receipt_ack, build_retry_receipt_ack)

      


    





      


      
        Types


        


  
    
      
    
    
      receipt_builder()



        
          
        

    

  


  

      

          @type receipt_builder() :: (String.t(),
                      String.t(),
                      String.t()
                      | nil,
                      String.t()
                      | nil,
                      map()
                      | nil ->
                        term())


      



  



  
    
      
    
    
      retry_receipt_builder()



        
          
        

    

  


  

      

          @type retry_receipt_builder() :: (String.t(),
                            String.t(),
                            String.t()
                            | nil,
                            String.t()
                            | integer()
                            | nil,
                            non_neg_integer()
                            | nil,
                            integer()
                            | nil,
                            map()
                            | nil ->
                              term())


      



  


        

      

      
        Functions


        


  
    
      
    
    
      handle_message_node(node, state, build_receipt_ack, build_retry_receipt_ack)



        
          
        

    

  


  

      

          @spec handle_message_node(
  ExWapp.Binary.Node.t(),
  map(),
  receipt_builder(),
  retry_receipt_builder()
) ::
  {map(), list()}


      



  


        

      


  

    
ExWapp.Session.Worker.NodeHandler 
    



      
Dispatches inbound Binary.Node stanzas received after the Noise handshake.
Every public function returns {state, actions} where actions is a list
of tuples the caller (Worker) will execute (e.g. {:send_node, node}).

      


      
        Summary


  
    Functions
  


    
      
        immediate_actions(node)

      


        Returns transport acknowledgements that must be enqueued before normal node
handling. This is intentionally separate from safe_handle_node/2: message
decryption and persistence may block or fail, while the server-level stanza
ACK is independent of those application phases.



    


    
      
        safe_handle_action(action, state)

      


        Safely executes an action returned by a node handler.



    


    
      
        safe_handle_node(node, state)

      


        Safely handles a node, catching any exceptions.



    





      


      
        Functions


        


  
    
      
    
    
      immediate_actions(node)



        
          
        

    

  


  

      

          @spec immediate_actions(ExWapp.Binary.Node.t()) :: [term()]


      


Returns transport acknowledgements that must be enqueued before normal node
handling. This is intentionally separate from safe_handle_node/2: message
decryption and persistence may block or fail, while the server-level stanza
ACK is independent of those application phases.

  



  
    
      
    
    
      safe_handle_action(action, state)



        
          
        

    

  


  

      

          @spec safe_handle_action(term(), ExWapp.Session.Worker.t()) :: :ok


      


Safely executes an action returned by a node handler.

  



  
    
      
    
    
      safe_handle_node(node, state)



        
          
        

    

  


  

      

          @spec safe_handle_node(ExWapp.Binary.Node.t(), ExWapp.Session.Worker.t()) ::
  {ExWapp.Session.Worker.t(), list()}


      


Safely handles a node, catching any exceptions.

  


        

      


  

    
ExWapp.Session.Worker.Outbound 
    



      
Coordinates outbound sends from the session worker.
The module selects direct or group delivery, prepares Signal sessions, delegates
device discovery and encryption, sends protocol nodes, and records delivery
metadata. Message construction remains separate from the WebSocket transport.

      


      
        Summary


  
    Functions
  


    
      
        send_peer_proto_worker(session_pid, state, proto)

      


        Sends an internal protocol message directly to the account's primary device.



    


    
      
        send_proto_worker(session_pid, state, jid, proto, opts \\ [])

      


        Sends a constructed WhatsApp protobuf message through the normal outbound pipeline.



    


    
      
        send_text_worker(session_pid, state, jid, text, opts \\ [])

      


        Sends text or an optional prebuilt protobuf payload through the session pipeline.



    





      


      
        Functions


        


  
    
      
    
    
      send_peer_proto_worker(session_pid, state, proto)



        
          
        

    

  


  

      

          @spec send_peer_proto_worker(pid(), map(), WAWebProtobufsE2E.Message.t()) ::
  {:ok, String.t()} | {:error, term()}


      


Sends an internal protocol message directly to the account's primary device.

  



    

  
    
      
    
    
      send_proto_worker(session_pid, state, jid, proto, opts \\ [])



        
          
        

    

  


  

      

          @spec send_proto_worker(
  pid(),
  map(),
  String.t(),
  WAWebProtobufsE2E.Message.t(),
  keyword()
) ::
  {:ok, String.t()} | {:error, term()}


      


Sends a constructed WhatsApp protobuf message through the normal outbound pipeline.

  



    

  
    
      
    
    
      send_text_worker(session_pid, state, jid, text, opts \\ [])



        
          
        

    

  


  

      

          @spec send_text_worker(pid(), map(), String.t(), outbound_text(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Sends text or an optional prebuilt protobuf payload through the session pipeline.

  


        

      


  

    
ExWapp.Session.Worker.OutboundConfirmation 
    



      
Tracks outbound message delivery confirmation and handles the
silent-drop fallback strategy for self-chat messages.

      


      
        Summary


  
    Functions
  


    
      
        handle_timeout(state, message_id, confirmation, start_worker_fn, send_fn, register_fn)

      


        Handles the confirmation timeout: checks message status and optionally
retries via fallback.



    


    
      
        handle_timeout(state, message_id, confirmation, start_worker_fn, send_fn, register_fn, opts)

      


    


    
      
        schedule(state, jid, text, message_id, strategy, attempt, opts \\ [])

      


        Schedules a confirmation timer for an outbound message when the
destination is the user's own JID.



    





      


      
        Functions


        


  
    
      
    
    
      handle_timeout(state, message_id, confirmation, start_worker_fn, send_fn, register_fn)



        
          
        

    

  


  

Handles the confirmation timeout: checks message status and optionally
retries via fallback.
start_worker_fn receives (state, jid, fun) and must return
{:ok, worker, mon} | {:error, reason}.
send_fn receives (session_pid, state, jid, text, opts) and performs the
actual send.
Returns the updated state.

  



  
    
      
    
    
      handle_timeout(state, message_id, confirmation, start_worker_fn, send_fn, register_fn, opts)



        
          
        

    

  


  

      

          @spec handle_timeout(
  map(),
  String.t(),
  map(),
  (map(), String.t(), (-> term()) ->
     {:ok, pid(), reference()} | {:error, term()}),
  (pid(), map(), String.t(), String.t(), keyword() -> term()),
  (map(), pid(), reference(), String.t() -> map()),
  keyword()
) :: map()


      



  



    

  
    
      
    
    
      schedule(state, jid, text, message_id, strategy, attempt, opts \\ [])



        
          
        

    

  


  

      

          @spec schedule(map(), String.t(), String.t(), String.t(), term(), non_neg_integer(), [
  {:timeout_ms, pos_integer()}
]) :: map()


      


Schedules a confirmation timer for an outbound message when the
destination is the user's own JID.
Returns the updated state.

  


        

      


  

    
ExWapp.Session.Worker.PostAuth 
    



      
Post-authentication helpers triggered after the success node is received.
Handles LID persistence, PN↔LID mapping, prekey count queries, and
prekey upload logic.

      


      
        Summary


  
    Functions
  


    
      
        handle_digest_response(node, iq_type, state, build_unified_session_fun)

      


        Handles the response to the digest query and finalizes post-auth.



    


    
      
        handle_passive_response(node, iq_type, state, build_digest_query_fun, build_unified_session_fun)

      


        Handles the response to SetPassive(false) and finalizes post-auth by default.



    


    
      
        handle_prekey_count_response(node, state, build_passive_iq_fun)

      


        Handles the prekey count response from the server and decides whether to upload.



    


    
      
        handle_prekey_upload_response(node, binary, state, build_passive_iq_fun)

      


        Handles the response to a prekey upload IQ.



    


    
      
        persist_lid_and_mapping(state, lid)

      


        Persists the LID value from the success node and creates own PN↔LID mapping.



    


    
      
        refill_from_notification(state, server_count)

      


        Refills the server prekey pool after an encrypt inventory notification.



    


    
      
        start(state, build_passive_iq_fun)

      


        Starts the post-auth flow after receiving the success node.



    





      


      
        Functions


        


  
    
      
    
    
      handle_digest_response(node, iq_type, state, build_unified_session_fun)



        
          
        

    

  


  

      

          @spec handle_digest_response(
  ExWapp.Binary.Node.t(),
  String.t(),
  map(),
  (-> ExWapp.Binary.Node.t())
) ::
  {map(), list()}


      


Handles the response to the digest query and finalizes post-auth.

  



  
    
      
    
    
      handle_passive_response(node, iq_type, state, build_digest_query_fun, build_unified_session_fun)



        
          
        

    

  


  

      

          @spec handle_passive_response(
  ExWapp.Binary.Node.t(),
  String.t(),
  map(),
  (-> ExWapp.Binary.Node.t()),
  (-> ExWapp.Binary.Node.t())
) :: {map(), list()}


      


Handles the response to SetPassive(false) and finalizes post-auth by default.
Digest validation can be re-enabled with runtime: [protocol: [post_auth_digest_enabled: true]].

  



  
    
      
    
    
      handle_prekey_count_response(node, state, build_passive_iq_fun)



        
          
        

    

  


  

      

          @spec handle_prekey_count_response(
  ExWapp.Binary.Node.t(),
  map(),
  (-> ExWapp.Binary.Node.t())
) ::
  {map(), list()}


      


Handles the prekey count response from the server and decides whether to upload.
Returns {state, actions}.

  



  
    
      
    
    
      handle_prekey_upload_response(node, binary, state, build_passive_iq_fun)



        
          
        

    

  


  

      

          @spec handle_prekey_upload_response(
  ExWapp.Binary.Node.t(),
  String.t(),
  map(),
  (-> ExWapp.Binary.Node.t())
) :: {map(), list()}


      


Handles the response to a prekey upload IQ.

  



  
    
      
    
    
      persist_lid_and_mapping(state, lid)



        
          
        

    

  


  

      

          @spec persist_lid_and_mapping(
  ExWapp.Session.Worker.t(),
  ExWapp.JID.t() | binary() | nil
) ::
  ExWapp.Session.Worker.t()


      


Persists the LID value from the success node and creates own PN↔LID mapping.

  



  
    
      
    
    
      refill_from_notification(state, server_count)



        
          
        

    

  


  

      

          @spec refill_from_notification(ExWapp.Session.Worker.t(), non_neg_integer()) ::
  {ExWapp.Session.Worker.t(), list()}


      


Refills the server prekey pool after an encrypt inventory notification.
The upload restores the pool toward the configured initial size instead of
adding only a tiny fixed batch. An already in-flight upload is left alone.

  



  
    
      
    
    
      start(state, build_passive_iq_fun)



        
          
        

    

  


  

      

          @spec start(ExWapp.Session.Worker.t(), (-> ExWapp.Binary.Node.t())) ::
  {ExWapp.Session.Worker.t(), list()}


      


Starts the post-auth flow after receiving the success node.
To preserve live inbound delivery, the activation path mirrors the older
working runtime sequence:
	query prekey count
	send SetPassive(false) immediately
	send presence type="available" immediately
	upload prekeys later only if the server count requires it

Digest validation remains available as an explicit opt-in, but it is disabled
by default because some fresh-pair sessions are being invalidated immediately
after the digest IQ is sent.

  


        

      


  

    
ExWapp.Session.Worker.ReceiptBuilder 
    



      
Builds receipt and retry-receipt nodes for inbound message acknowledgement.

      


      
        Summary


  
    Types
  


    
      
        retry_receipt()

      


        What a retry receipt is about: who to answer, which message, and why.



    





  
    Functions
  


    
      
        build_receipt_ack(to, id, participant, type, receipt_meta)

      


    


    
      
        build_retry_receipt_ack(store, receipt, session_ctx \\ %{})

      


    





      


      
        Types


        


  
    
      
    
    
      retry_receipt()



        
          
        

    

  


  

      

          @type retry_receipt() :: %{
  :to => String.t(),
  :id => String.t(),
  optional(:participant) => String.t() | nil,
  optional(:message_t) => String.t() | integer() | nil,
  optional(:retry_count) => non_neg_integer() | nil,
  optional(:error_code) => integer() | nil,
  optional(:retry_meta) => map() | nil
}


      


What a retry receipt is about: who to answer, which message, and why.
Grouped rather than passed positionally — nil, nil, 2, nil at a call site
says nothing about which field is which.

  


        

      

      
        Functions


        


  
    
      
    
    
      build_receipt_ack(to, id, participant, type, receipt_meta)



        
          
        

    

  


  

      

          @spec build_receipt_ack(
  String.t(),
  String.t(),
  String.t() | nil,
  String.t() | nil,
  map() | nil
) :: ExWapp.Binary.Node.t()


      



  



    

  
    
      
    
    
      build_retry_receipt_ack(store, receipt, session_ctx \\ %{})



        
          
        

    

  


  

      

          @spec build_retry_receipt_ack(ExWapp.Store.t(), retry_receipt(), map()) ::
  ExWapp.Binary.Node.t()


      



  


        

      


  

    
ExWapp.Session.Worker.Resilience 
    



      
Reconnect/backoff policy for session workers.

      


      
        Summary


  
    Types
  


    
      
        reconnect_decision()

      


    





  
    Functions
  


    
      
        reconnect_decision(state)

      


    


    
      
        reconnect_enabled?(state, reconnect_cfg)

      


    





      


      
        Types


        


  
    
      
    
    
      reconnect_decision()



        
          
        

    

  


  

      

          @type reconnect_decision() ::
  :session_invalid
  | :give_up
  | {:reconnect, attempt :: pos_integer(), delay_ms :: non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      reconnect_decision(state)



        
          
        

    

  


  

      

          @spec reconnect_decision(ExWapp.Session.Worker.t()) :: reconnect_decision()


      



  



  
    
      
    
    
      reconnect_enabled?(state, reconnect_cfg)



        
          
        

    

  


  

      

          @spec reconnect_enabled?(ExWapp.Session.Worker.t(), map()) :: boolean()


      



  


        

      


  

    
ExWapp.Session.Worker.Retry 
    



      
Outbound retry and message lookup helpers for Session.

      


      
        Summary


  
    Types
  


    
      
        normalize_fun()

      


    


    
      
        register_worker_fun()

      


    


    
      
        send_fun()

      


    


    
      
        start_worker_fun()

      


    





  
    Functions
  


    
      
        maybe_retry_outgoing_message(state, jid, message_id, opts)

      


    





      


      
        Types


        


  
    
      
    
    
      normalize_fun()



        
          
        

    

  


  

      

          @type normalize_fun() :: (binary() -> binary())


      



  



  
    
      
    
    
      register_worker_fun()



        
          
        

    

  


  

      

          @type register_worker_fun() :: (map(), pid(), reference(), binary() -> map())


      



  



  
    
      
    
    
      send_fun()



        
          
        

    

  


  

      

          @type send_fun() :: (binary(), binary() -> {:ok, binary()} | {:error, term()})


      



  



  
    
      
    
    
      start_worker_fun()



        
          
        

    

  


  

      

          @type start_worker_fun() :: (map(), binary(), (-> any()) ->
                         {:ok, pid(), reference()} | {:error, term()})


      



  


        

      

      
        Functions


        


  
    
      
    
    
      maybe_retry_outgoing_message(state, jid, message_id, opts)



        
          
        

    

  


  

      

          @spec maybe_retry_outgoing_message(
  ExWapp.Session.Worker.t(),
  String.t(),
  String.t(),
  keyword()
) ::
  ExWapp.Session.Worker.t()


      



  


        

      


  

    
ExWapp.Session.Worker.Safety 
    



      
Implements the session's outbound safety circuit breaker.
It records server-side risk signals, applies configurable cool-off windows, and
can lock sending after forbidden responses until the session is reset.

      


      
        Summary


  
    Types
  


    
      
        state_data()

      


    





  
    Functions
  


    
      
        check_send_allowed(state)

      


    


    
      
        new()

      


    


    
      
        record_signal(state, signal)

      


    


    
      
        status(state)

      


    





      


      
        Types


        


  
    
      
    
    
      state_data()



        
          
        

    

  


  

      

          @type state_data() :: %{
  counters: %{optional(atom()) => [integer()]},
  blocked_until_ms: integer() | nil,
  forbidden: boolean(),
  last_trip_reason: atom() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_send_allowed(state)



        
          
        

    

  


  

      

          @spec check_send_allowed(ExWapp.Session.Worker.t()) ::
  {:ok, ExWapp.Session.Worker.t()} | {:error, term(), ExWapp.Session.Worker.t()}


      



  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: state_data()


      



  



  
    
      
    
    
      record_signal(state, signal)



        
          
        

    

  


  

      

          @spec record_signal(ExWapp.Session.Worker.t(), atom()) :: ExWapp.Session.Worker.t()


      



  



  
    
      
    
    
      status(state)



        
          
        

    

  


  

      

          @spec status(ExWapp.Session.Worker.t()) :: map()


      



  


        

      


  

    
ExWapp.Session.Worker.SendHealth 
    



      
Tracks how well outbound sending is going, and decides when to trip the guard.
Owns the send_health field of the session state: error and drop counters,
the one-minute rolling windows behind the per-minute thresholds, and the
paused/hard-stopped gates that block sending.
Deciding is separate from acting: guard_trigger_reason/2 is pure and answers
"have we crossed a threshold", while stopping or disconnecting the session
stays with ExWapp.Session.Worker, which owns the transport and the process.

      


      
        Summary


  
    Types
  


    
      
        metrics()

      


    


    
      
        trigger_reason()

      


    





  
    Functions
  


    
      
        broadcast_event(state, type, metadata)

      


        Publishes a health event, never failing the caller if delivery breaks.



    


    
      
        clear_consecutive_send_errors(state)

      


        Clears the consecutive-error streak after a send finally succeeds.



    


    
      
        default()

      


        The counters a fresh session starts from.



    


    
      
        ensure_send_enabled(state, jid)

      


        Rejects a send while the guard holds the session paused or hard-stopped.



    


    
      
        get(state, key, default)

      


        Reads one counter, falling back to default when it was never set.



    


    
      
        guard_metrics(state)

      


        The three numbers the guard thresholds are compared against.



    


    
      
        guard_trigger_reason(metrics, guard_cfg)

      


        Names the threshold that has been crossed, or nil while all are within range.



    


    
      
        increment(state, key, by \\ 1)

      


        Adds to one counter, treating a missing counter as zero.



    


    
      
        increment_outbound_queue_errors(state, reason)

      


        Records an outbound-queue failure, which is counted apart from send errors.



    


    
      
        put(state, key, value)

      


        Writes one counter.



    


    
      
        register_drop_timeout(state, message_id, confirmation)

      


        Records a message dropped after its confirmation never arrived.



    


    
      
        register_send_error(state, reason, metadata)

      


        Records a failed send and broadcasts it to health subscribers.



    





      


      
        Types


        


  
    
      
    
    
      metrics()



        
          
        

    

  


  

      

          @type metrics() :: %{
  consecutive: non_neg_integer(),
  errors_min: non_neg_integer(),
  drops_min: non_neg_integer()
}


      



  



  
    
      
    
    
      trigger_reason()



        
          
        

    

  


  

      

          @type trigger_reason() :: {atom(), non_neg_integer()} | nil


      



  


        

      

      
        Functions


        


  
    
      
    
    
      broadcast_event(state, type, metadata)



        
          
        

    

  


  

      

          @spec broadcast_event(ExWapp.Session.Worker.t(), atom(), map()) :: :ok


      


Publishes a health event, never failing the caller if delivery breaks.

  



  
    
      
    
    
      clear_consecutive_send_errors(state)



        
          
        

    

  


  

      

          @spec clear_consecutive_send_errors(ExWapp.Session.Worker.t()) ::
  ExWapp.Session.Worker.t()


      


Clears the consecutive-error streak after a send finally succeeds.

  



  
    
      
    
    
      default()



        
          
        

    

  


  

      

          @spec default() :: map()


      


The counters a fresh session starts from.

  



  
    
      
    
    
      ensure_send_enabled(state, jid)



        
          
        

    

  


  

      

          @spec ensure_send_enabled(ExWapp.Session.Worker.t(), String.t()) ::
  {:ok, ExWapp.Session.Worker.t()} | {:error, atom(), ExWapp.Session.Worker.t()}


      


Rejects a send while the guard holds the session paused or hard-stopped.
A rejection is itself recorded as a send error, so repeated attempts against a
closed gate keep the counters honest.

  



  
    
      
    
    
      get(state, key, default)



        
          
        

    

  


  

      

          @spec get(ExWapp.Session.Worker.t(), atom(), term()) :: term()


      


Reads one counter, falling back to default when it was never set.

  



  
    
      
    
    
      guard_metrics(state)



        
          
        

    

  


  

      

          @spec guard_metrics(ExWapp.Session.Worker.t()) :: metrics()


      


The three numbers the guard thresholds are compared against.

  



  
    
      
    
    
      guard_trigger_reason(metrics, guard_cfg)



        
          
        

    

  


  

      

          @spec guard_trigger_reason(metrics(), map()) :: trigger_reason()


      


Names the threshold that has been crossed, or nil while all are within range.
Pure: given the metrics and the configured limits it decides nothing else.

  



    

  
    
      
    
    
      increment(state, key, by \\ 1)



        
          
        

    

  


  

      

          @spec increment(ExWapp.Session.Worker.t(), atom(), integer()) ::
  ExWapp.Session.Worker.t()


      


Adds to one counter, treating a missing counter as zero.

  



  
    
      
    
    
      increment_outbound_queue_errors(state, reason)



        
          
        

    

  


  

      

          @spec increment_outbound_queue_errors(ExWapp.Session.Worker.t(), term()) ::
  ExWapp.Session.Worker.t()


      


Records an outbound-queue failure, which is counted apart from send errors.

  



  
    
      
    
    
      put(state, key, value)



        
          
        

    

  


  

      

          @spec put(ExWapp.Session.Worker.t(), atom(), term()) :: ExWapp.Session.Worker.t()


      


Writes one counter.

  



  
    
      
    
    
      register_drop_timeout(state, message_id, confirmation)



        
          
        

    

  


  

      

          @spec register_drop_timeout(ExWapp.Session.Worker.t(), String.t(), map()) ::
  ExWapp.Session.Worker.t()


      


Records a message dropped after its confirmation never arrived.

  



  
    
      
    
    
      register_send_error(state, reason, metadata)



        
          
        

    

  


  

      

          @spec register_send_error(ExWapp.Session.Worker.t(), term(), map()) ::
  ExWapp.Session.Worker.t()


      


Records a failed send and broadcasts it to health subscribers.

  


        

      


  

    
ExWapp.Session.Worker.SendRecovery 
    



      
What the session does when a send does not land.
Three recoveries live here, in the order the server pushes the session through
them:
	resend — the payload of every outgoing message is remembered briefly so
it can be sent again without asking the caller to rebuild it
	repair — a rejected send usually means the peer's Signal session is
stale, so it is dropped and renegotiated before the resend goes out
	placeholder — when a message arrives that this device cannot decrypt at
all, the primary device is asked to send it again

Retries run in worker processes started from here; like everything else called
by the session, this code runs inside the session process, so those workers are
started by it and report back to its mailbox.
A rejection is only reported to the caller once no recovery is left: reporting
early would surface an error for a message that is about to be resent
successfully.

      


      
        Summary


  
    Functions
  


    
      
        do_send_text_worker(session_pid, state, jid, text, opts)

      


    


    
      
        maybe_retry_outgoing_message(state, jid, message_id, retry_meta)

      


    


    
      
        maybe_start_placeholder_resend_request(state, chat_jid, sender_jid, message_id, metadata)

      


    


    
      
        normalize_outbound_text(text)

      


    


    
      
        normalize_retry_participant(participant)

      


    


    
      
        register_send_worker(state, worker, mon, label, from \\ nil)

      


    


    
      
        remember_outgoing_retry_payload(state, jid, text, message_id)

      


    


    
      
        repair_session_and_retry(state, message_id, jid, ack)

      


    


    
      
        run_session_repair(state, message_id, jid, ack, attempts, max_attempts)

      


    


    
      
        session_repair_attempts(state, message_id)

      


    


    
      
        start_send_worker(arg1, label, fun)

      


    





      


      
        Functions


        


  
    
      
    
    
      do_send_text_worker(session_pid, state, jid, text, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      maybe_retry_outgoing_message(state, jid, message_id, retry_meta)



        
          
        

    

  


  


  



  
    
      
    
    
      maybe_start_placeholder_resend_request(state, chat_jid, sender_jid, message_id, metadata)



        
          
        

    

  


  


  



  
    
      
    
    
      normalize_outbound_text(text)



        
          
        

    

  


  


  



  
    
      
    
    
      normalize_retry_participant(participant)



        
          
        

    

  


  


  



    

  
    
      
    
    
      register_send_worker(state, worker, mon, label, from \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      remember_outgoing_retry_payload(state, jid, text, message_id)



        
          
        

    

  


  


  



  
    
      
    
    
      repair_session_and_retry(state, message_id, jid, ack)



        
          
        

    

  


  

      

          @spec repair_session_and_retry(map(), String.t(), String.t(), ExWapp.Error.Ack.t()) ::
  map()


          @spec repair_session_and_retry(
  ExWapp.Session.Worker.t(),
  String.t(),
  String.t(),
  ExWapp.Error.Ack.t()
) ::
  ExWapp.Session.Worker.t()


      



  



  
    
      
    
    
      run_session_repair(state, message_id, jid, ack, attempts, max_attempts)



        
          
        

    

  


  

      

          @spec run_session_repair(
  map(),
  String.t(),
  String.t(),
  ExWapp.Error.Ack.t(),
  non_neg_integer(),
  non_neg_integer()
) :: map()


      



  



  
    
      
    
    
      session_repair_attempts(state, message_id)



        
          
        

    

  


  

      

          @spec session_repair_attempts(map(), String.t()) :: non_neg_integer()


          @spec session_repair_attempts(ExWapp.Session.Worker.t(), String.t()) ::
  non_neg_integer()


      



  



  
    
      
    
    
      start_send_worker(arg1, label, fun)



        
          
        

    

  


  


  


        

      


  

    
ExWapp.Session.Worker.SignalSessions 
    



      
Keeps the session's Signal sessions loaded, pruned and persisted.
The worker holds Signal sessions in memory and mirrors them to the store; this
module owns that mirroring, plus the two moments the set is pruned: dropping
stale one-way sessions when a connection comes up, and clearing a peer's
sessions when its identity changes.
Every function returns usable state even when the store misbehaves: losing a
Signal session costs one renegotiation, whereas crashing the session process
costs the connection.

      


      
        Summary


  
    Functions
  


    
      
        clear_for_jid(state, jid)

      


        Forgets every session recorded for one peer, across its JID aliases.



    


    
      
        install_refreshed_identity(state, jid, bundle)

      


        Replaces a peer's session from a freshly fetched prekey bundle.



    


    
      
        load(store)

      


        Loads the persisted sessions, falling back to an empty set.



    


    
      
        normalize(persisted)

      


        Coerces a persisted or in-memory session set into the ETS-backed form.



    


    
      
        persist(store, sessions)

      


        Mirrors the in-memory sessions to the store, flushing them to disk.



    


    
      
        refresh_on_connect(state)

      


        Prunes sessions a new connection should not reuse.



    





      


      
        Functions


        


  
    
      
    
    
      clear_for_jid(state, jid)



        
          
        

    

  


  

      

          @spec clear_for_jid(ExWapp.Session.Worker.t(), String.t()) ::
  ExWapp.Session.Worker.t()


      


Forgets every session recorded for one peer, across its JID aliases.

  



  
    
      
    
    
      install_refreshed_identity(state, jid, bundle)



        
          
        

    

  


  

      

          @spec install_refreshed_identity(ExWapp.Session.Worker.t(), String.t(), map()) ::
  ExWapp.Session.Worker.t()


      


Replaces a peer's session from a freshly fetched prekey bundle.
Used after an identity change: the old session can no longer decrypt, so it is
rebuilt with force: true. An unusable bundle is logged and the state is left
alone rather than raising inside the session process.

  



  
    
      
    
    
      load(store)



        
          
        

    

  


  

      

          @spec load(ExWapp.Store.t() | nil) :: ExWapp.Signal.SessionStore.t() | nil


      


Loads the persisted sessions, falling back to an empty set.

  



  
    
      
    
    
      normalize(persisted)



        
          
        

    

  


  

      

          @spec normalize(term()) :: ExWapp.Signal.SessionStore.t()


      


Coerces a persisted or in-memory session set into the ETS-backed form.

  



  
    
      
    
    
      persist(store, sessions)



        
          
        

    

  


  

      

          @spec persist(ExWapp.Store.t() | nil, ExWapp.Signal.SessionStore.t()) :: :ok


      


Mirrors the in-memory sessions to the store, flushing them to disk.

  



  
    
      
    
    
      refresh_on_connect(state)



        
          
        

    

  


  

      

          @spec refresh_on_connect(ExWapp.Session.Worker.t()) :: ExWapp.Session.Worker.t()


      


Prunes sessions a new connection should not reuse.
With signal.reset_sessions_on_connect every session goes; otherwise only the
one-way ones, which are the sessions a peer never answered on and which would
otherwise make the next send undecryptable.

  


        

      


  

    
ExWapp.Session.Worker.Subscribers 
    



      
Subscriber bookkeeping for QR and message streams.

      


      
        Summary


  
    Functions
  


    
      
        broadcast_call(session_id, call)

      


        Broadcasts one call-log state change parsed from an inbound <call> stanza.



    


    
      
        broadcast_delivery(session_id, message_id, status, meta)

      


        Broadcasts the server's verdict on an outbound message.



    


    
      
        broadcast_error(session_id, reason)

      


        Broadcasts a session error via lifecycle PubSub topics.



    


    
      
        broadcast_health(session_id, event)

      


        Broadcasts session health events (errors, drops, retries, guard trips).



    


    
      
        broadcast_lifecycle(session_id, event)

      


        Broadcasts a session lifecycle event via PubSub.



    


    
      
        broadcast_reconnecting(session_id, reason)

      


        Broadcasts a transient reconnect notice via lifecycle PubSub topics.



    


    
      
        cleanup_dead_subscriber(state, dead_mon)

      


    


    
      
        notify_message_subscribers(state, jid, message)

      


    


    
      
        notify_qr(state, event, emit_telemetry_fun)

      


    


    
      
        remove_message_subscriber(state, ref)

      


    


    
      
        remove_qr_subscriber(state, ref)

      


    





      


      
        Functions


        


  
    
      
    
    
      broadcast_call(session_id, call)



        
          
        

    

  


  

      

          @spec broadcast_call(term(), ExWapp.Call.t()) :: :ok


      


Broadcasts one call-log state change parsed from an inbound <call> stanza.
Published because only the session observes call signalling; without it a
caller would have to poll ExWapp.Call.list/2 to notice a ringing or missed
call. Every phase change ships the merged %ExWapp.Call{}, so subscribers
read the current status from the struct itself.
Events are sent on:
	per-session: "ex_wapp:calls:<session_id>" with {:ex_wapp_call, call}
	global: "ex_wapp:calls" with {session_id, {:ex_wapp_call, call}}


  



  
    
      
    
    
      broadcast_delivery(session_id, message_id, status, meta)



        
          
        

    

  


  

      

          @spec broadcast_delivery(term(), String.t(), atom(), map()) :: :ok


      


Broadcasts the server's verdict on an outbound message.
WhatsApp answers a message it accepts with an <ack> and stays silent for one
it drops, so this is the only positive confirmation a sender ever gets. It is
published because the session already observes it while the caller cannot:
without it the only way to learn a send succeeded is to poll stored message
status, which is both slower and unable to distinguish "refused" from "no
answer yet".
Events are sent on:
	per-session: "ex_wapp:delivery:<session_id>"
	global: "ex_wapp:delivery" with {session_id, payload}

Message format:
	{:ex_wapp_delivery, message_id, :sent, %{jid: jid}}
	{:ex_wapp_delivery, message_id, :failed, %{jid: jid, error: %ExWapp.Error.Ack{}}}


  



  
    
      
    
    
      broadcast_error(session_id, reason)



        
          
        

    

  


  

      

          @spec broadcast_error(term(), term()) :: :ok


      


Broadcasts a session error via lifecycle PubSub topics.
Message format:
	{:ex_wapp_session, :error, reason}


  



  
    
      
    
    
      broadcast_health(session_id, event)



        
          
        

    

  


  

      

          @spec broadcast_health(term(), term()) :: :ok


      


Broadcasts session health events (errors, drops, retries, guard trips).
Events are sent on:
	per-session: "ex_wapp:health:<session_id>"
	global: "ex_wapp:health" with {session_id, payload}


  



  
    
      
    
    
      broadcast_lifecycle(session_id, event)



        
          
        

    

  


  

      

          @spec broadcast_lifecycle(term(), term()) :: :ok


      


Broadcasts a session lifecycle event via PubSub.
Events are sent on two topics:
	Per-session: "ex_wapp:session:<session_id>" with payload as-is
	Global: "ex_wapp:session" with {session_id, payload}


  



  
    
      
    
    
      broadcast_reconnecting(session_id, reason)



        
          
        

    

  


  

      

          @spec broadcast_reconnecting(term(), term()) :: :ok


      


Broadcasts a transient reconnect notice via lifecycle PubSub topics.
Emitted for recoverable server-side conditions (e.g. 503/515 stream
errors) so owners can stay calm instead of treating them as a hard error.
Message format:
	{:ex_wapp_session, :reconnecting, reason}


  



  
    
      
    
    
      cleanup_dead_subscriber(state, dead_mon)



        
          
        

    

  


  

      

          @spec cleanup_dead_subscriber(ExWapp.Session.Worker.t(), reference()) ::
  ExWapp.Session.Worker.t()


      



  



  
    
      
    
    
      notify_message_subscribers(state, jid, message)



        
          
        

    

  


  

      

          @spec notify_message_subscribers(ExWapp.Session.Worker.t(), String.t(), map()) :: :ok


      



  



  
    
      
    
    
      notify_qr(state, event, emit_telemetry_fun)



        
          
        

    

  


  

      

          @spec notify_qr(ExWapp.Session.Worker.t(), term(), (-> any())) :: :ok


      



  



  
    
      
    
    
      remove_message_subscriber(state, ref)



        
          
        

    

  


  

      

          @spec remove_message_subscriber(ExWapp.Session.Worker.t(), reference()) ::
  ExWapp.Session.Worker.t()


      



  



  
    
      
    
    
      remove_qr_subscriber(state, ref)



        
          
        

    

  


  

      

          @spec remove_qr_subscriber(ExWapp.Session.Worker.t(), reference()) ::
  ExWapp.Session.Worker.t()


      



  


        

      


  

    
ExWapp.Signal 
    



      
Manages Signal protocol key material and session state.
The WhatsApp Web stack uses X3DH for session setup and the Double Ratchet
for transport messages. This module generates the initial identity and
pre-keys that must be published to the server and returns a structure that
can be persisted by the store backend.

      


      
        Summary


  
    Types
  


    
      
        identity_key()

      


    


    
      
        one_time_prekey()

      


    


    
      
        signal_info()

      


    


    
      
        signal_state()

      


    


    
      
        signed_prekey()

      


    





  
    Functions
  


    
      
        bootstrap(params)

      


        Initialises local identity and pre-key material.



    





      


      
        Types


        


  
    
      
    
    
      identity_key()



        
          
        

    

  


  

      

          @type identity_key() :: %{public: binary(), private: binary()}


      



  



  
    
      
    
    
      one_time_prekey()



        
          
        

    

  


  

      

          @type one_time_prekey() :: %{id: pos_integer(), public: binary(), private: binary()}


      



  



  
    
      
    
    
      signal_info()



        
          
        

    

  


  

      

          @type signal_info() :: %{
  registration_id: pos_integer(),
  device_id: non_neg_integer(),
  identity_key: binary(),
  signed_prekey: %{id: pos_integer(), public: binary(), signature: binary()},
  prekey: %{id: pos_integer(), public: binary()},
  bundle: map()
}


      



  



  
    
      
    
    
      signal_state()



        
          
        

    

  


  

      

          @type signal_state() :: %{
  identity_key: identity_key(),
  registration_id: pos_integer(),
  device_id: non_neg_integer(),
  signed_prekeys: %{optional(pos_integer()) => signed_prekey()},
  prekeys: %{optional(pos_integer()) => one_time_prekey()},
  next_prekey_id: pos_integer(),
  sessions: map(),
  updated_at: integer()
}


      



  



  
    
      
    
    
      signed_prekey()



        
          
        

    

  


  

      

          @type signed_prekey() :: %{
  id: pos_integer(),
  public: binary(),
  private: binary(),
  signature: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      bootstrap(params)



        
          
        

    

  


  

      

          @spec bootstrap(map()) :: {:ok, signal_info(), signal_state()} | {:error, term()}


      


Initialises local identity and pre-key material.
Returns a tuple containing the published bundle information together with the
internal state that should be persisted.

  


        

      


  

    
ExWapp.Signal.Adapter 
    



      
Pure Elixir Signal adapter.
Historically this project had both Rust NIF and Elixir implementations.
To keep protocol debugging predictable, the adapter now exposes a single
implementation: ExWapp.Signal.Session.

      


      
        Summary


  
    Types
  


    
      
        impl()

      


    





  
    Functions
  


    
      
        create_session(local_identity, remote_bundle)

      


        Creates a new session using X3DH key agreement.



    


    
      
        debug_message(message)

      


        Debug: dump a message's structure.



    


    
      
        decrypt(session, ciphertext)

      


        Decrypts a regular Signal message.



    


    
      
        decrypt_prekey_message(ciphertext, local_identity, local_prekeys)

      


        Decrypts a PreKeySignalMessage (initial message from new sender).



    


    
      
        decrypt_prekey_message_with_session(session, ciphertext)

      


        Decrypts a PreKeySignalMessage using an existing session.



    


    
      
        encrypt(session, plaintext, opts \\ [])

      


        Encrypts a message using the session.



    


    
      
        encrypt_prekey_message(session, plaintext, bundle_info)

      


        Encrypts a first message (PreKeySignalMessage).



    


    
      
        generate_key_pair()

      


        Generate a new Curve25519 key pair.



    


    
      
        generate_signed_prekey(identity_private)

      


        Generate a signed prekey with XEdDSA signature.



    


    
      
        get_impl()

      


    


    
      
        impl_module()

      


    


    
      
        info()

      


        Returns info about the current implementation.



    


    
      
        set_impl(atom)

      


    


    
      
        verify_signature(public_key, message, signature)

      


        Verify XEdDSA signature.



    





      


      
        Types


        


  
    
      
    
    
      impl()



        
          
        

    

  


  

      

          @type impl() :: :elixir


      



  


        

      

      
        Functions


        


  
    
      
    
    
      create_session(local_identity, remote_bundle)



        
          
        

    

  


  

      

          @spec create_session(map(), map()) :: {:ok, map(), binary()} | {:error, term()}


      


Creates a new session using X3DH key agreement.

  



  
    
      
    
    
      debug_message(message)



        
          
        

    

  


  

      

          @spec debug_message(binary()) :: String.t()


      


Debug: dump a message's structure.

  



  
    
      
    
    
      decrypt(session, ciphertext)



        
          
        

    

  


  

      

          @spec decrypt(map(), binary()) :: {:ok, binary(), map()} | {:error, term()}


      


Decrypts a regular Signal message.

  



  
    
      
    
    
      decrypt_prekey_message(ciphertext, local_identity, local_prekeys)



        
          
        

    

  


  

      

          @spec decrypt_prekey_message(binary(), map(), map()) ::
  {:ok, binary(), map()} | {:error, term()}


      


Decrypts a PreKeySignalMessage (initial message from new sender).

  



  
    
      
    
    
      decrypt_prekey_message_with_session(session, ciphertext)



        
          
        

    

  


  

      

          @spec decrypt_prekey_message_with_session(map(), binary()) ::
  {:ok, binary(), map()} | {:error, term()}


      


Decrypts a PreKeySignalMessage using an existing session.

  



    

  
    
      
    
    
      encrypt(session, plaintext, opts \\ [])



        
          
        

    

  


  

      

          @spec encrypt(map(), binary(), keyword()) :: {:ok, binary(), map()}


      


Encrypts a message using the session.
Options
	:is_prekey - Whether to wrap in PreKeySignalMessage (default: false)
	:bundle_info - Bundle info for PreKeySignalMessage (required if is_prekey)

Returns {:ok, ciphertext, updated_session}.

  



  
    
      
    
    
      encrypt_prekey_message(session, plaintext, bundle_info)



        
          
        

    

  


  

      

          @spec encrypt_prekey_message(map(), binary(), map()) :: {:ok, binary(), map()}


      


Encrypts a first message (PreKeySignalMessage).
Convenience wrapper for encrypt/3 with is_prekey: true.

  



  
    
      
    
    
      generate_key_pair()



        
          
        

    

  


  

      

          @spec generate_key_pair() :: {binary(), binary()}


      


Generate a new Curve25519 key pair.

  



  
    
      
    
    
      generate_signed_prekey(identity_private)



        
          
        

    

  


  

      

          @spec generate_signed_prekey(binary()) :: {binary(), binary(), binary()}


      


Generate a signed prekey with XEdDSA signature.

  



  
    
      
    
    
      get_impl()



        
          
        

    

  


  

      

          @spec get_impl() :: impl()


      



  



  
    
      
    
    
      impl_module()



        
          
        

    

  


  

      

          @spec impl_module() :: module()


      



  



  
    
      
    
    
      info()



        
          
        

    

  


  

      

          @spec info() :: map()


      


Returns info about the current implementation.

  



  
    
      
    
    
      set_impl(atom)



        
          
        

    

  


  

      

          @spec set_impl(:elixir | :native) :: :ok


      



  



  
    
      
    
    
      verify_signature(public_key, message, signature)



        
          
        

    

  


  

      

          @spec verify_signature(binary(), binary(), binary()) :: boolean()


      


Verify XEdDSA signature.

  


        

      


  

    
ExWapp.Signal.Encryption 
    



      
High-level Signal encryption/decryption for WhatsApp messages.
Handles the full flow of:
	Fetching prekeys for new recipients
	Creating/using Signal sessions
	Encrypting outgoing messages
	Decrypting incoming messages


      


      
        Summary


  
    Functions
  


    
      
        decrypt_from_sender(session, jid, ciphertext, enc_type)

      


        Decrypts an incoming message.



    


    
      
        decrypt_from_sender_sync(store, signal_sessions, jid, ciphertext, enc_type, opts \\ [])

      


        Decrypts an incoming message without GenServer calls (safe inside Session handlers).



    


    
      
        encrypt_for_recipient(session, jid, plaintext)

      


        Encrypts a message for a recipient.



    


    
      
        encrypt_for_recipient_sync(store, signal_sessions, jid, plaintext, remote_bundle \\ %{})

      


        Encrypts a message for a recipient (synchronous version - no GenServer calls).



    


    
      
        pad_message(plaintext)

      


        Pads plaintext according to WhatsApp's padding scheme.



    


    
      
        unpad_message(padded)

      


        Unpads a decrypted message.



    


    
      
        unpad_message(padded, version)

      


    





      


      
        Functions


        


  
    
      
    
    
      decrypt_from_sender(session, jid, ciphertext, enc_type)



        
          
        

    

  


  

      

          @spec decrypt_from_sender(pid(), String.t(), binary(), atom()) ::
  {:ok, binary()} | {:error, term()}


      


Decrypts an incoming message.

  



    

  
    
      
    
    
      decrypt_from_sender_sync(store, signal_sessions, jid, ciphertext, enc_type, opts \\ [])



        
          
        

    

  


  

      

          @spec decrypt_from_sender_sync(
  any(),
  any(),
  String.t(),
  binary(),
  atom() | String.t(),
  keyword()
) ::
  {:ok, binary(), any()} | {:error, term()}


      


Decrypts an incoming message without GenServer calls (safe inside Session handlers).
A prekey envelope with state: "false" consumes its one-time prekey after
successful authentication but does not save or replace a Signal session.

  



  
    
      
    
    
      encrypt_for_recipient(session, jid, plaintext)



        
          
        

    

  


  

      

          @spec encrypt_for_recipient(pid(), String.t(), binary()) ::
  {:ok, binary(), :prekey | :whisper} | {:error, term()}


      


Encrypts a message for a recipient.
Will fetch prekeys and create a session if needed.
Returns the encrypted payload and whether it's a prekey message.

  



    

  
    
      
    
    
      encrypt_for_recipient_sync(store, signal_sessions, jid, plaintext, remote_bundle \\ %{})



        
          
        

    

  


  

      

          @spec encrypt_for_recipient_sync(any(), any(), String.t(), binary(), map()) ::
  {:ok, binary(), :prekey | :whisper, any()} | {:error, term()}


      


Encrypts a message for a recipient (synchronous version - no GenServer calls).
This avoids deadlock when called from within a GenServer handle_call.

  



  
    
      
    
    
      pad_message(plaintext)



        
          
        

    

  


  

      

          @spec pad_message(binary()) :: binary()


      


Pads plaintext according to WhatsApp's padding scheme.
WhatsApp uses PKCS7-like padding with random suffix to obscure message length.

  



  
    
      
    
    
      unpad_message(padded)



        
          
        

    

  


  

      

          @spec unpad_message(binary()) :: binary()


      


Unpads a decrypted message.

  



  
    
      
    
    
      unpad_message(padded, version)



        
          
        

    

  


  

      

          @spec unpad_message(binary(), integer() | String.t() | nil) :: binary()


      



  


        

      


  

    
ExWapp.Signal.Keys 
    



      
Generates Signal Curve25519 key material and implements XEdDSA signatures.
This is the cryptographic key boundary for identities, one-time prekeys, signed
prekeys, and ADV device signatures.

      


      
        Summary


  
    Functions
  


    
      
        generate_key_pair()

      


        Generate a new Curve25519 key pair suitable for Signal identity or pre-keys.



    


    
      
        generate_prekey(id)

      


        Generate an unsigned one-time pre-key map.



    


    
      
        generate_signed_prekey(map, id)

      


        Generate a signed pre-key using the identity key pair.



    


    
      
        sign(identity_private, curve25519_public)

      


        Sign the given Curve25519 public key using the identity private key with the
Signal-specific XEdDSA scheme.



    


    
      
        sign_message(identity_private, message)

      


        Sign an arbitrary message using XEdDSA (Signal's curve25519 signature scheme).
This is used for device signatures in ADV pairing.



    


    
      
        verify(identity_public, curve25519_public, signature)

      


        Verify a signature produced by sign/2.



    


    
      
        verify_message(identity_public, message, signature)

      


        Verify a signature produced by sign_message/2 for an arbitrary message.



    





      


      
        Functions


        


  
    
      
    
    
      generate_key_pair()



        
          
        

    

  


  

Generate a new Curve25519 key pair suitable for Signal identity or pre-keys.

  



  
    
      
    
    
      generate_prekey(id)



        
          
        

    

  


  

Generate an unsigned one-time pre-key map.

  



  
    
      
    
    
      generate_signed_prekey(map, id)



        
          
        

    

  


  

Generate a signed pre-key using the identity key pair.

  



  
    
      
    
    
      sign(identity_private, curve25519_public)



        
          
        

    

  


  

Sign the given Curve25519 public key using the identity private key with the
Signal-specific XEdDSA scheme.

  



  
    
      
    
    
      sign_message(identity_private, message)



        
          
        

    

  


  

Sign an arbitrary message using XEdDSA (Signal's curve25519 signature scheme).
This is used for device signatures in ADV pairing.

  



  
    
      
    
    
      verify(identity_public, curve25519_public, signature)



        
          
        

    

  


  

Verify a signature produced by sign/2.

  



  
    
      
    
    
      verify_message(identity_public, message, signature)



        
          
        

    

  


  

Verify a signature produced by sign_message/2 for an arbitrary message.

  


        

      


  

    
ExWapp.Signal.PrekeyFetcher 
    



      
Fetches prekey bundles from WhatsApp server for establishing Signal sessions.

      


      
        Summary


  
    Functions
  


    
      
        fetch_prekeys(session, jid)

      


        Fetches prekey bundle for a recipient JID.



    


    
      
        fetch_prekeys_batch(session, jids)

      


        Fetches prekey bundles for multiple recipients at once.



    





      


      
        Functions


        


  
    
      
    
    
      fetch_prekeys(session, jid)



        
          
        

    

  


  

      

          @spec fetch_prekeys(pid(), String.t()) :: {:ok, map()} | {:error, term()}


      


Fetches prekey bundle for a recipient JID.
Sends an IQ query and waits for the response.

  



  
    
      
    
    
      fetch_prekeys_batch(session, jids)



        
          
        

    

  


  

      

          @spec fetch_prekeys_batch(pid(), [String.t()]) ::
  {:ok, %{required(String.t()) => map()}} | {:error, term()}


      


Fetches prekey bundles for multiple recipients at once.

  


        

      


  

    
ExWapp.Signal.SenderKey 
    



      
Group sender-key support for WhatsApp skmsg payloads.
Handles:
	processing sender key distribution messages from decrypted WA message payloads
	decrypting sender-key group messages (enc type="skmsg")


      


      
        Summary


  
    Types
  


    
      
        sender_key_message_keys()

      


    


    
      
        sender_key_state()

      


    





  
    Functions
  


    
      
        create_outbound_distribution_message(store, group_jid, sender_jid)

      


        Creates (or reuses) the local outbound sender-key state and returns a WA message
payload containing senderKeyDistributionMessage (field 2).



    


    
      
        decrypt_group_message(store, group_jid, sender_jid, ciphertext)

      


        Decrypts a group sender-key message (skmsg) for a specific group and sender.



    


    
      
        encrypt_outbound_group_message(store, group_jid, sender_jid, plaintext)

      


        Encrypts plaintext for outbound group send as a sender-key message (skmsg).



    


    
      
        process_distributions_from_plaintext(store, group_jid_hint, sender_jid, plaintext)

      


        Parses and persists any sender key distribution payloads found inside a decrypted
WhatsApp message protobuf.



    





      


      
        Types


        


  
    
      
    
    
      sender_key_message_keys()



        
          
        

    

  


  

      

          @type sender_key_message_keys() :: %{iv: binary(), cipher_key: binary()}


      



  



  
    
      
    
    
      sender_key_state()



        
          
        

    

  


  

      

          @type sender_key_state() :: %{
  id: non_neg_integer(),
  iteration: non_neg_integer(),
  chain_key: binary(),
  signing_key: binary(),
  signing_private: binary() | nil,
  message_keys: %{optional(non_neg_integer()) => sender_key_message_keys()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      create_outbound_distribution_message(store, group_jid, sender_jid)



        
          
        

    

  


  

      

          @spec create_outbound_distribution_message(ExWapp.Store.t(), term(), term()) ::
  {:ok, binary()} | {:error, term()}


      


Creates (or reuses) the local outbound sender-key state and returns a WA message
payload containing senderKeyDistributionMessage (field 2).

  



  
    
      
    
    
      decrypt_group_message(store, group_jid, sender_jid, ciphertext)



        
          
        

    

  


  

      

          @spec decrypt_group_message(ExWapp.Store.t(), term(), term(), binary()) ::
  {:ok, binary()} | {:error, term()}


      


Decrypts a group sender-key message (skmsg) for a specific group and sender.

  



  
    
      
    
    
      encrypt_outbound_group_message(store, group_jid, sender_jid, plaintext)



        
          
        

    

  


  

      

          @spec encrypt_outbound_group_message(ExWapp.Store.t(), term(), term(), binary()) ::
  {:ok, binary()} | {:error, term()}


      


Encrypts plaintext for outbound group send as a sender-key message (skmsg).

  



  
    
      
    
    
      process_distributions_from_plaintext(store, group_jid_hint, sender_jid, plaintext)



        
          
        

    

  


  

      

          @spec process_distributions_from_plaintext(
  ExWapp.Store.t() | nil,
  term(),
  term(),
  binary()
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Parses and persists any sender key distribution payloads found inside a decrypted
WhatsApp message protobuf.
Returns {:ok, processed_count}.

  


        

      


  

    
ExWapp.Signal.Session 
    



      
Signal Protocol session management for WhatsApp encryption.
Implements:
	X3DH (Extended Triple Diffie-Hellman) key agreement
	Double Ratchet Algorithm for forward secrecy
	AES-256-CBC + HMAC-SHA256 message encryption (proper Signal format)


      


      
        Summary


  
    Types
  


    
      
        chain_state()

      


    


    
      
        encrypted_message()

      


    


    
      
        session_state()

      


    





  
    Functions
  


    
      
        create_session(local_identity, remote_bundle)

      


        Creates a new session using X3DH key agreement.



    


    
      
        decrypt(session, ciphertext)

      


        Decrypts a regular Signal message.



    


    
      
        decrypt_prekey_message(message, local_identity, local_prekeys)

      


        Decrypts a PreKeySignalMessage (initial message from a new sender).



    


    
      
        decrypt_prekey_message_with_session(session, message)

      


        Decrypts a PreKeySignalMessage using an already-established session.



    


    
      
        encrypt(session, plaintext)

      


        Encrypts a message using the session.



    


    
      
        encrypt_prekey_message(session, plaintext, bundle_info)

      


        Encrypts a message and returns a PreKeySignalMessage for initial messages.
Uses proper Signal Protocol wire format.



    





      


      
        Types


        


  
    
      
    
    
      chain_state()



        
          
        

    

  


  

      

          @type chain_state() :: %{
  key: binary(),
  counter: non_neg_integer(),
  message_keys: %{required(non_neg_integer()) => binary()}
}


      



  



  
    
      
    
    
      encrypted_message()



        
          
        

    

  


  

      

          @type encrypted_message() :: %{
  type: :prekey_message | :message,
  registration_id: non_neg_integer(),
  prekey_id: non_neg_integer() | nil,
  signed_prekey_id: non_neg_integer(),
  base_key: binary() | nil,
  identity_key: binary(),
  ciphertext: binary()
}


      



  



  
    
      
    
    
      session_state()



        
          
        

    

  


  

      

          @type session_state() :: %{
  optional(:initiator_base_key) => binary(),
  remote_identity_key: binary(),
  local_identity_key: %{public: binary(), private: binary()},
  root_key: binary(),
  sending_chain: chain_state() | nil,
  receiving_chain: chain_state() | nil,
  receiving_chains: %{optional(binary()) => chain_state()},
  previous_counter: non_neg_integer(),
  ratchet_key: %{public: binary(), private: binary()} | nil,
  remote_ratchet_key: binary() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      create_session(local_identity, remote_bundle)



        
          
        

    

  


  

      

          @spec create_session(map(), map()) ::
  {:ok, session_state(), binary()} | {:error, term()}


      


Creates a new session using X3DH key agreement.
Uses the recipient's prekey bundle to establish a shared secret.

  



  
    
      
    
    
      decrypt(session, ciphertext)



        
          
        

    

  


  

      

          @spec decrypt(session_state(), binary()) ::
  {:ok, binary(), session_state()} | {:error, term()}


      


Decrypts a regular Signal message.

  



  
    
      
    
    
      decrypt_prekey_message(message, local_identity, local_prekeys)



        
          
        

    

  


  

      

          @spec decrypt_prekey_message(binary(), map(), map()) ::
  {:ok, binary(), session_state()} | {:error, term()}


      


Decrypts a PreKeySignalMessage (initial message from a new sender).

  



  
    
      
    
    
      decrypt_prekey_message_with_session(session, message)



        
          
        

    

  


  

      

          @spec decrypt_prekey_message_with_session(session_state(), binary()) ::
  {:ok, binary(), session_state()} | {:error, term()}


      


Decrypts a PreKeySignalMessage using an already-established session.
WhatsApp can keep wrapping sync traffic as pkmsg even when a session already exists.
In that case, we must decrypt the inner SignalMessage with the current ratchet state
instead of re-running X3DH and replacing the session.

  



  
    
      
    
    
      encrypt(session, plaintext)



        
          
        

    

  


  

      

          @spec encrypt(session_state(), binary()) :: {:ok, binary(), session_state()}


      


Encrypts a message using the session.
Returns the encrypted ciphertext and updated session state.
Uses proper Signal Protocol wire format with AES-CBC + HMAC.

  



  
    
      
    
    
      encrypt_prekey_message(session, plaintext, bundle_info)



        
          
        

    

  


  

      

          @spec encrypt_prekey_message(session_state(), binary(), map()) ::
  {:ok, binary(), session_state()}


      


Encrypts a message and returns a PreKeySignalMessage for initial messages.
Uses proper Signal Protocol wire format.

  


        

      


  

    
ExWapp.Signal.SessionStore 
    



      
Manages Signal sessions for multiple recipients.
Sessions are stored per (user, device) pair and persisted to the main store.
Uses ExWapp.Signal.Adapter to switch between Signal implementations.

      


      
        Summary


  
    Types
  


    
      
        pending_prekey()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        attach(table)

      


        Attaches to an existing ETS-backed session store table.



    


    
      
        copy_session(store, source_jid, alias_jid)

      


        Copies a device session and its pending pre-key state to a PN/LID alias.



    


    
      
        decrypt_message(store, jid, ciphertext, is_prekey_message, local_identity, local_prekeys, opts \\ [])

      


        Decrypts a message from a sender.



    


    
      
        delete_pending_prekey(store, jid)

      


        Removes the pending outbound pre-key wrapper for one device session.



    


    
      
        delete_session(store, jid)

      


        Removes a session for a recipient JID.



    


    
      
        delete_sessions_for_user(store, jid, lid_mapping \\ %{})

      


        Deletes cached sessions for the target JID and any PN<->LID aliases derived from
the current mapping store. Matching is done on the stripped base JID so all
device variants are cleared together.



    


    
      
        encrypt_message(store, jid, plaintext, local_identity, local_registration_id, remote_bundle)

      


        Encrypts a message to a recipient.



    


    
      
        evict_one_way_sessions(store, min_age_ms, now_ms \\ System.system_time(:millisecond))

      


        Deletes sessions this device has only ever sent on.



    


    
      
        get_or_create_session(store, jid, local_identity, remote_bundle, local_registration_id)

      


        Creates or gets a session for a recipient.



    


    
      
        get_or_create_session(store, jid, local_identity, remote_bundle, local_registration_id, opts)

      


        Creates or gets a session for a recipient with options.



    


    
      
        get_pending_prekey(store, jid)

      


        Gets the pending outbound pre-key wrapper for a device session.



    


    
      
        get_session(store, jid)

      


        Gets a session for a recipient JID.



    


    
      
        has_session?(store, jid)

      


        Checks if we have a session for a recipient.



    


    
      
        list_sessions(store)

      


        Lists all JIDs with active sessions.



    


    
      
        new()

      


        Creates a new empty session store.



    


    
      
        new_ets(initial \\ nil)

      


        Creates a lightweight ETS-backed session store reference.



    


    
      
        put_pending_prekey(store, jid, pending_prekey)

      


        Stores the pending outbound pre-key wrapper for one device session.



    


    
      
        put_session(store, jid, session)

      


        Stores a session for a recipient JID.



    


    
      
        replace(store, snapshot)

      


        Replaces the backend contents with the provided snapshot and returns the store.



    


    
      
        session_touched_at(store, jid)

      


        Returns the last-touch timestamp for a stored session, in wall-clock milliseconds.



    


    
      
        snapshot(store)

      


        Returns a plain snapshot map for persistence/debugging.



    


    
      
        stale_or_missing?(store, candidate_jids, max_age_ms, now_ms \\ System.system_time(:millisecond))

      


        Returns true when none of the candidate JIDs has a recent session touch timestamp.



    


    
      
        store?(arg1)

      


        Returns true when the given value is a valid session-store backend.



    


    
      
        update_session(store, jid, session)

      


        Updates a session after encryption/decryption.



    





      


      
        Types


        


  
    
      
    
    
      pending_prekey()



        
          
        

    

  


  

      

          @type pending_prekey() :: %{
  :base_key => binary(),
  :signed_prekey_id => non_neg_integer(),
  optional(:prekey_id) => non_neg_integer() | nil
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() ::
  %{
    sessions: %{required(String.t()) => map()},
    pending_prekeys: %{required(String.t()) => map()},
    session_touched_at_ms: %{required(String.t()) => integer()}
  }
  | ExWapp.Signal.SessionStore.Ref.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      attach(table)



        
          
        

    

  


  

      

          @spec attach(term()) :: t()


      


Attaches to an existing ETS-backed session store table.

  



  
    
      
    
    
      copy_session(store, source_jid, alias_jid)



        
          
        

    

  


  

      

          @spec copy_session(t(), String.t(), String.t()) :: t()


      


Copies a device session and its pending pre-key state to a PN/LID alias.

  



    

  
    
      
    
    
      decrypt_message(store, jid, ciphertext, is_prekey_message, local_identity, local_prekeys, opts \\ [])



        
          
        

    

  


  

      

          @spec decrypt_message(t(), String.t(), binary(), boolean(), map(), map(), keyword()) ::
  {:ok, binary(), t()} | {:error, term()}


      


Decrypts a message from a sender.
With stateless: true, prekey messages are decrypted against a temporary
copy of the sender's session. No session, alias or pending prekey is changed.

  



  
    
      
    
    
      delete_pending_prekey(store, jid)



        
          
        

    

  


  

      

          @spec delete_pending_prekey(t(), String.t()) :: t()


      


Removes the pending outbound pre-key wrapper for one device session.

  



  
    
      
    
    
      delete_session(store, jid)



        
          
        

    

  


  

      

          @spec delete_session(t(), String.t()) :: t()


      


Removes a session for a recipient JID.

  



    

  
    
      
    
    
      delete_sessions_for_user(store, jid, lid_mapping \\ %{})



        
          
        

    

  


  

      

          @spec delete_sessions_for_user(t(), String.t(), map()) :: t()


      


Deletes cached sessions for the target JID and any PN<->LID aliases derived from
the current mapping store. Matching is done on the stripped base JID so all
device variants are cleared together.

  



  
    
      
    
    
      encrypt_message(store, jid, plaintext, local_identity, local_registration_id, remote_bundle)



        
          
        

    

  


  

      

          @spec encrypt_message(t(), String.t(), binary(), map(), non_neg_integer(), map()) ::
  {:ok, binary(), :prekey | :whisper, t()} | {:error, term()}


      


Encrypts a message to a recipient.
Creates a session if needed using the provided prekey bundle.
Returns either a PreKeySignalMessage (new session) or regular SignalMessage.

  



    

  
    
      
    
    
      evict_one_way_sessions(store, min_age_ms, now_ms \\ System.system_time(:millisecond))



        
          
        

    

  


  

      

          @spec evict_one_way_sessions(t(), non_neg_integer(), integer()) :: {t(), [String.t()]}


      


Deletes sessions this device has only ever sent on.
A session with traffic in one direction and nothing coming back is the shape a
desync leaves behind: the peer dropped its half and re-initiated, this device
never managed to adopt the new one, and every send since has been encrypted
against a ratchet the peer abandoned. The server answers those with
<ack error="463"> forever, because nothing in the send path ever concludes
that the session itself is the problem.
It is also the shape of a perfectly healthy session to someone who has not
replied yet, so age is what tells them apart — hence min_age_ms, and hence
calling this at connect rather than mid-conversation. An unstamped session is
treated as old: timestamps are written on every store, so their absence means
the session outlived the process that made it.
Returns the store and the JIDs that were dropped. The next send to those peers
fetches a fresh bundle and negotiates from scratch.

  



  
    
      
    
    
      get_or_create_session(store, jid, local_identity, remote_bundle, local_registration_id)



        
          
        

    

  


  

      

          @spec get_or_create_session(t(), String.t(), map(), map(), non_neg_integer()) ::
  {:ok, map(), binary() | nil, t()} | {:error, term()}


      


Creates or gets a session for a recipient.
If no session exists, uses the prekey bundle to create one.

  



  
    
      
    
    
      get_or_create_session(store, jid, local_identity, remote_bundle, local_registration_id, opts)



        
          
        

    

  


  

      

          @spec get_or_create_session(
  t(),
  String.t(),
  map(),
  map(),
  non_neg_integer(),
  keyword()
) ::
  {:ok, map(), binary() | nil, t()} | {:error, term()}


      


Creates or gets a session for a recipient with options.
Options
	:force - force creation from the supplied bundle even if a session exists.


  



  
    
      
    
    
      get_pending_prekey(store, jid)



        
          
        

    

  


  

      

          @spec get_pending_prekey(t(), String.t()) :: {:ok, pending_prekey()} | :not_found


      


Gets the pending outbound pre-key wrapper for a device session.
A pending wrapper remains active until that same device proves the Signal
session by sending a message that decrypts successfully.

  



  
    
      
    
    
      get_session(store, jid)



        
          
        

    

  


  

      

          @spec get_session(t(), String.t()) :: {:ok, map()} | :not_found


      


Gets a session for a recipient JID.

  



  
    
      
    
    
      has_session?(store, jid)



        
          
        

    

  


  

      

          @spec has_session?(t(), String.t()) :: boolean()


      


Checks if we have a session for a recipient.

  



  
    
      
    
    
      list_sessions(store)



        
          
        

    

  


  

      

          @spec list_sessions(t()) :: [String.t()]


      


Lists all JIDs with active sessions.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t()


      


Creates a new empty session store.

  



    

  
    
      
    
    
      new_ets(initial \\ nil)



        
          
        

    

  


  

      

          @spec new_ets(t() | nil) :: t()


      


Creates a lightweight ETS-backed session store reference.

  



  
    
      
    
    
      put_pending_prekey(store, jid, pending_prekey)



        
          
        

    

  


  

      

          @spec put_pending_prekey(t(), String.t(), pending_prekey()) :: t()


      


Stores the pending outbound pre-key wrapper for one device session.

  



  
    
      
    
    
      put_session(store, jid, session)



        
          
        

    

  


  

      

          @spec put_session(t(), String.t(), map()) :: t()


      


Stores a session for a recipient JID.

  



  
    
      
    
    
      replace(store, snapshot)



        
          
        

    

  


  

      

          @spec replace(t(), t() | nil) :: t()


      


Replaces the backend contents with the provided snapshot and returns the store.

  



  
    
      
    
    
      session_touched_at(store, jid)



        
          
        

    

  


  

      

          @spec session_touched_at(t(), String.t()) :: integer() | nil


      


Returns the last-touch timestamp for a stored session, in wall-clock milliseconds.

  



  
    
      
    
    
      snapshot(store)



        
          
        

    

  


  

      

          @spec snapshot(t() | nil) :: map() | nil


      


Returns a plain snapshot map for persistence/debugging.

  



    

  
    
      
    
    
      stale_or_missing?(store, candidate_jids, max_age_ms, now_ms \\ System.system_time(:millisecond))



        
          
        

    

  


  

      

          @spec stale_or_missing?(t(), [String.t()], pos_integer(), integer()) :: boolean()


      


Returns true when none of the candidate JIDs has a recent session touch timestamp.

  



  
    
      
    
    
      store?(arg1)



        
          
        

    

  


  

      

          @spec store?(term()) :: boolean()


      


Returns true when the given value is a valid session-store backend.

  



  
    
      
    
    
      update_session(store, jid, session)



        
          
        

    

  


  

      

          @spec update_session(t(), String.t(), map()) :: t()


      


Updates a session after encryption/decryption.

  


        

      


  

    
ExWapp.Signal.SessionStore.Ref 
    



      
Reference to an ETS-backed Signal session store.
Wrapping the table identifier lets the same API support persistent maps and
concurrent runtime storage without leaking ETS details to callers.
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        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Signal.SessionStore.Ref{table: term()}


      



  


        

      


  

    
ExWapp.Signal.WireFormat 
    



      
Signal Protocol wire format implementation.
Based on the official Signal Protocol specification and libsignal-protocol-java.
Wire format:
	SignalMessage: version_byte || protobuf || mac(8 bytes)
	PreKeySignalMessage: version_byte || protobuf

Key format:
	Public keys are serialized as: 0x05 || 32-byte-key (33 bytes total)

Version byte format:
	(current_version << 4) | current_version

	For version 3: 0x33


      


      
        Summary


  
    Functions
  


    
      
        decrypt_aes_cbc(ciphertext, cipher_key, iv)

      


        Decrypts ciphertext using AES-256-CBC and validates PKCS7 padding.



    


    
      
        deserialize_public_key(key)

      


        Deserializes a public key, removing the type prefix.



    


    
      
        encode_varint(value)

      


        Encodes an unsigned integer as a varint.



    


    
      
        encrypt_aes_cbc(plaintext, cipher_key, iv)

      


        Encrypts plaintext using AES-256-CBC with PKCS7 padding.



    


    
      
        message_type(arg1)

      


        Returns the message type atom for the given serialized message.



    


    
      
        parse_prekey_signal_message(arg1)

      


        Parses a serialized PreKeySignalMessage.



    


    
      
        parse_signal_message(arg1)

      


        Parses a serialized SignalMessage.



    


    
      
        serialize_prekey_signal_message(registration_id, prekey_id, signed_prekey_id, base_key, identity_key, signal_message)

      


        Serializes a PreKeySignalMessage.



    


    
      
        serialize_public_key(key)

      


        Serializes a public key with the DJB type prefix (0x05).



    


    
      
        serialize_signal_message(ratchet_key, counter, previous_counter, ciphertext, mac_key, sender_identity, receiver_identity)

      


        Serializes a SignalMessage (whisper message).



    


    
      
        valid_signal_mac?(mac, mac_key, sender_identity, receiver_identity, version_and_proto)

      


        Verifies the Signal MAC over version_and_proto.



    


    
      
        verify_signal_mac(mac, mac_key, sender_identity, receiver_identity, version_and_proto)

      


        Verifies a Signal MAC with compatibility fallbacks used by production WA clients.



    





      


      
        Functions


        


  
    
      
    
    
      decrypt_aes_cbc(ciphertext, cipher_key, iv)



        
          
        

    

  


  

      

          @spec decrypt_aes_cbc(binary(), binary(), binary()) ::
  {:ok, binary()}
  | {:error, :invalid_ciphertext | :invalid_padding | :decrypt_failed}


      


Decrypts ciphertext using AES-256-CBC and validates PKCS7 padding.

  



  
    
      
    
    
      deserialize_public_key(key)



        
          
        

    

  


  

Deserializes a public key, removing the type prefix.

  



  
    
      
    
    
      encode_varint(value)



        
          
        

    

  


  

Encodes an unsigned integer as a varint.

  



  
    
      
    
    
      encrypt_aes_cbc(plaintext, cipher_key, iv)



        
          
        

    

  


  

Encrypts plaintext using AES-256-CBC with PKCS7 padding.
This is the encryption used inside Signal messages (not AES-GCM!).

  



  
    
      
    
    
      message_type(arg1)



        
          
        

    

  


  

Returns the message type atom for the given serialized message.

  



  
    
      
    
    
      parse_prekey_signal_message(arg1)



        
          
        

    

  


  

      

          @spec parse_prekey_signal_message(binary()) :: {:ok, map()} | {:error, term()}


      


Parses a serialized PreKeySignalMessage.
Returns map keys:
	:version_byte
	:registration_id
	:prekey_id
	:signed_prekey_id
	:base_key
	:identity_key
	:message (inner SignalMessage bytes)


  



  
    
      
    
    
      parse_signal_message(arg1)



        
          
        

    

  


  

      

          @spec parse_signal_message(binary()) :: {:ok, map()} | {:error, term()}


      


Parses a serialized SignalMessage.
Returns map keys:
	:version_byte
	:version_and_proto (used for MAC verification)
	:mac
	:ratchet_key (32 bytes)
	:counter
	:previous_counter
	:ciphertext


  



  
    
      
    
    
      serialize_prekey_signal_message(registration_id, prekey_id, signed_prekey_id, base_key, identity_key, signal_message)



        
          
        

    

  


  

Serializes a PreKeySignalMessage.
Args:
	registration_id: sender's registration ID
	prekey_id: one-time prekey ID (optional)
	signed_prekey_id: signed prekey ID
	base_key: ephemeral public key from X3DH
	identity_key: sender's identity public key
	signal_message: already-serialized SignalMessage bytes

Returns the serialized prekey message bytes.

  



  
    
      
    
    
      serialize_public_key(key)



        
          
        

    

  


  

Serializes a public key with the DJB type prefix (0x05).

  



  
    
      
    
    
      serialize_signal_message(ratchet_key, counter, previous_counter, ciphertext, mac_key, sender_identity, receiver_identity)



        
          
        

    

  


  

Serializes a SignalMessage (whisper message).
Args:
	ratchet_key: 32-byte sender's current ratchet public key
	counter: message counter
	previous_counter: previous chain's counter
	ciphertext: AES-CBC encrypted message
	mac_key: key for HMAC
	sender_identity: sender's identity public key
	receiver_identity: receiver's identity public key

Returns the serialized message bytes.

  



  
    
      
    
    
      valid_signal_mac?(mac, mac_key, sender_identity, receiver_identity, version_and_proto)



        
          
        

    

  


  

      

          @spec valid_signal_mac?(binary(), binary(), binary(), binary(), binary()) :: boolean()


      


Verifies the Signal MAC over version_and_proto.

  



  
    
      
    
    
      verify_signal_mac(mac, mac_key, sender_identity, receiver_identity, version_and_proto)



        
          
        

    

  


  

      

          @spec verify_signal_mac(binary(), binary(), binary(), binary(), binary()) ::
  {:ok, atom()} | :error


      


Verifies a Signal MAC with compatibility fallbacks used by production WA clients.
Returns {:ok, strategy} when a check matches, or :error otherwise.

  


        

      


  

    
ExWapp.Store.Codec 
    



      
Versioned codec for persisted ExWapp store data.
The codec writes a gzipped JSON envelope with explicit type tags so session
state survives cold boots without depending on raw BEAM term decoding.
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        decode(blob)

      


    


    
      
        encode(data)

      


    


    
      
        encoded?(arg1)
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          @type decode_result() :: {:ok, map()} | {:error, :unknown_codec | :invalid_store_blob}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(blob)



        
          
        

    

  


  

      

          @spec decode(binary()) :: decode_result()


      



  



  
    
      
    
    
      encode(data)



        
          
        

    

  


  

      

          @spec encode(map()) :: {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      encoded?(arg1)



        
          
        

    

  


  

      

          @spec encoded?(binary()) :: boolean()


      



  


        

      


  

    
ExWapp.Store.Ets 
    



      
ETS-backed store with file persistence.
This is the default store adapter. It keeps data in an ETS table for fast
access and persists to a file on disk using the versioned ExWapp store codec.
Legacy ETF-backed files are migrated on first load.
Options
	:path - File path for persistence. Defaults to ~/.cache/ex_wapp/session.etf

Examples
# Use with default path
store = ExWapp.Store.Ets.new()

# Use with custom path
store = ExWapp.Store.Ets.new(path: "/var/lib/myapp/wa_session.etf")

# Store and retrieve data
:ok = ExWapp.Store.persist(store, %{user: "Alice"})
{:ok, %{user: "Alice"}} = ExWapp.Store.load(store)
Implementation Notes
	A linked writer process owns the ETS tables and serializes mutations
	Top-level domains, Signal sessions, device cache, and messages are stored
separately so an update does not copy or replace unrelated state
	Caller-owned batches coalesce sync mutations into one durable snapshot
	Message streams traverse the ordered message table lazily by JID and cursor
	Snapshot encoding runs in a short-lived process to release its large heap
immediately after compression and I/O
	File is loaded on new/1 if it exists
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        get(store, key, default \\ nil)

      


    


    
      
        load_device_cache(ets)

      


    


    
      
        load_path(path)

      


        Loads store data directly from a persisted file path.



    


    
      
        load_signal_sessions(ets)

      


    


    
      
        persist_device_cache(store, cache)

      


    


    
      
        persist_signal_sessions(store, sessions)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Store.Ets{
  device_cache_table: :ets.tid(),
  message_table: ExWapp.Store.MessageTable.t(),
  path: Path.t(),
  signal_table: :ets.tid(),
  table: :ets.tid(),
  writer: pid() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      get(store, key, default \\ nil)



        
          
        

    

  


  

      

          @spec get(t(), atom(), term()) :: term()


      



  



  
    
      
    
    
      load_device_cache(ets)



        
          
        

    

  


  

      

          @spec load_device_cache(t()) :: map()


      



  



  
    
      
    
    
      load_path(path)



        
          
        

    

  


  

      

          @spec load_path(Path.t()) :: {:ok, ExWapp.Store.data()} | {:error, term()}


      


Loads store data directly from a persisted file path.
This is useful for one-off reads, such as pairing handoff flows, where
creating a full ETS-backed store instance would hide missing-file errors by
defaulting to an empty map.

  



  
    
      
    
    
      load_signal_sessions(ets)



        
          
        

    

  


  

      

          @spec load_signal_sessions(t()) :: ExWapp.Signal.SessionStore.t()


      



  



  
    
      
    
    
      persist_device_cache(store, cache)



        
          
        

    

  


  

      

          @spec persist_device_cache(t(), map()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      persist_signal_sessions(store, sessions)



        
          
        

    

  


  

      

          @spec persist_signal_sessions(t(), term()) :: :ok | {:error, term()}


      



  


        

      


  

    
ExWapp.Store.Memory 
    



      
In-memory store adapter for testing.
Data is stored in an Agent process and is not persisted to disk.
Useful for unit tests and development scenarios where persistence
is not required.
Examples
# Create a memory store
store = ExWapp.Store.Memory.new()

# Use in tests
ExWapp.connect(store: ExWapp.Store.Memory)

# Pre-populate with data
store = ExWapp.Store.Memory.new(initial_data: %{foo: "bar"})
Testing Usage
defmodule MyTest do
  use ExUnit.Case

  setup do
    store = ExWapp.Store.Memory.new()
    {:ok, store: store}
  end

  test "stores data", %{store: store} do
    assert :ok = ExWapp.Store.persist(store, %{key: "value"})
    assert {:ok, %{key: "value"}} = ExWapp.Store.load(store)
  end
end
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        get(memory, key, default \\ nil)

      


    


    
      
        load_device_cache(store)

      


    


    
      
        load_signal_sessions(store)

      


    


    
      
        persist_device_cache(memory, cache)

      


    


    
      
        persist_signal_sessions(memory, sessions)

      


    


    
      
        stop(memory)

      


        Stops the underlying Agent process.



    


    
      
        update(memory, key, value)

      


        Updates specific keys in the store without replacing all data.
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          @type t() :: %ExWapp.Store.Memory{
  agent: pid(),
  message_table: ExWapp.Store.MessageTable.t()
}
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      get(memory, key, default \\ nil)



        
          
        

    

  


  

      

          @spec get(t(), atom(), term()) :: term()


      



  



  
    
      
    
    
      load_device_cache(store)



        
          
        

    

  


  

      

          @spec load_device_cache(t()) :: map()


      



  



  
    
      
    
    
      load_signal_sessions(store)



        
          
        

    

  


  

      

          @spec load_signal_sessions(t()) :: term()


      



  



  
    
      
    
    
      persist_device_cache(memory, cache)



        
          
        

    

  


  

      

          @spec persist_device_cache(t(), map()) :: :ok


      



  



  
    
      
    
    
      persist_signal_sessions(memory, sessions)



        
          
        

    

  


  

      

          @spec persist_signal_sessions(t(), term()) :: :ok


      



  



  
    
      
    
    
      stop(memory)



        
          
        

    

  


  

      

          @spec stop(t()) :: :ok


      


Stops the underlying Agent process.
Call this in test teardown if you want to clean up the process.

  



  
    
      
    
    
      update(memory, key, value)



        
          
        

    

  


  

      

          @spec update(t(), atom(), term()) :: :ok


      


Updates specific keys in the store without replacing all data.
This is a convenience function for tests that need to modify
specific fields.
Examples
store = ExWapp.Store.Memory.new()
ExWapp.Store.Memory.update(store, :noise, %{static_private: <<...>>})

  


        

      


  

    
ExWapp.Store.MessageTable 
    



      
Indexed message storage used by the built-in store adapters.
Chat metadata and message payloads deliberately live in different tables.
A chat can therefore be listed or updated without copying its whole history
onto the caller process heap. Message streams walk the ordered ETS table one
record at a time and only materialize a list when a caller explicitly asks
for a paginated list or a complete snapshot.
Custom ExWapp.Store adapters do not need to use this module. They can
implement the message callbacks directly with a database cursor.
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        order()
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    Functions
  


    
      
        clear(message_store)

      


        Removes all indexed messages.



    


    
      
        delete(message_store, jid, message_ids)

      


        Deletes selected messages after an application has durably persisted them.



    


    
      
        delete_chat(message_store, jid)

      


        Deletes all messages for one chat.



    


    
      
        extract(data)

      


        Separates message payloads from persisted chat metadata.



    


    
      
        find(message_store, jid, message_id)

      


        Finds a message by chat JID and message ID.



    


    
      
        find_by_id(message_store, message_id)

      


        Finds the first message with an ID across all chats.



    


    
      
        list(message_store, jid, opts \\ [])

      


        Materializes a requested message page.



    


    
      
        new(initial_messages \\ %{}, opts \\ [])

      


        Creates an empty message table and imports optional initial messages.



    


    
      
        snapshot(message_store)

      


        Returns a complete, newest-first snapshot grouped by chat JID.



    


    
      
        stream(message_store, jid, opts \\ [])

      


        Returns a lazy stream over messages for one chat.



    


    
      
        update_status(message_store, jid, message_id, status)

      


        Updates the status of one stored message.



    


    
      
        update_status_by_id(message_store, message_id, status)

      


        Updates every stored message matching an ID.



    


    
      
        upsert(message_store, jid, messages)

      


        Inserts or replaces messages for a chat by message ID.



    





      


      
        Types


        


  
    
      
    
    
      order()



        
          
        

    

  


  

      

          @type order() :: :newest_first | :oldest_first


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Store.MessageTable{
  count_table: :ets.tid(),
  index_table: :ets.tid(),
  max_per_chat: pos_integer() | :all,
  table: :ets.tid()
}
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      clear(message_store)



        
          
        

    

  


  

      

          @spec clear(t()) :: :ok


      


Removes all indexed messages.

  



  
    
      
    
    
      delete(message_store, jid, message_ids)



        
          
        

    

  


  

      

          @spec delete(t(), String.t(), [String.t()]) :: :ok


      


Deletes selected messages after an application has durably persisted them.

  



  
    
      
    
    
      delete_chat(message_store, jid)



        
          
        

    

  


  

      

          @spec delete_chat(t(), String.t()) :: :ok


      


Deletes all messages for one chat.

  



  
    
      
    
    
      extract(data)



        
          
        

    

  


  

      

          @spec extract(map()) :: {map(), map()}


      


Separates message payloads from persisted chat metadata.
It understands both the current top-level :chat_messages snapshot and the
legacy %ExWapp.Chat{messages: [...]} representation. The returned data no
longer contains either representation.

  



  
    
      
    
    
      find(message_store, jid, message_id)



        
          
        

    

  


  

      

          @spec find(t(), String.t(), String.t()) :: map() | nil


      


Finds a message by chat JID and message ID.

  



  
    
      
    
    
      find_by_id(message_store, message_id)



        
          
        

    

  


  

      

          @spec find_by_id(t(), String.t()) :: {String.t(), map()} | nil


      


Finds the first message with an ID across all chats.

  



    

  
    
      
    
    
      list(message_store, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec list(t(), String.t(), keyword()) :: [map()]


      


Materializes a requested message page.

  



    

    

  
    
      
    
    
      new(initial_messages \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec new(map(), keyword()) :: t()


      


Creates an empty message table and imports optional initial messages.
Initial data is a map keyed by chat JID. Duplicate message IDs are replaced
by the last value imported.
:max_per_chat bounds how much history a chat keeps, oldest dropped first;
:all, the default, keeps everything.
Bounding it is worth considering for any host that does not read old messages
back. The built-in file adapter re-encodes its whole snapshot on every write,
so unbounded history makes each arriving message cost more than the last one
did — the price of storing a conversation grows with the conversation. What the
window has to stay above is the library's own reads: finding a payload to
resend after a rejection, recognising a redelivery, matching a media retry.
Those all look at recent traffic, so a few hundred is generous; anything older
is being kept for the host's benefit, not the protocol's.
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          @spec snapshot(t()) :: %{optional(String.t()) => [map()]}


      


Returns a complete, newest-first snapshot grouped by chat JID.
This intentionally materializes all messages and is reserved for explicit
backup/export operations.

  



    

  
    
      
    
    
      stream(message_store, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec stream(t(), String.t(), keyword()) :: Enumerable.t()


      


Returns a lazy stream over messages for one chat.
The table is not read until the stream is enumerated. Supported options are
:order, :offset, and :limit. The default stream is newest first and
unbounded.

  



  
    
      
    
    
      update_status(message_store, jid, message_id, status)



        
          
        

    

  


  

      

          @spec update_status(t(), String.t(), String.t(), atom()) :: :ok


      


Updates the status of one stored message.

  



  
    
      
    
    
      update_status_by_id(message_store, message_id, status)



        
          
        

    

  


  

      

          @spec update_status_by_id(t(), String.t(), atom()) :: :ok


      


Updates every stored message matching an ID.

  



  
    
      
    
    
      upsert(message_store, jid, messages)



        
          
        

    

  


  

      

          @spec upsert(t(), String.t(), [map()]) :: :ok


      


Inserts or replaces messages for a chat by message ID.

  


        

      


  

    
ExWapp.Transport behaviour
    



      
Behaviour for wire-level WhatsApp protocol transports.
A protocol transport owns socket lifecycle and raw node/frame exchange below
the session engine. It must not build high-level message types or bypass
Signal/fanout. ExWapp.Conn is the production implementation.
Do not confuse this layer with ExWapp.Client.Transport, whose historical
name describes a high-level client runtime adapter.
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          @type wa_node() :: term()
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          @callback restart_stream(pid()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      send_node(pid, wa_node)



        
          
        

    

  


  

      

          @callback send_node(pid(), wa_node()) :: :ok | {:error, term()}
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          @callback start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
ExWapp.Transport.Frame 
    



      
WhatsApp-specific websocket frame encoding.
Frames are encoded as a WA header (sent once per connection) followed by a
24-bit big-endian payload length and the raw payload bytes.

      


      
        Summary


  
    Functions
  


    
      
        decode(buffer)

      


        Consumes as many frames as possible from buffer.



    


    
      
        encode(payload, opts \\ [])

      


        Wraps the given payload in a WA websocket frame.



    


    
      
        header()

      


        Returns the static WA connection header.



    





      


      
        Functions


        


  
    
      
    
    
      decode(buffer)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {[binary()], binary()}


      


Consumes as many frames as possible from buffer.
Returns {frames, rest} where frames is a list of payload binaries in FIFO
order and rest is the leftover buffer that did not yet form a full frame.

  



    

  
    
      
    
    
      encode(payload, opts \\ [])



        
          
        

    

  


  

      

          @spec encode(binary(), keyword()) :: binary()


      


Wraps the given payload in a WA websocket frame.
The :include_header option ensures the header is prefixed once per
connection. Callers are expected to keep track of whether the header was
already sent for a connection and set the option accordingly.

  



  
    
      
    
    
      header()



        
          
        

    

  


  

      

          @spec header() :: binary()


      


Returns the static WA connection header.

  


        

      


  

    
ExWapp.Transport.WebSocket 
    



      
Optional wire-level WebSocket/Noise process for WhatsApp Web.
This module exchanges already-prepared binary nodes and frames. It does not
own session supervision, Signal sessions, device fanout, sender keys,
synchronized state, retry, or reconnect policy. It therefore must not be
used as a shortcut for high-level message sending.
Use ExWapp.Client.Transport.Session for production messaging. Use this
module directly only for protocol tooling or as the wire layer underneath a
complete session implementation.

      


      
        Summary


  
    Types
  


    
      
        event()

      


    





  
    Functions
  


    
      
        connect(state)

      


        Starts Noise and returns the first WebSocket payload to send.



    


    
      
        encode_node(state, node)

      


        Encodes a node into an encrypted WebSocket payload.



    


    
      
        encode_payload(state, plaintext)

      


        Encrypts and frames a plaintext transport payload.



    


    
      
        new(client, opts \\ [])

      


        Creates a transport state machine without opening a socket.



    


    
      
        receive_bytes(state, bytes)

      


        Decodes inbound WebSocket bytes into raw payloads or decoded nodes.



    


    
      
        send_node(pid, node)

      


        Sends an already-prepared binary node through the wire transport.



    


    
      
        send_payload(pid, payload)

      


        Sends an already encoded plaintext payload through a running transport.



    


    
      
        start_link(client, opts \\ [])

      


        Starts a WebSockex process.



    





      


      
        Types


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @type event() ::
  {:connected, pid()}
  | {:disconnected, term()}
  | {:node, ExWapp.Binary.binary_node()}
  | {:raw, binary()}
  | {:handshake, :started | :completed}
  | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      connect(state)



        
          
        

    

  


  

      

          @spec connect(ExWapp.Transport.WebSocket.State.t()) ::
  {:ok, ExWapp.Transport.WebSocket.State.t(), binary()} | {:error, term()}


      


Starts Noise and returns the first WebSocket payload to send.

  



  
    
      
    
    
      encode_node(state, node)



        
          
        

    

  


  

      

          @spec encode_node(
  ExWapp.Transport.WebSocket.State.t(),
  ExWapp.Binary.binary_node() | tuple()
) ::
  {:ok, ExWapp.Transport.WebSocket.State.t(), binary()} | {:error, term()}


      


Encodes a node into an encrypted WebSocket payload.

  



  
    
      
    
    
      encode_payload(state, plaintext)



        
          
        

    

  


  

      

          @spec encode_payload(ExWapp.Transport.WebSocket.State.t(), binary()) ::
  {:ok, ExWapp.Transport.WebSocket.State.t(), binary()} | {:error, term()}


      


Encrypts and frames a plaintext transport payload.

  



    

  
    
      
    
    
      new(client, opts \\ [])



        
          
        

    

  


  

      

          @spec new(ExWapp.Client.t(), keyword()) :: ExWapp.Transport.WebSocket.State.t()


      


Creates a transport state machine without opening a socket.
Useful for host-owned sockets and tests.

  



  
    
      
    
    
      receive_bytes(state, bytes)



        
          
        

    

  


  

      

          @spec receive_bytes(ExWapp.Transport.WebSocket.State.t(), binary()) ::
  {:ok, ExWapp.Transport.WebSocket.State.t(), [event()]} | {:error, term()}


      


Decodes inbound WebSocket bytes into raw payloads or decoded nodes.

  



  
    
      
    
    
      send_node(pid, node)



        
          
        

    

  


  

      

          @spec send_node(pid(), ExWapp.Binary.binary_node() | tuple()) :: :ok


      


Sends an already-prepared binary node through the wire transport.
The caller is responsible for all required session and Signal processing.

  



  
    
      
    
    
      send_payload(pid, payload)



        
          
        

    

  


  

      

          @spec send_payload(pid(), binary()) :: :ok


      


Sends an already encoded plaintext payload through a running transport.

  



    

  
    
      
    
    
      start_link(client, opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(ExWapp.Client.t(), keyword()) :: GenServer.on_start()


      


Starts a WebSockex process.
Events are sent to :owner as {:ex_wapp_transport, event} messages.

  


        

      


  

    
ExWapp.Transport.WebSocket.State 
    



      
Holds runtime state for the WhatsApp WebSocket transport.
The struct keeps the owner, store, Noise state, and incremental frame buffer
used by ExWapp.Transport.WebSocket callbacks.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Transport.WebSocket.State{
  buffer: binary(),
  client: ExWapp.Client.t(),
  header_seen?: boolean(),
  header_sent?: boolean(),
  noise: ExWapp.Noise.t() | nil,
  noise_opts: keyword(),
  owner: pid(),
  store: ExWapp.Store.t()
}


      



  


        

      


  

    
ExWapp 
    



      
Stable public client facade for ExWapp.
Public application code should create a %ExWapp.Client{} with new/1 and
pass the returned client to the functions in this module. Each mutating
operation returns an updated client, so applications normally keep it in
their own GenServer, GenStateMachine, or other state owner.
Quick Start
client =
  ExWapp.new(
    session_id: "account_1",
    store: {ExWapp.Store.Ets, path: "/var/lib/my_app/account_1.etf"},
    transport: ExWapp.Client.Transport.Session,
    events: MyApp.WhatsAppEvents
  )

{:ok, client} = ExWapp.connect(client)
{:ok, client, {:code, qr}} = ExWapp.pair(client)

{:ok, client, message_id} =
  ExWapp.send_message(client, to: "393XXXXXXXXX@s.whatsapp.net", text: "hello")
ExWapp.Session and PID-accepting compatibility clauses expose the internal
built-in runtime. They may return the same chat and message values, but are
not the supported public API and can change as the runtime evolves.
See the README for installation, JSON configuration, storage, events, and
the complete public API overview.

      


      
        Summary


  
    Functions
  


    
      
        all_messages(target, jid, opts \\ [])

      


        Returns the unbounded local message stream for a chat.



    


    
      
        archive_chat(session, jid)

      


        Archives a chat (server-synced via app state).



    


    
      
        connect(client)

      


        Initiates connection to WhatsApp servers.



    


    
      
        control_session(session, action)

      


        Controls a session worker using either pid (direct cast) or session_id (PubSub command).



    


    
      
        create_contact(client, jid, name)

      


        Creates or updates a contact (server-synced via app state).



    


    
      
        delete_chat(session, jid)

      


        Deletes a chat (server-synced via app state).



    


    
      
        delete_contact(client, jid)

      


        Deletes a contact (server-synced via app state).



    


    
      
        delete_messages(client, jid, message_ids)

      


        Deletes selected local messages after they have been persisted elsewhere.



    


    
      
        diagnostics(client)

      


        Returns a compact diagnostics map for a high-level client.



    


    
      
        disconnect(client)

      


        Gracefully disconnects from WhatsApp servers.



    


    
      
        download_media(target, ref, opts \\ [])

      


        Downloads and decrypts image, audio, document, or history-sync media.



    


    
      
        get_call(client, call_id)

      


        Gets one stored call log entry by call ID.



    


    
      
        get_chat(client, jid)

      


        Gets a specific chat by JID.



    


    
      
        get_chat_info(session, jid)

      


        Returns local metadata for a specific chat.



    


    
      
        get_contact(client, jid)

      


        Gets a specific contact by JID.



    


    
      
        get_messages(target, jid, opts \\ [])

      


        Gets locally retained messages for a chat, newest first.



    


    
      
        get_session_id(server)

      


        Returns the session_id for a session process.



    


    
      
        health_status(server)

      


        Returns send health counters and guard state for a running session.



    


    
      
        last_error(client)

      


        Returns the last structured error recorded on a high-level client.



    


    
      
        list_calls(client_or_session, opts \\ [])

      


        Lists the locally stored call log, newest first.



    


    
      
        list_chats(client)

      


        Lists all chats for a session.



    


    
      
        list_contacts(client)

      


        Lists all contacts.



    


    
      
        list_groups(client)

      


        Lists only group chats for a session.



    


    
      
        mark_chat_as_read(session, jid)

      


        Marks a chat as read (server-synced via app state).



    


    
      
        mark_chat_read(session, jid)

      


        Marks all messages in a chat as read.



    


    
      
        message_stream(session)

      


        Builds a lazy stream of incoming messages.



    


    
      
        mute_chat(session, jid, mute_end_timestamp \\ -1)

      


        Mutes a chat (server-synced via app state).



    


    
      
        new(opts \\ [])

      


        Creates a high-level, runtime-neutral client.



    


    
      
        pair(client)

      


        Starts pairing for a high-level client.



    


    
      
        pin_chat(session, jid)

      


        Pins a chat to the top (server-synced via app state).



    


    
      
        policy_status(server)

      


        Returns current policy status (safety breaker, quota, rate limiter snapshot).



    


    
      
        qr_stream(server)

      


        Returns a stream of QR code and pairing events.



    


    
      
        receive_message(client, payload, opts \\ [])

      


        Handles an inbound payload through a high-level client transport.



    


    
      
        request_pairing_code(session, phone, opts \\ [])

      


        Requests phone-number pairing instead of displaying a QR code.



    


    
      
        retry_media(session, message_id, opts \\ [])

      


        Requests a fresh direct path for locally stored media by message ID.



    


    
      
        runtime_config(server)

      


        Returns the effective runtime configuration for a running session.



    


    
      
        send_audio(target, to, source, opts \\ [])

      


        Sends audio through a high-level client.



    


    
      
        send_contact(target, to, display_name, vcard, opts \\ [])

      


        Sends one vCard contact through a high-level client or session process.



    


    
      
        send_document(target, to, source, opts \\ [])

      


        Sends a document through a high-level client or a session process.



    


    
      
        send_event(target, to, name, start_time, opts \\ [])

      


        Sends WhatsApp's experimental calendar event message.



    


    
      
        send_image(target, to, source, opts \\ [])

      


        Sends an image through a high-level client.



    


    
      
        send_location(target, to, latitude, longitude, opts \\ [])

      


        Sends a GPS location through a high-level client or a session process.



    


    
      
        send_message(client, opts)

      


        Sends a text message to a contact or group.



    


    
      
        send_message(session, jid, text)

      


    


    
      
        send_message_await(session, jid, text, timeout \\ 15000)

      


        Sends a text message and waits for the server's verdict on it.



    


    
      
        send_read_receipt(session, jid, message_ids)

      


        Sends a read receipt to mark messages as read.



    


    
      
        send_text(server, jid, text)

      


        Sends a text message to a WhatsApp contact or group.



    


    
      
        send_typing(session, jid, composing \\ true)

      


        Sends a typing indicator to a chat.



    


    
      
        start_link(opts \\ [])

      


        Starts a WhatsApp session process.



    


    
      
        state(server)

      


        Returns the current session status.



    


    
      
        stats(server)

      


        Returns session statistics for monitoring.



    


    
      
        status(client)

      


        Returns the status of a high-level client.



    


    
      
        stream_calls(session, opts \\ [])

      


        Builds a deferred stream over the locally stored call log, oldest first.



    


    
      
        stream_messages(target, jid, opts \\ [])

      


        Builds a lazy stream over locally retained messages.



    


    
      
        subscribe(session)

      


        Subscribe the calling process to a session's events via PubSub.



    


    
      
        subscribe_all()

      


        Subscribe to events from ALL sessions via PubSub.



    


    
      
        sync_contacts(client)

      


        Fetches and applies the contacts collection from app state (critical_unblock_low).



    


    
      
        unarchive_chat(session, jid)

      


        Unarchives a chat (server-synced via app state).



    


    
      
        unmute_chat(session, jid)

      


        Unmutes a chat (server-synced via app state).



    


    
      
        unpin_chat(session, jid)

      


        Unpins a chat (server-synced via app state).



    


    
      
        unsubscribe(session)

      


        Unsubscribe the calling process from a session's events.



    


    
      
        unsubscribe_all()

      


        Unsubscribe from all global topics (messages + lifecycle).



    





      


      
        Functions


        


    

  
    
      
    
    
      all_messages(target, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec all_messages(ExWapp.Client.t() | GenServer.server(), String.t(), keyword()) ::
  {:ok, Enumerable.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | Enumerable.t()


      


Returns the unbounded local message stream for a chat.
This is the explicit convenience form of stream_messages/3.

  



  
    
      
    
    
      archive_chat(session, jid)



        
          
        

    

  


  

      

          @spec archive_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


Archives a chat (server-synced via app state).
Falls back to local-only archive if not connected.

  



  
    
      
    
    
      connect(client)



        
          
        

    

  


  

      

          @spec connect(ExWapp.Client.t() | GenServer.server()) ::
  {:ok, ExWapp.Client.t()} | {:error, ExWapp.Error.t(), ExWapp.Client.t()} | :ok


      


Initiates connection to WhatsApp servers.
This starts the Noise handshake and pairing flow. The call returns
immediately; use qr_stream/1 to receive pairing events.
Example
{:ok, session} = ExWapp.start_link()
:ok = ExWapp.connect(session)

# Now stream QR codes
ExWapp.qr_stream(session) |> Stream.run()

  



  
    
      
    
    
      control_session(session, action)



        
          
        

    

  


  

      

          @spec control_session(
  pid() | binary(),
  :pause_sends | :resume_sends | :disconnect | :stop_session
) ::
  :ok


      


Controls a session worker using either pid (direct cast) or session_id (PubSub command).
Supported actions:
	:pause_sends
	:resume_sends
	:disconnect
	:stop_session


  



  
    
      
    
    
      create_contact(client, jid, name)



        
          
        

    

  


  

      

          @spec create_contact(ExWapp.Client.t() | GenServer.server(), String.t(), String.t()) ::
  {:ok, ExWapp.Client.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | :ok
  | {:error, term()}


      


Creates or updates a contact (server-synced via app state).

  



  
    
      
    
    
      delete_chat(session, jid)



        
          
        

    

  


  

      

          @spec delete_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


Deletes a chat (server-synced via app state).

  



  
    
      
    
    
      delete_contact(client, jid)



        
          
        

    

  


  

      

          @spec delete_contact(ExWapp.Client.t() | GenServer.server(), String.t()) ::
  {:ok, ExWapp.Client.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | :ok
  | {:error, term()}


      


Deletes a contact (server-synced via app state).

  



  
    
      
    
    
      delete_messages(client, jid, message_ids)



        
          
        

    

  


  

      

          @spec delete_messages(ExWapp.Client.t() | GenServer.server(), String.t(), [String.t()]) ::
  {:ok, ExWapp.Client.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | :ok
  | {:error, term()}


      


Deletes selected local messages after they have been persisted elsewhere.
Delete only IDs that the wrapper has committed successfully. With a client,
the updated client is returned; with a direct session/store the result is
:ok or a store error.

  



  
    
      
    
    
      diagnostics(client)



        
          
        

    

  


  

      

          @spec diagnostics(ExWapp.Client.t()) :: map()


      


Returns a compact diagnostics map for a high-level client.

  



  
    
      
    
    
      disconnect(client)



        
          
        

    

  


  

      

          @spec disconnect(ExWapp.Client.t() | GenServer.server()) ::
  {:ok, ExWapp.Client.t()} | {:error, ExWapp.Error.t(), ExWapp.Client.t()} | :ok


      


Gracefully disconnects from WhatsApp servers.
Stops automatic reconnection and closes the connection cleanly.
Call connect/1 to reconnect.

  



    

  
    
      
    
    
      download_media(target, ref, opts \\ [])



        
          
        

    

  


  

      

          @spec download_media(
  ExWapp.Client.t() | GenServer.server(),
  ExWapp.Media.Ref.t(),
  keyword()
) ::
  {:ok, ExWapp.Client.t(), ExWapp.Media.Download.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | {:ok, ExWapp.Media.Download.t()}
  | {:error, term()}


      


Downloads and decrypts image, audio, document, or history-sync media.
For a %ExWapp.Media.Ref{type: :history}, the returned bytes are the decrypted,
compressed history payload. The built-in session automatically downloads,
decodes, and stores history chunks received from the account's own devices;
imported messages are available through the existing local history APIs.

  



  
    
      
    
    
      get_call(client, call_id)



        
          
        

    

  


  

      

          @spec get_call(ExWapp.Client.t() | GenServer.server(), String.t()) ::
  {:ok, ExWapp.Call.t()}
  | {:error, :not_found}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}


      


Gets one stored call log entry by call ID.

  



  
    
      
    
    
      get_chat(client, jid)



        
          
        

    

  


  

      

          @spec get_chat(ExWapp.Client.t() | GenServer.server(), String.t()) ::
  {:ok, ExWapp.Chat.chat()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | {:error, :not_found}


      


Gets a specific chat by JID.
Example
{:ok, chat} = ExWapp.get_chat(session, "1234567890@s.whatsapp.net")
IO.inspect(ExWapp.get_messages(session, chat.jid, limit: 20))

  



  
    
      
    
    
      get_chat_info(session, jid)



        
          
        

    

  


  

      

          @spec get_chat_info(GenServer.server(), String.t()) ::
  {:ok, ExWapp.Chat.chat()} | {:error, :not_found}


      


Returns local metadata for a specific chat.

  



  
    
      
    
    
      get_contact(client, jid)



        
          
        

    

  


  

      

          @spec get_contact(ExWapp.Client.t() | GenServer.server(), String.t()) ::
  {:ok, ExWapp.Contact.t() | nil}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | ExWapp.Contact.t()
  | nil


      


Gets a specific contact by JID.

  



    

  
    
      
    
    
      get_messages(target, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec get_messages(ExWapp.Client.t() | GenServer.server(), String.t(), keyword()) ::
  {:ok, [ExWapp.Chat.message()]}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | [ExWapp.Chat.message()]


      


Gets locally retained messages for a chat, newest first.
With a high-level client this returns {:ok, messages} (or a structured
client error); with a direct session it returns the message list.
Options
	:limit - Maximum messages to return (default: 50), or :all
	:offset - Number of messages to skip (default: 0)

limit: :all reads every message retained locally for that chat. It does
not trigger an on-demand download of older WhatsApp history.
Examples
{:ok, recent} = ExWapp.get_messages(client, jid, limit: 20)
all_local = ExWapp.get_messages(session, jid, limit: :all)

  



  
    
      
    
    
      get_session_id(server)



        
          
        

    

  


  

      

          @spec get_session_id(GenServer.server()) :: term() | nil


      


Returns the session_id for a session process.
Returns nil when no explicit :session_id option was provided at start.
Example
session_id = ExWapp.get_session_id(session)

  



  
    
      
    
    
      health_status(server)



        
          
        

    

  


  

      

          @spec health_status(GenServer.server()) :: map()


      


Returns send health counters and guard state for a running session.

  



  
    
      
    
    
      last_error(client)



        
          
        

    

  


  

      

          @spec last_error(ExWapp.Client.t()) :: ExWapp.Error.t() | nil


      


Returns the last structured error recorded on a high-level client.

  



    

  
    
      
    
    
      list_calls(client_or_session, opts \\ [])



        
          
        

    

  


  

      

          @spec list_calls(ExWapp.Client.t() | GenServer.server(), keyword()) ::
  {:ok, [ExWapp.Call.t()]}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | [ExWapp.Call.t()]


      


Lists the locally stored call log, newest first.
The log is fed by live <call> stanzas (who called, ringing/answered/missed,
video or voice) and by the CallLogRecord entries the phone syncs via
app-state, which add the authoritative outcome and duration. Timestamps are
unix seconds; durations are seconds. See ExWapp.Call.list/2 for all
options.
Example
# 20 most recent calls
calls = ExWapp.list_calls(session, limit: 20)

# Missed calls only, since a unix timestamp
missed = ExWapp.list_calls(session, status: :missed, since: 1_754_000_000)

Enum.each(calls, fn call ->
  IO.puts("#{call.chat_jid} #{call.status} #{call.duration || 0}s")
end)

  



  
    
      
    
    
      list_chats(client)



        
          
        

    

  


  

      

          @spec list_chats(ExWapp.Client.t() | GenServer.server()) ::
  {:ok, [ExWapp.Chat.chat()]}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | [ExWapp.Chat.chat()]


      


Lists all chats for a session.
Returns chats sorted by last message timestamp (most recent first).
Example
chats = ExWapp.list_chats(session)
Enum.each(chats, fn chat ->
  IO.puts("#{chat.name || chat.jid} - #{chat.unread_count} unread")
end)

  



  
    
      
    
    
      list_contacts(client)



        
          
        

    

  


  

      

          @spec list_contacts(ExWapp.Client.t() | GenServer.server()) ::
  {:ok, [ExWapp.Contact.t()]}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | [ExWapp.Contact.t()]


      


Lists all contacts.

  



  
    
      
    
    
      list_groups(client)



        
          
        

    

  


  

      

          @spec list_groups(ExWapp.Client.t() | GenServer.server()) ::
  {:ok, [ExWapp.Chat.chat()]}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | [ExWapp.Chat.chat()]


      


Lists only group chats for a session.
Returns chats where JID ends with @g.us, sorted by most recent activity.

  



  
    
      
    
    
      mark_chat_as_read(session, jid)



        
          
        

    

  


  

      

          @spec mark_chat_as_read(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


Marks a chat as read (server-synced via app state).

  



  
    
      
    
    
      mark_chat_read(session, jid)



        
          
        

    

  


  

      

          @spec mark_chat_read(GenServer.server(), String.t()) :: :ok


      


Marks all messages in a chat as read.
Example
ExWapp.mark_chat_read(session, "1234567890@s.whatsapp.net")

  



  
    
      
    
    
      message_stream(session)



        
          
        

    

  


  

      

          @spec message_stream(GenServer.server()) :: Enumerable.t()


      


Builds a lazy stream of incoming messages.
Each element is a tuple of {jid, message}.
Example
ExWapp.message_stream(session)
|> Stream.each(fn {jid, msg} ->
  IO.puts("[#{jid}] #{msg.text}")
end)
|> Stream.run()

  



    

  
    
      
    
    
      mute_chat(session, jid, mute_end_timestamp \\ -1)



        
          
        

    

  


  

      

          @spec mute_chat(GenServer.server(), String.t(), integer()) :: :ok | {:error, term()}


      


Mutes a chat (server-synced via app state).
mute_end_timestamp is milliseconds epoch, or -1 for forever, or 0/nil to unmute.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: ExWapp.Client.t()


      


Creates a high-level, runtime-neutral client.

  



  
    
      
    
    
      pair(client)



        
          
        

    

  


  

      

          @spec pair(ExWapp.Client.t()) ::
  {:ok, ExWapp.Client.t(), term()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}


      


Starts pairing for a high-level client.

  



  
    
      
    
    
      pin_chat(session, jid)



        
          
        

    

  


  

      

          @spec pin_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


Pins a chat to the top (server-synced via app state).

  



  
    
      
    
    
      policy_status(server)



        
          
        

    

  


  

      

          @spec policy_status(GenServer.server()) :: map()


      


Returns current policy status (safety breaker, quota, rate limiter snapshot).

  



  
    
      
    
    
      qr_stream(server)



        
          
        

    

  


  

      

          @spec qr_stream(GenServer.server()) :: Enumerable.t()


      


Returns a stream of QR code and pairing events.
Subscribe to this stream after calling connect/1 to receive:
	{:code, data} - New QR code payload to display (codes expire periodically)
	{:pairing_code, code} - Phone-number pairing code requested through request_pairing_code/3
	:success - Successfully paired with phone
	{:error, reason} - Pairing failed

Example
ExWapp.qr_stream(session)
|> Stream.each(fn
  {:code, data} ->
    # Render QR code (e.g., using qrencode or terminal output)
    qr = ExWapp.Pairing.QR.to_terminal(data)
    IO.puts(qr)

  :success ->
    IO.puts("Paired successfully")

  {:error, :timeout} ->
    IO.puts("QR expired, generating new one...")
end)
|> Stream.run()

  



    

  
    
      
    
    
      receive_message(client, payload, opts \\ [])



        
          
        

    

  


  

      

          @spec receive_message(ExWapp.Client.t(), term(), keyword()) ::
  {:ok, ExWapp.Client.t(), [ExWapp.Event.t()]}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}


      


Handles an inbound payload through a high-level client transport.

  



    

  
    
      
    
    
      request_pairing_code(session, phone, opts \\ [])



        
          
        

    

  


  

      

          @spec request_pairing_code(GenServer.server(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, term()}


      


Requests phone-number pairing instead of displaying a QR code.
Invoke it after connect/1 when the transport is ready for pairing. The
returned code is entered in WhatsApp under Link a device with phone
number.

  



    

  
    
      
    
    
      retry_media(session, message_id, opts \\ [])



        
          
        

    

  


  

      

          @spec retry_media(GenServer.server(), String.t(), keyword()) ::
  {:ok, ExWapp.Media.Ref.t()} | {:error, term()}


      


Requests a fresh direct path for locally stored media by message ID.

  



  
    
      
    
    
      runtime_config(server)



        
          
        

    

  


  

      

          @spec runtime_config(GenServer.server()) :: map()


      


Returns the effective runtime configuration for a running session.

  



    

  
    
      
    
    
      send_audio(target, to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_audio(
  ExWapp.Client.t() | GenServer.server(),
  String.t(),
  ExWapp.Media.source(),
  keyword()
) ::
  {:ok, ExWapp.Client.t(), String.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | {:ok, String.t()}
  | {:error, term()}


      


Sends audio through a high-level client.

  



    

  
    
      
    
    
      send_contact(target, to, display_name, vcard, opts \\ [])



        
          
        

    

  


  

      

          @spec send_contact(
  ExWapp.Client.t() | GenServer.server(),
  String.t(),
  String.t(),
  String.t(),
  keyword()
) ::
  {:ok, ExWapp.Client.t(), String.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | {:ok, String.t()}
  | {:error, term()}


      


Sends one vCard contact through a high-level client or session process.

  



    

  
    
      
    
    
      send_document(target, to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_document(
  ExWapp.Client.t() | GenServer.server(),
  String.t(),
  ExWapp.Media.source(),
  keyword()
) ::
  {:ok, ExWapp.Client.t(), String.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | {:ok, String.t()}
  | {:error, term()}


      


Sends a document through a high-level client or a session process.

  



    

  
    
      
    
    
      send_event(target, to, name, start_time, opts \\ [])



        
          
        

    

  


  

      

          @spec send_event(
  ExWapp.Client.t() | GenServer.server(),
  String.t(),
  String.t(),
  integer() | DateTime.t(),
  keyword()
) ::
  {:ok, ExWapp.Client.t(), String.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | {:ok, String.t()}
  | {:error, term()}


      


Sends WhatsApp's experimental calendar event message.

  



    

  
    
      
    
    
      send_image(target, to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec send_image(
  ExWapp.Client.t() | GenServer.server(),
  String.t(),
  ExWapp.Media.source(),
  keyword()
) ::
  {:ok, ExWapp.Client.t(), String.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | {:ok, String.t()}
  | {:error, term()}


      


Sends an image through a high-level client.

  



    

  
    
      
    
    
      send_location(target, to, latitude, longitude, opts \\ [])



        
          
        

    

  


  

      

          @spec send_location(
  ExWapp.Client.t() | GenServer.server(),
  String.t(),
  number(),
  number(),
  keyword()
) ::
  {:ok, ExWapp.Client.t(), String.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | {:ok, String.t()}
  | {:error, term()}


      


Sends a GPS location through a high-level client or a session process.

  



  
    
      
    
    
      send_message(client, opts)



        
          
        

    

  


  

      

          @spec send_message(ExWapp.Client.t(), keyword()) ::
  {:ok, ExWapp.Client.t(), String.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}


      


Sends a text message to a contact or group.
Accepts either a session pid or a session_id string.
When called with a pid, the call is synchronous and returns the message ID.
When called with a session_id string, the send command is dispatched via
PubSub (fire-and-forget) and returns :ok immediately.
Returns
	{:ok, message_id} - Message was queued for sending (pid path)
	:ok - Send command dispatched via PubSub (session_id path)
	{:error, reason} - Failed to send

Examples
# With session pid (synchronous, returns message_id)
{:ok, id} = ExWapp.send_message(session, "1234567890@s.whatsapp.net", "Hello!")

# With session_id string (fire-and-forget via PubSub)
:ok = ExWapp.send_message("my_session", "1234567890@s.whatsapp.net", "Hello!")

  



  
    
      
    
    
      send_message(session, jid, text)



        
          
        

    

  


  

      

          @spec send_message(pid() | binary(), String.t(), String.t()) ::
  {:ok, String.t()} | :ok | {:error, term()}


      



  



    

  
    
      
    
    
      send_message_await(session, jid, text, timeout \\ 15000)



        
          
        

    

  


  

      

          @spec send_message_await(pid(), String.t(), String.t(), timeout()) ::
  {:ok, String.t()}
  | {:error, {:rejected, ExWapp.Error.Ack.t()}}
  | {:error, :ack_timeout}
  | {:error, term()}


      


Sends a text message and waits for the server's verdict on it.
send_message/3 returns once the encrypted stanza reaches the socket, which
is not the same as WhatsApp accepting it: the server answers a message it
accepts with an <ack> and stays silent for one it drops. A caller that
treats the write as success records dropped messages as delivered, so the
three outcomes are separated here:
	{:ok, message_id} — the server acknowledged the message
	{:error, {:rejected, %ExWapp.Error.Ack{}}} — the server refused it, with
a classified reason saying whether a resend can succeed
	{:error, :ack_timeout} — no answer within timeout; genuinely unknown,
and specifically not proof of non-delivery

A rejection blaming the Signal session is repaired before it is reported: the
peer's sessions are dropped and the message is resent under a fresh one, reusing
the same ID, so this returns the verdict on the repaired send. A repair that is
rejected in turn is made once more after a pause, because in practice the same
payload has gone through seconds later. So timeout has to cover several round
trips plus send.session_repair_backoff_ms, not one send — the defaults put
that at roughly ten seconds before a session rejection is reported.
Blocks the calling process. Delivery events are consumed from this process's
mailbox and any that arrive for other messages are discarded on the way out,
so the caller's mailbox is left as it was. A caller that would rather not
block should subscribe to "ex_wapp:delivery:<session_id>" directly and
correlate on the message ID.

  



  
    
      
    
    
      send_read_receipt(session, jid, message_ids)



        
          
        

    

  


  

      

          @spec send_read_receipt(GenServer.server(), String.t(), [String.t()]) ::
  :ok | {:error, term()}


      


Sends a read receipt to mark messages as read.
Example
ExWapp.send_read_receipt(session, jid, ["MSG_ID_1", "MSG_ID_2"])

  



  
    
      
    
    
      send_text(server, jid, text)



        
          
        

    

  


  

      

          @spec send_text(GenServer.server(), binary(), iodata()) ::
  {:ok, String.t()} | {:error, term()}


      


Sends a text message to a WhatsApp contact or group.
The session must be paired before sending messages. The jid is the
recipient's WhatsApp ID (phone number for individuals, group ID for groups).
Examples
# Send to individual (use full JID format)
ExWapp.send_text(session, "1234567890@s.whatsapp.net", "Hello!")

# Send to group
ExWapp.send_text(session, "123456789-987654321@g.us", "Hello group!")

  



    

  
    
      
    
    
      send_typing(session, jid, composing \\ true)



        
          
        

    

  


  

      

          @spec send_typing(GenServer.server(), String.t(), boolean()) :: :ok | {:error, term()}


      


Sends a typing indicator to a chat.
Example
# Show typing
ExWapp.send_typing(session, jid, true)

# Stop typing
ExWapp.send_typing(session, jid, false)

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a WhatsApp session process.
Options
	:store - Storage adapter for session state. See ExWapp.Store.
Defaults to ExWapp.Store.Ets with default path.

	:name - Optional name to register the process.

	:runtime - Per-session runtime config overrides (same shape as
config :ex_wapp, :runtime).

	:client_version / :wa_version - Optional shorthand override for
runtime.protocol.client_version. Accepted forms:
"2.3000.1034187832", {2, 3000, 1034187832}, or
%{primary: 2, secondary: 3000, tertiary: 1034187832}.


Examples
# Anonymous session with default storage
{:ok, session} = ExWapp.start_link()

# Named session with custom storage
{:ok, _} = ExWapp.start_link(
  name: MyApp.WhatsApp,
  store: {ExWapp.Store.Ets, path: "/tmp/wa.etf"}
)

# For testing
{:ok, session} = ExWapp.start_link(store: ExWapp.Store.Memory)

  



  
    
      
    
    
      state(server)



        
          
        

    

  


  

      

          @spec state(GenServer.server()) :: ExWapp.Session.status()


      


Returns the current session status.
Possible values: :idle, :connecting, :handshaking, :syncing,
:connected, :disconnected.
Example
iex> ExWapp.state(session)
:connected

  



  
    
      
    
    
      stats(server)



        
          
        

    

  


  

      

          @spec stats(GenServer.server()) :: map()


      


Returns session statistics for monitoring.
Example
iex> ExWapp.stats(session)
%{
  status: :connected,
  connected_at: ~U[2024-01-15 10:30:00Z],
  uptime_seconds: 3600,
  messages_sent: 42,
  messages_received: 128,
  reconnects: 1,
  errors: 0
}

  



  
    
      
    
    
      status(client)



        
          
        

    

  


  

      

          @spec status(ExWapp.Client.t()) :: ExWapp.Client.status()


      


Returns the status of a high-level client.

  



    

  
    
      
    
    
      stream_calls(session, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_calls(GenServer.server(), keyword()) :: Enumerable.t()


      


Builds a deferred stream over the locally stored call log, oldest first.
The bounded retained log is loaded and sorted when enumeration starts, so
creating the stream itself performs no store read. Accepts the same options
as ExWapp.Call.list/2.

  



    

  
    
      
    
    
      stream_messages(target, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_messages(ExWapp.Client.t() | GenServer.server(), String.t(), keyword()) ::
  {:ok, Enumerable.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | Enumerable.t()


      


Builds a lazy stream over locally retained messages.
The default order is oldest first, which is suitable for inserting history
into a wrapper database. Message payloads are read from the dedicated message
store one at a time; the complete history is not stored in or loaded through
the chat struct.
Options
	:order - :oldest_first (default) or :newest_first
	:offset - Number of records to skip (default: 0)
	:limit - Optional maximum; defaults to :all

This stream represents local history and does not request older messages
from WhatsApp.

  



  
    
      
    
    
      subscribe(session)



        
          
        

    

  


  

      

          @spec subscribe(pid() | term()) :: :ok | {:error, term()}


      


Subscribe the calling process to a session's events via PubSub.
Subscribes to both incoming messages and session lifecycle events
in a single call. Accepts either a session pid or a session_id string.
Messages received
	{:ex_wapp_message, jid, message} - incoming WhatsApp message
	{:ex_wapp_call, call} - call state change (%ExWapp.Call{}: ringing,
answered, missed, ...)
	{:ex_wapp_session, :connected} - session connected
	{:ex_wapp_session, :error, reason} - session-level error event
	{:ex_wapp_session, :disconnected, reason} - session disconnected
	{:ex_wapp_session, :terminated, reason} - session process stopped
	{:ex_wapp_session, :history_sync, :completed, metadata} - history blob imported
	{:ex_wapp_session, :history_sync, :failed, reason, metadata} - history blob failed
	{:ex_wapp_health, type, metadata} - send health/error/guard events

Example
ExWapp.subscribe(session)
# or
ExWapp.subscribe("my_session")

def handle_info({:ex_wapp_message, jid, message}, state) do
  IO.puts("Message from #{jid}")
  {:noreply, state}
end

def handle_info({:ex_wapp_session, :connected}, state) do
  {:noreply, assign(state, :status, :connected)}
end

def handle_info({:ex_wapp_session, :disconnected, _reason}, state) do
  {:noreply, assign(state, :status, :disconnected)}
end

  



  
    
      
    
    
      subscribe_all()



        
          
        

    

  


  

      

          @spec subscribe_all() :: :ok | {:error, term()}


      


Subscribe to events from ALL sessions via PubSub.
Subscribes to both global messages and global lifecycle topics.
Messages received
	{:ex_wapp_message, session_id, jid, message} - message from any session
	{session_id, {:ex_wapp_call, call}} - call state change from any session
	{session_id, {:ex_wapp_session, event, ...}} - lifecycle from any session
	{session_id, {:ex_wapp_health, type, metadata}} - health events from any session


  



  
    
      
    
    
      sync_contacts(client)



        
          
        

    

  


  

      

          @spec sync_contacts(ExWapp.Client.t() | GenServer.server()) ::
  {:ok, ExWapp.Client.t()}
  | {:error, ExWapp.Error.t(), ExWapp.Client.t()}
  | :ok
  | {:error, term()}


      


Fetches and applies the contacts collection from app state (critical_unblock_low).

  



  
    
      
    
    
      unarchive_chat(session, jid)



        
          
        

    

  


  

      

          @spec unarchive_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


Unarchives a chat (server-synced via app state).

  



  
    
      
    
    
      unmute_chat(session, jid)



        
          
        

    

  


  

      

          @spec unmute_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


Unmutes a chat (server-synced via app state).

  



  
    
      
    
    
      unpin_chat(session, jid)



        
          
        

    

  


  

      

          @spec unpin_chat(GenServer.server(), String.t()) :: :ok | {:error, term()}


      


Unpins a chat (server-synced via app state).

  



  
    
      
    
    
      unsubscribe(session)



        
          
        

    

  


  

      

          @spec unsubscribe(pid() | term()) :: :ok


      


Unsubscribe the calling process from a session's events.
Unsubscribes from both messages and lifecycle topics.
Accepts either a session pid or a session_id string.

  



  
    
      
    
    
      unsubscribe_all()



        
          
        

    

  


  

      

          @spec unsubscribe_all() :: :ok


      


Unsubscribe from all global topics (messages + lifecycle).

  


        

      


  

    
ExWapp.Call 
    



      
Call log storage and queries.
One %ExWapp.Call{} describes one call: who started it, where it belongs,
how it ended, and how long it lasted. Records are built from three sources
and merged by call ID, so a call first seen live as <call> stanzas can
later be enriched by the authoritative CallLogRecord the phone syncs:
	:live — inbound <call> signalling stanzas (offer/accept/terminate/...)
	:app_state — call_log app-state mutations carrying CallLogRecord
	:history_sync — HistorySync.callLogRecords entries

Storage
Records are persisted via the session's store adapter under the :call_log
key, bounded to max_records entries (oldest dropped first) so an active
account cannot grow the store without limit. The bound is configurable via
config.calls.max_records.
Usage
# Most recent calls, newest first (limit defaults to 50)
calls = ExWapp.Call.list(session, limit: 20)

# Only missed incoming calls since a unix timestamp
missed = ExWapp.Call.list(session, status: :missed, since: 1_754_000_000)

# Deferred chronological traversal over the bounded retained log
ExWapp.Call.stream(session) |> Enum.each(&IO.inspect/1)

# Timestamps are unix seconds
DateTime.from_unix!(call.start_time)
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        participant()

      


    


    
      
        status()

      


        Lifecycle status of a call.



    


    
      
        t()

      


    


    
      
        target()

      


    





  
    Functions
  


    
      
        clear(target)

      


        Deletes every stored call record.



    


    
      
        count(target)

      


        Counts stored call records.



    


    
      
        default_max_records()

      


        Default bound on stored call records, used when no configuration overrides
config.calls.max_records.



    


    
      
        delete_by_peer(target, peer_jid, is_incoming \\ nil)

      


        Deletes stored 1:1 call records for one peer.



    


    
      
        from_call_log_record(record, opts \\ [])

      


        Converts a CallLogRecord protobuf into a call struct.



    


    
      
        get(target, call_id)

      


        Gets one stored call by call ID.



    


    
      
        list(target, opts \\ [])

      


        Lists stored calls, newest first by default.



    


    
      
        merge_from_sync(target, record, opts \\ [])

      


        Applies one CallLogRecord coming from app-state or history sync.



    


    
      
        stream(target, opts \\ [])

      


        Builds a deferred stream over stored calls.



    


    
      
        upsert(target, call, opts \\ [])

      


        Inserts or merges one call record by ID and prunes the log to the bound.
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      participant()



        
          
        

    

  


  

      

          @type participant() :: %{jid: String.t() | nil, status: status()}


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :ringing
  | :ongoing
  | :connected
  | :missed
  | :rejected
  | :cancelled
  | :accepted_elsewhere
  | :failed
  | :unavailable
  | :upcoming
  | :abandoned
  | :invalid
  | :silenced
  | :unknown


      


Lifecycle status of a call.
:ringing and :ongoing are transient live states; everything else is a
final outcome. :missed means an incoming call ended unanswered,
:cancelled an outgoing call ended before the peer accepted, and
:accepted_elsewhere that another device of this account took the call.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Call{
  accepted_at: non_neg_integer() | nil,
  call_type: :regular | :scheduled_call | :voice_chat | nil,
  chat_jid: String.t() | nil,
  creator_jid: String.t() | nil,
  duration: non_neg_integer() | nil,
  end_reason: String.t() | nil,
  ended_at: non_neg_integer() | nil,
  group_jid: String.t() | nil,
  id: String.t() | nil,
  is_group: boolean(),
  is_incoming: boolean() | nil,
  is_video: boolean() | nil,
  participants: [participant()],
  source: :live | :app_state | :history_sync | nil,
  start_time: non_neg_integer() | nil,
  status: status() | nil
}


      



  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: pid() | struct()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      clear(target)



        
          
        

    

  


  

      

          @spec clear(target()) :: :ok | {:error, term()}


      


Deletes every stored call record.

  



  
    
      
    
    
      count(target)



        
          
        

    

  


  

      

          @spec count(target()) :: non_neg_integer()


      


Counts stored call records.

  



  
    
      
    
    
      default_max_records()



        
          
        

    

  


  

      

          @spec default_max_records() :: pos_integer()


      


Default bound on stored call records, used when no configuration overrides
config.calls.max_records.

  



    

  
    
      
    
    
      delete_by_peer(target, peer_jid, is_incoming \\ nil)



        
          
        

    

  


  

      

          @spec delete_by_peer(target(), String.t() | ExWapp.JID.t(), boolean() | nil) ::
  :ok | {:error, term()}


      


Deletes stored 1:1 call records for one peer.
Mirrors the app-state DeleteIndividualCallLogAction: is_incoming limits
the deletion to one direction, nil removes both directions.

  



    

  
    
      
    
    
      from_call_log_record(record, opts \\ [])



        
          
        

    

  


  

      

          @spec from_call_log_record(WAWebProtobufSyncAction.CallLogRecord.t() | nil, keyword()) ::
  t() | nil


      


Converts a CallLogRecord protobuf into a call struct.
Returns nil when the record has no call ID. :source defaults to
:app_state; the history-sync ingester passes source: :history_sync.

  



  
    
      
    
    
      get(target, call_id)



        
          
        

    

  


  

      

          @spec get(target(), String.t()) :: {:ok, t()} | {:error, :not_found}


      


Gets one stored call by call ID.

  



    

  
    
      
    
    
      list(target, opts \\ [])



        
          
        

    

  


  

      

          @spec list(target(), keyword()) :: [t()]


      


Lists stored calls, newest first by default.
Options
	:limit — max records returned, :all for everything retained (default 50)
	:offset — records skipped before taking :limit (default 0)
	:order — :newest_first (default) or :oldest_first
	:status — a status/0 atom or list of them
	:jid — only calls belonging to this chat/group JID
	:since / :until — unix-second bounds on start_time


  



    

  
    
      
    
    
      merge_from_sync(target, record, opts \\ [])



        
          
        

    

  


  

      

          @spec merge_from_sync(
  target(),
  WAWebProtobufSyncAction.CallLogRecord.t() | nil,
  keyword()
) ::
  :ok | :ignored


      


Applies one CallLogRecord coming from app-state or history sync.
Returns :ok when the record was stored, :ignored when it carries no
usable call ID.

  



    

  
    
      
    
    
      stream(target, opts \\ [])



        
          
        

    

  


  

      

          @spec stream(target(), keyword()) :: Enumerable.t()


      


Builds a deferred stream over stored calls.
Defaults to oldest first with no limit so a wrapper can export the log in
chronological order. The retained call-log snapshot is loaded and sorted on
first enumeration, not when the stream is created; it is bounded by
config.calls.max_records. Accepts the same options as list/2.

  



    

  
    
      
    
    
      upsert(target, call, opts \\ [])



        
          
        

    

  


  

      

          @spec upsert(target(), t(), keyword()) :: {:ok, t()} | {:error, term()}


      


Inserts or merges one call record by ID and prunes the log to the bound.
Field-level merge: incoming non-nil fields from an equally or more
authoritative source win. App-state and history-sync records are
authoritative over live signalling; a later live stanza may fill a missing
field but cannot replace a synchronized value or outcome. Transient status
progression is monotonic (:ringing then :ongoing) and never overwrites a
final outcome. When both accepted_at and ended_at are known and
duration is not, the duration is derived from their difference.
Options
	:max_records — retention bound (default 500)


  


        

      


  

    
ExWapp.Chat 
    



      
Chat and conversation management.
This module handles:
	Storing and retrieving conversations
	Managing chat history
	Tracking message state (read, delivered, etc.)

Storage
Chats are persisted via the session's store adapter. The chat data is stored
under the :chats key in the store.
Usage
# Get all chats from session
chats = ExWapp.Chat.list(session)

# Get a specific chat
{:ok, chat} = ExWapp.Chat.get(session, "1234567890@s.whatsapp.net")

# Get messages for a chat
messages = ExWapp.Chat.messages(session, "1234567890@s.whatsapp.net")

      


      
        Summary


  
    Types
  


    
      
        chat()

      


    


    
      
        message()

      


    


    
      
        message_status()

      


    


    
      
        target()

      


    





  
    Functions
  


    
      
        add_message(target, jid, message)

      


        Adds a message to a chat.



    


    
      
        all_messages(target, jid, opts \\ [])

      


        Returns a lazy stream over every locally retained message, oldest first.



    


    
      
        archive(target, jid)

      


        Archives a chat.



    


    
      
        delete(target, jid)

      


        Deletes a chat.



    


    
      
        delete_messages(target, jid, message_ids)

      


        Deletes selected local messages after they have been persisted elsewhere.



    


    
      
        find_message(target, jid, message_id)

      


        Finds one locally stored message in a chat.



    


    
      
        find_message_by_id(target, message_id)

      


        Finds one locally stored message by ID across all chats.



    


    
      
        get(target, jid)

      


        Gets a specific chat by JID.



    


    
      
        get_or_create(target, jid, opts \\ [])

      


        Gets or creates a chat for a JID.



    


    
      
        list(target)

      


        Lists all chats for a session.



    


    
      
        list_groups(target)

      


        Lists only group chats for a session.



    


    
      
        mark_read(target, jid)

      


        Marks all messages in a chat as read.



    


    
      
        mark_read_from_sync(target, jid, action_value)

      


        Mark chat as read/unread from app state sync dispatch.



    


    
      
        merge_messages(target, jid, messages)

      


        Merges a batch of messages into a chat, deduplicating by message ID.



    


    
      
        merge_metadata(target, jid, metadata)

      


        Upserts metadata fields for a chat from sync/notification payloads.



    


    
      
        messages(target, jid, opts \\ [])

      


        Gets a materialized page of locally retained messages, newest first.



    


    
      
        new_chat(jid, opts \\ [])

      


        Creates a new chat struct.



    


    
      
        parse_message_node(arg1)

      


        Parses a received message node into a message struct.



    


    
      
        pin(target, jid)

      


        Pins a chat.



    


    
      
        stream_messages(target, jid, opts \\ [])

      


        Builds a lazy stream over locally retained messages.



    


    
      
        unarchive(target, jid)

      


        Unarchives a chat.



    


    
      
        unpin(target, jid)

      


        Unpins a chat.



    


    
      
        update_archived(target, jid, archived)

      


        Update archived state from app state sync dispatch.



    


    
      
        update_message_status(target, jid, message_id, status)

      


        Updates a message status.



    


    
      
        update_message_status_by_id(target, message_id, status)

      


        Updates a message status by message ID across all chats.



    


    
      
        update_muted(target, jid, mute_action)

      


        Update muted state from app state sync dispatch.



    


    
      
        update_name(target, jid, name)

      


        Updates the chat name (for contacts that send push names).



    


    
      
        update_pinned(target, jid, pinned)

      


        Update pinned state from app state sync dispatch.



    





      


      
        Types


        


  
    
      
    
    
      chat()



        
          
        

    

  


  

      

          @type chat() :: %ExWapp.Chat{
  archived: boolean(),
  is_group: boolean(),
  jid: String.t(),
  last_message_timestamp: integer() | nil,
  muted_until: integer() | nil,
  name: String.t() | nil,
  pinned: boolean(),
  unread_count: non_neg_integer()
}


      



  



  
    
      
    
    
      message()



        
          
        

    

  


  

      

          @type message() :: %{
  :id => String.t(),
  :from_me => boolean(),
  :timestamp => integer(),
  :text => String.t() | nil,
  :status => message_status(),
  :participant => String.t() | ExWapp.JID.t() | nil,
  :raw => map() | nil,
  optional(:content) => term(),
  optional(:media) => term(),
  optional(:location) => term(),
  optional(:contact) => term(),
  optional(:event) => term()
}


      



  



  
    
      
    
    
      message_status()



        
          
        

    

  


  

      

          @type message_status() :: :pending | :sent | :received | :delivered | :read | :failed


      



  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: pid() | struct()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_message(target, jid, message)



        
          
        

    

  


  

      

          @spec add_message(target(), String.t() | ExWapp.JID.t(), message()) ::
  :ok | {:error, term()}


      


Adds a message to a chat.

  



    

  
    
      
    
    
      all_messages(target, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec all_messages(target(), String.t() | ExWapp.JID.t(), keyword()) :: Enumerable.t()


      


Returns a lazy stream over every locally retained message, oldest first.

  



  
    
      
    
    
      archive(target, jid)



        
          
        

    

  


  

      

          @spec archive(target(), String.t()) :: :ok


      


Archives a chat.

  



  
    
      
    
    
      delete(target, jid)



        
          
        

    

  


  

      

          @spec delete(target(), String.t()) :: :ok | {:error, term()}


      


Deletes a chat.

  



  
    
      
    
    
      delete_messages(target, jid, message_ids)



        
          
        

    

  


  

      

          @spec delete_messages(target(), String.t() | ExWapp.JID.t(), [String.t()]) ::
  :ok | {:error, term()}


      


Deletes selected local messages after they have been persisted elsewhere.

  



  
    
      
    
    
      find_message(target, jid, message_id)



        
          
        

    

  


  

      

          @spec find_message(target(), String.t() | ExWapp.JID.t(), String.t()) ::
  message() | nil


      


Finds one locally stored message in a chat.

  



  
    
      
    
    
      find_message_by_id(target, message_id)



        
          
        

    

  


  

      

          @spec find_message_by_id(target(), String.t()) :: {String.t(), message()} | nil


      


Finds one locally stored message by ID across all chats.

  



  
    
      
    
    
      get(target, jid)



        
          
        

    

  


  

      

          @spec get(target(), String.t() | ExWapp.JID.t()) ::
  {:ok, chat()} | {:error, :not_found}


      


Gets a specific chat by JID.

  



    

  
    
      
    
    
      get_or_create(target, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec get_or_create(target(), String.t() | ExWapp.JID.t(), keyword()) :: chat()


      


Gets or creates a chat for a JID.

  



  
    
      
    
    
      list(target)



        
          
        

    

  


  

      

          @spec list(target()) :: [chat()]


      


Lists all chats for a session.
Returns a list of chat structs sorted by last message timestamp (most recent first).

  



  
    
      
    
    
      list_groups(target)



        
          
        

    

  


  

      

          @spec list_groups(target()) :: [chat()]


      


Lists only group chats for a session.

  



  
    
      
    
    
      mark_read(target, jid)



        
          
        

    

  


  

      

          @spec mark_read(target(), String.t() | ExWapp.JID.t()) :: :ok


      


Marks all messages in a chat as read.

  



  
    
      
    
    
      mark_read_from_sync(target, jid, action_value)



        
          
        

    

  


  

      

          @spec mark_read_from_sync(target(), String.t(), map()) :: :ok


      


Mark chat as read/unread from app state sync dispatch.

  



  
    
      
    
    
      merge_messages(target, jid, messages)



        
          
        

    

  


  

      

          @spec merge_messages(target(), String.t() | ExWapp.JID.t(), [message()]) ::
  :ok | {:error, term()}


      


Merges a batch of messages into a chat, deduplicating by message ID.

  



  
    
      
    
    
      merge_metadata(target, jid, metadata)



        
          
        

    

  


  

      

          @spec merge_metadata(target(), String.t() | ExWapp.JID.t(), map() | keyword()) :: :ok


      


Upserts metadata fields for a chat from sync/notification payloads.
Supported keys:
	:name
	:unread_count
	:last_message_timestamp
	:pinned
	:muted_until
	:archived
	:is_group


  



    

  
    
      
    
    
      messages(target, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec messages(target(), String.t() | ExWapp.JID.t(), keyword()) :: [message()]


      


Gets a materialized page of locally retained messages, newest first.
Message payloads live in the configured message store rather than in the
chat struct. Use stream_messages/3 for an unbounded, lazy traversal.

  



    

  
    
      
    
    
      new_chat(jid, opts \\ [])



        
          
        

    

  


  

      

          @spec new_chat(String.t(), keyword()) :: chat()


      


Creates a new chat struct.

  



  
    
      
    
    
      parse_message_node(arg1)



        
          
        

    

  


  

      

          @spec parse_message_node(ExWapp.Binary.Node.t()) ::
  {:ok, String.t(), message()} | {:error, term()}


      


Parses a received message node into a message struct.

  



  
    
      
    
    
      pin(target, jid)



        
          
        

    

  


  

      

          @spec pin(target(), String.t()) :: :ok


      


Pins a chat.

  



    

  
    
      
    
    
      stream_messages(target, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_messages(target(), String.t() | ExWapp.JID.t(), keyword()) ::
  Enumerable.t()


      


Builds a lazy stream over locally retained messages.
The default order is oldest first so a wrapper can persist history in
chronological order. The stream reads one indexed record at a time and does
not first load the complete chat history.
This is local history only; it does not request older messages from WhatsApp.

  



  
    
      
    
    
      unarchive(target, jid)



        
          
        

    

  


  

      

          @spec unarchive(target(), String.t()) :: :ok


      


Unarchives a chat.

  



  
    
      
    
    
      unpin(target, jid)



        
          
        

    

  


  

      

          @spec unpin(target(), String.t()) :: :ok


      


Unpins a chat.

  



  
    
      
    
    
      update_archived(target, jid, archived)



        
          
        

    

  


  

      

          @spec update_archived(target(), String.t(), boolean()) :: :ok


      


Update archived state from app state sync dispatch.

  



  
    
      
    
    
      update_message_status(target, jid, message_id, status)



        
          
        

    

  


  

      

          @spec update_message_status(
  target(),
  String.t() | ExWapp.JID.t(),
  String.t(),
  message_status()
) ::
  :ok | {:error, term()}


      


Updates a message status.

  



  
    
      
    
    
      update_message_status_by_id(target, message_id, status)



        
          
        

    

  


  

      

          @spec update_message_status_by_id(target(), String.t(), message_status()) ::
  :ok | {:error, term()}


      


Updates a message status by message ID across all chats.
Useful for ACK nodes that do not provide a chat JID we can trust.

  



  
    
      
    
    
      update_muted(target, jid, mute_action)



        
          
        

    

  


  

      

          @spec update_muted(target(), String.t(), map()) :: :ok


      


Update muted state from app state sync dispatch.

  



  
    
      
    
    
      update_name(target, jid, name)



        
          
        

    

  


  

      

          @spec update_name(target(), String.t(), String.t()) :: :ok


      


Updates the chat name (for contacts that send push names).

  



  
    
      
    
    
      update_pinned(target, jid, pinned)



        
          
        

    

  


  

      

          @spec update_pinned(target(), String.t(), boolean()) :: :ok


      


Update pinned state from app state sync dispatch.

  


        

      


  

    
ExWapp.Client 
    



      
High-level, runtime-neutral ExWapp client.
Store this struct wherever your application owns session state: a GenServer,
a GenStateMachine, ETS, a job, or plain functional code in tests/scripts.

      


      
        Summary


  
    Types
  


    
      
        status()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts \\ [])

      


        Creates a high-level client.



    


    
      
        trace(client, operation, metadata \\ %{})

      


        Records a compact trace entry on the client.



    





      


      
        Types


        


  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :new | :pairing | :connecting | :connected | :disconnected | :error


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Client{
  events: module(),
  last_error: ExWapp.Error.t() | nil,
  metadata: map(),
  runtime: map(),
  session_id: term() | nil,
  status: status(),
  store: ExWapp.Store.t(),
  trace: [map()],
  transport: module()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Creates a high-level client.

  



    

  
    
      
    
    
      trace(client, operation, metadata \\ %{})



        
          
        

    

  


  

      

          @spec trace(t(), atom(), map()) :: t()


      


Records a compact trace entry on the client.

  


        

      


  

    
ExWapp.Contact 
    



      
Contact struct and local CRUD operations.
Contact data is populated from:
	App state sync patches (field "contact" in critical_unblock_low)
	Incoming message notify attribute (push name)
	History sync data


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        delete(store, jid)

      


        Delete a contact by JID.



    


    
      
        get(store, jid)

      


        Get a contact by JID.



    


    
      
        list(store)

      


        List all contacts from the store.



    


    
      
        merge_from_sync(store, jid, contact_action)

      


        Merge contact data from an app state sync ContactAction.



    


    
      
        put(store, jid, contact)

      


        Put (create or update) a contact.



    


    
      
        update_push_name(store, jid, name)

      


        Update push name for a contact (from incoming message notify attr).



    


    
      
        vcard(display_name, phone_number)

      


        Builds a WhatsApp-compatible vCard 3.0 payload for send_contact/5.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Contact{
  first_name: String.t() | nil,
  full_name: String.t() | nil,
  jid: String.t(),
  lid: String.t() | nil,
  phone_number: String.t() | nil,
  push_name: String.t() | nil,
  username: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      delete(store, jid)



        
          
        

    

  


  

      

          @spec delete(struct(), String.t()) :: :ok


      


Delete a contact by JID.

  



  
    
      
    
    
      get(store, jid)



        
          
        

    

  


  

      

          @spec get(struct(), String.t()) :: t() | nil


      


Get a contact by JID.

  



  
    
      
    
    
      list(store)



        
          
        

    

  


  

      

          @spec list(struct()) :: [t()]


      


List all contacts from the store.

  



  
    
      
    
    
      merge_from_sync(store, jid, contact_action)



        
          
        

    

  


  

      

          @spec merge_from_sync(struct(), String.t(), map()) :: :ok


      


Merge contact data from an app state sync ContactAction.

  



  
    
      
    
    
      put(store, jid, contact)



        
          
        

    

  


  

      

          @spec put(struct(), String.t(), t()) :: :ok


      


Put (create or update) a contact.

  



  
    
      
    
    
      update_push_name(store, jid, name)



        
          
        

    

  


  

      

          @spec update_push_name(struct(), String.t(), String.t()) :: :ok


      


Update push name for a contact (from incoming message notify attr).

  



  
    
      
    
    
      vcard(display_name, phone_number)



        
          
        

    

  


  

      

          @spec vcard(String.t(), String.t()) :: String.t()


      


Builds a WhatsApp-compatible vCard 3.0 payload for send_contact/5.
The waid parameter is normalized to digits while the displayed telephone
number keeps its leading + when one was supplied.

  


        

      


  

    
ExWapp.Event 
    



      
Runtime-neutral events emitted by the high-level client API.
Applications can route these through PubSub, process messages, webhooks,
logs, tests, or any other subscription mechanism by implementing
ExWapp.Events.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        type()

      


    





  
    Functions
  


    
      
        new(type, payload, opts \\ [])

      


        Creates an event with the current UTC timestamp.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Event{
  at: DateTime.t(),
  metadata: map(),
  payload: term(),
  session_id: term() | nil,
  type: type()
}


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() ::
  :qr
  | :status
  | :message_sent
  | :message_received
  | :disconnected
  | :error
  | atom()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(type, payload, opts \\ [])



        
          
        

    

  


  

      

          @spec new(type(), term(), keyword()) :: t()


      


Creates an event with the current UTC timestamp.

  


        

      


  

    
ExWapp.JSON 
    



      
Configurable JSON boundary used by ExWapp.
ExWapp deliberately does not depend on a JSON implementation. The host
application must provide a module exposing encode/1 and decode/1 with
the conventional {:ok, value} | {:error, reason} return shape:
config :ex_wapp, :json_library, Jason
Jason, Poison, Elixir's JSON module, or a small adapter around another
implementation can be used. Modules exposing only the bang variants are
supported too.

      


      
        Summary


  
    Types
  


    
      
        error_reason()

      


    





  
    Functions
  


    
      
        decode(value)

      


        Decodes JSON with the configured JSON implementation.



    


    
      
        decode!(value)

      


        Decodes JSON or raises when JSON is unavailable or decoding fails.



    


    
      
        encode(value)

      


        Encodes a value with the configured JSON implementation.



    


    
      
        encode!(value)

      


        Encodes a value or raises when JSON is unavailable or encoding fails.



    


    
      
        library()

      


        Returns the JSON module configured by the host application.



    





      


      
        Types


        


  
    
      
    
    
      error_reason()



        
          
        

    

  


  

      

          @type error_reason() ::
  :json_library_not_configured
  | {:invalid_json_library, term()}
  | {:invalid_json_library_response, :encode | :decode, term()}
  | term()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(value)



        
          
        

    

  


  

      

          @spec decode(iodata()) :: {:ok, term()} | {:error, error_reason()}


      


Decodes JSON with the configured JSON implementation.

  



  
    
      
    
    
      decode!(value)



        
          
        

    

  


  

      

          @spec decode!(iodata()) :: term() | no_return()


      


Decodes JSON or raises when JSON is unavailable or decoding fails.

  



  
    
      
    
    
      encode(value)



        
          
        

    

  


  

      

          @spec encode(term()) :: {:ok, binary()} | {:error, error_reason()}


      


Encodes a value with the configured JSON implementation.

  



  
    
      
    
    
      encode!(value)



        
          
        

    

  


  

      

          @spec encode!(term()) :: binary() | no_return()


      


Encodes a value or raises when JSON is unavailable or encoding fails.

  



  
    
      
    
    
      library()



        
          
        

    

  


  

      

          @spec library() :: {:ok, module()} | {:error, error_reason()}


      


Returns the JSON module configured by the host application.

  


        

      


  

    
ExWapp.Media 
    



      
Public media helpers shared by send and receive flows.
The media domain is split into smaller files under lib/ex_wapp/domains/media/
so the public API stays easy to find while crypto, HTTP, and source-handling
details live in focused modules.

      


      
        Summary


  
    Types
  


    
      
        download_type()

      


        Media kinds accepted by the download API, including history-sync blobs.



    


    
      
        media_type()

      


        Media kinds currently supported by the high-level API.



    


    
      
        source()

      


        Accepted media input values when sending a message.



    





  
    Functions
  


    
      
        build_retry_receipt(msg_id, own_jid, chat_jid, from_me, participant_jid, media_key)

      


        Builds the authenticated server-error receipt used to re-request expired media.



    


    
      
        decode_retry_notification(node, media_key)

      


        Decrypts a mediaretry notification with the original message media key.



    


    
      
        read_source(source)

      


        Normalizes a send source into plaintext bytes.



    


    
      
        ref_from_upload(upload, opts \\ [])

      


        Converts upload metadata into a reusable download reference.



    


    
      
        retry_key(media_key)

      


        Derives the media-retry wrapping key from a media key.



    





      


      
        Types


        


  
    
      
    
    
      download_type()



        
          
        

    

  


  

      

          @type download_type() :: media_type() | :history


      


Media kinds accepted by the download API, including history-sync blobs.

  



  
    
      
    
    
      media_type()



        
          
        

    

  


  

      

          @type media_type() :: :image | :audio | :document


      


Media kinds currently supported by the high-level API.

  



  
    
      
    
    
      source()



        
          
        

    

  


  

      

          @type source() :: {:bytes, binary()} | {:path, Path.t()} | ExWapp.Media.Upload.t()


      


Accepted media input values when sending a message.
{:bytes, binary} keeps everything in memory, {:path, path} reads from
disk, and %ExWapp.Media.Upload{} skips the upload step when the caller
already has WhatsApp upload metadata.

  


        

      

      
        Functions


        


  
    
      
    
    
      build_retry_receipt(msg_id, own_jid, chat_jid, from_me, participant_jid, media_key)



        
          
        

    

  


  

Builds the authenticated server-error receipt used to re-request expired media.

  



  
    
      
    
    
      decode_retry_notification(node, media_key)



        
          
        

    

  


  

Decrypts a mediaretry notification with the original message media key.

  



  
    
      
    
    
      read_source(source)



        
          
        

    

  


  

      

          @spec read_source(source()) :: {:ok, binary()} | {:error, term()}


      


Normalizes a send source into plaintext bytes.
This is the boundary between the user-facing send API and the upload
pipeline. Existing %Upload{} values are rejected because they already
represent uploaded server-side media rather than local plaintext bytes.

  



    

  
    
      
    
    
      ref_from_upload(upload, opts \\ [])



        
          
        

    

  


  

      

          @spec ref_from_upload(ExWapp.Media.Upload.t(), keyword()) :: ExWapp.Media.Ref.t()


      


Converts upload metadata into a reusable download reference.
The resulting %ExWapp.Media.Ref{} can be attached to an event payload or
passed back into ExWapp.download_media/3.

  



  
    
      
    
    
      retry_key(media_key)



        
          
        

    

  


  

Derives the media-retry wrapping key from a media key.

  


        

      


  

    
ExWapp.Message 
    



      
User-facing WhatsApp message struct.
This is the high-level value applications pass to ExWapp, similar to how an
email library exposes a mail struct instead of making users call MIME builders
directly.

      


      
        Summary


  
    Types
  


    
      
        message_type()

      


        High-level message categories supported by the public API.



    


    
      
        t()

      


        Runtime-neutral message value passed into transport adapters.



    





  
    Functions
  


    
      
        audio(to, source, opts \\ [])

      


        Builds an audio message from bytes, a filesystem path, or a pre-uploaded reference.



    


    
      
        contact(to, display_name, vcard, opts \\ [])

      


        Builds a single WhatsApp contact card message.



    


    
      
        document(to, source, opts \\ [])

      


        Builds a document message from bytes, a filesystem path, or a pre-uploaded reference.



    


    
      
        event(to, name, start_time, opts \\ [])

      


        Builds a WhatsApp calendar event message.



    


    
      
        image(to, source, opts \\ [])

      


        Builds an image message from bytes, a filesystem path, or a pre-uploaded reference.



    


    
      
        location(to, latitude, longitude, opts \\ [])

      


        Builds a static GPS location message.



    


    
      
        read_receipt(to, message_ids, opts \\ [])

      


        Builds a read receipt message for one or more message IDs.



    


    
      
        text(to, body, opts \\ [])

      


        Builds a plain text message.



    


    
      
        typing(to, composing \\ true, opts \\ [])

      


        Builds a typing indicator message.



    





      


      
        Types


        


  
    
      
    
    
      message_type()



        
          
        

    

  


  

      

          @type message_type() ::
  :text
  | :typing
  | :read_receipt
  | :image
  | :audio
  | :document
  | :location
  | :contact
  | :event
  | atom()


      


High-level message categories supported by the public API.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Message{
  body: term(),
  id: String.t() | nil,
  metadata: map(),
  opts: keyword(),
  to: String.t(),
  type: message_type()
}


      


Runtime-neutral message value passed into transport adapters.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      audio(to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec audio(String.t(), ExWapp.Media.source(), keyword()) :: t()


      


Builds an audio message from bytes, a filesystem path, or a pre-uploaded reference.

  



    

  
    
      
    
    
      contact(to, display_name, vcard, opts \\ [])



        
          
        

    

  


  

      

          @spec contact(String.t(), String.t(), String.t(), keyword()) :: t()


      


Builds a single WhatsApp contact card message.
vcard must contain the complete vCard payload (normally vCard 3.0).

  



    

  
    
      
    
    
      document(to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec document(String.t(), ExWapp.Media.source(), keyword()) :: t()


      


Builds a document message from bytes, a filesystem path, or a pre-uploaded reference.

  



    

  
    
      
    
    
      event(to, name, start_time, opts \\ [])



        
          
        

    

  


  

      

          @spec event(String.t(), String.t(), integer() | DateTime.t(), keyword()) :: t()


      


Builds a WhatsApp calendar event message.
This message type exists in WhatsApp Web but is less stable than text,
media, location, and contact messages. start_time may be a Unix timestamp
in seconds or a DateTime.

  



    

  
    
      
    
    
      image(to, source, opts \\ [])



        
          
        

    

  


  

      

          @spec image(String.t(), ExWapp.Media.source(), keyword()) :: t()


      


Builds an image message from bytes, a filesystem path, or a pre-uploaded reference.

  



    

  
    
      
    
    
      location(to, latitude, longitude, opts \\ [])



        
          
        

    

  


  

      

          @spec location(String.t(), number(), number(), keyword()) :: t()


      


Builds a static GPS location message.
Latitude and longitude are encoded as protobuf doubles. Optional fields such
as :name, :address, :url, :comment, and :accuracy are kept in
opts until the session transport builds the wire payload.

  



    

  
    
      
    
    
      read_receipt(to, message_ids, opts \\ [])



        
          
        

    

  


  

      

          @spec read_receipt(String.t(), [String.t()], keyword()) :: t()


      


Builds a read receipt message for one or more message IDs.

  



    

  
    
      
    
    
      text(to, body, opts \\ [])



        
          
        

    

  


  

      

          @spec text(String.t(), iodata(), keyword()) :: t()


      


Builds a plain text message.
This is the simplest outbound message form and maps to WhatsApp's
conversation or extendedTextMessage protobuf fields depending on options.

  



    

    

  
    
      
    
    
      typing(to, composing \\ true, opts \\ [])



        
          
        

    

  


  

      

          @spec typing(String.t(), boolean(), keyword()) :: t()


      


Builds a typing indicator message.
The boolean body is interpreted as true => composing and false => paused.

  


        

      


  

    
ExWapp.Client.Transport behaviour
    



      
Behaviour for high-level, runtime-neutral ExWapp client adapters.
The Transport name is retained for API compatibility, but this is not a
wire transport. The adapter is owned by the host application and connects the
public client API to a complete runtime, session, queue, or test double.
Production WhatsApp messaging should use ExWapp.Client.Transport.Session.
A raw WebSocket alone cannot implement this contract safely because it lacks
Signal sessions, device fanout, sender keys, retry, and synchronized state.

      


      
        Summary


  
    Callbacks
  


    
      
        connect(t)

      


    


    
      
        create_contact(t, t, t)

      


    


    
      
        delete_contact(t, t)

      


    


    
      
        delete_messages(t, t, list)

      


    


    
      
        disconnect(t)

      


    


    
      
        download_media(t, t, keyword)

      


    


    
      
        get_call(t, t)

      


    


    
      
        get_chat(t, t)

      


    


    
      
        get_contact(t, t)

      


    


    
      
        get_messages(t, t, keyword)

      


    


    
      
        list_calls(t, keyword)

      


    


    
      
        list_chats(t)

      


    


    
      
        list_contacts(t)

      


    


    
      
        list_groups(t)

      


    


    
      
        pair(t)

      


    


    
      
        receive_message(t, term, keyword)

      


    


    
      
        send_message(t, t)

      


    


    
      
        stream_messages(t, t, keyword)

      


    


    
      
        sync_contacts(t)

      


    


    
      
        update_contact(t, t, arg3)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      connect(t)



        
          
        

    

  


  

      

          @callback connect(ExWapp.Client.t()) :: {:ok, ExWapp.Client.t()} | {:error, term()}


      



  



  
    
      
    
    
      create_contact(t, t, t)


        (optional)


        
          
        

    

  


  

      

          @callback create_contact(ExWapp.Client.t(), String.t(), String.t()) ::
  {:ok, ExWapp.Client.t()} | :ok | {:error, term()}


      



  



  
    
      
    
    
      delete_contact(t, t)


        (optional)


        
          
        

    

  


  

      

          @callback delete_contact(ExWapp.Client.t(), String.t()) ::
  {:ok, ExWapp.Client.t()} | :ok | {:error, term()}


      



  



  
    
      
    
    
      delete_messages(t, t, list)


        (optional)


        
          
        

    

  


  

      

          @callback delete_messages(ExWapp.Client.t(), String.t(), [String.t()]) ::
  {:ok, ExWapp.Client.t()} | :ok | {:error, term()}


      



  



  
    
      
    
    
      disconnect(t)


        (optional)


        
          
        

    

  


  

      

          @callback disconnect(ExWapp.Client.t()) ::
  {:ok, ExWapp.Client.t()} | :ok | {:error, term()}


      



  



  
    
      
    
    
      download_media(t, t, keyword)


        (optional)


        
          
        

    

  


  

      

          @callback download_media(ExWapp.Client.t(), ExWapp.Media.Ref.t(), keyword()) ::
  {:ok, ExWapp.Client.t(), ExWapp.Media.Download.t()} | {:error, term()}


      



  



  
    
      
    
    
      get_call(t, t)


        (optional)


        
          
        

    

  


  

      

          @callback get_call(ExWapp.Client.t(), String.t()) ::
  {:ok, ExWapp.Call.t()} | {:error, term()}


      



  



  
    
      
    
    
      get_chat(t, t)


        (optional)


        
          
        

    

  


  

      

          @callback get_chat(ExWapp.Client.t(), String.t()) ::
  {:ok, ExWapp.Chat.chat()} | {:error, term()}


      



  



  
    
      
    
    
      get_contact(t, t)


        (optional)


        
          
        

    

  


  

      

          @callback get_contact(ExWapp.Client.t(), String.t()) ::
  {:ok, ExWapp.Contact.t() | nil} | {:error, term()}


      



  



  
    
      
    
    
      get_messages(t, t, keyword)


        (optional)


        
          
        

    

  


  

      

          @callback get_messages(ExWapp.Client.t(), String.t(), keyword()) ::
  {:ok, [ExWapp.Chat.message()]} | {:error, term()}


      



  



  
    
      
    
    
      list_calls(t, keyword)


        (optional)


        
          
        

    

  


  

      

          @callback list_calls(ExWapp.Client.t(), keyword()) ::
  {:ok, [ExWapp.Call.t()]} | {:error, term()}


      



  



  
    
      
    
    
      list_chats(t)


        (optional)


        
          
        

    

  


  

      

          @callback list_chats(ExWapp.Client.t()) :: {:ok, [ExWapp.Chat.chat()]} | {:error, term()}


      



  



  
    
      
    
    
      list_contacts(t)


        (optional)


        
          
        

    

  


  

      

          @callback list_contacts(ExWapp.Client.t()) ::
  {:ok, [ExWapp.Contact.t()]} | {:error, term()}


      



  



  
    
      
    
    
      list_groups(t)


        (optional)


        
          
        

    

  


  

      

          @callback list_groups(ExWapp.Client.t()) :: {:ok, [ExWapp.Chat.chat()]} | {:error, term()}


      



  



  
    
      
    
    
      pair(t)


        (optional)


        
          
        

    

  


  

      

          @callback pair(ExWapp.Client.t()) :: {:ok, ExWapp.Client.t(), term()} | {:error, term()}


      



  



  
    
      
    
    
      receive_message(t, term, keyword)


        (optional)


        
          
        

    

  


  

      

          @callback receive_message(ExWapp.Client.t(), term(), keyword()) ::
  {:ok, ExWapp.Client.t(), [ExWapp.Event.t()]}
  | {:ok, [ExWapp.Event.t()]}
  | {:error, term()}


      



  



  
    
      
    
    
      send_message(t, t)



        
          
        

    

  


  

      

          @callback send_message(ExWapp.Client.t(), ExWapp.Message.t()) ::
  {:ok, String.t()}
  | {:ok, ExWapp.Client.t(), String.t()}
  | {:error, ExWapp.Client.t(), term()}
  | {:error, term()}


      



  



  
    
      
    
    
      stream_messages(t, t, keyword)


        (optional)


        
          
        

    

  


  

      

          @callback stream_messages(ExWapp.Client.t(), String.t(), keyword()) ::
  {:ok, Enumerable.t()} | {:error, term()}


      



  



  
    
      
    
    
      sync_contacts(t)


        (optional)


        
          
        

    

  


  

      

          @callback sync_contacts(ExWapp.Client.t()) ::
  {:ok, ExWapp.Client.t()} | :ok | {:error, term()}


      



  



  
    
      
    
    
      update_contact(t, t, arg3)


        (optional)


        
          
        

    

  


  

      

          @callback update_contact(ExWapp.Client.t(), String.t(), map() | keyword()) ::
  {:ok, ExWapp.Client.t()} | :ok | {:error, term()}


      



  


        

      


  

    
ExWapp.Events behaviour
    



      
Behaviour for delivering high-level ExWapp events.
This deliberately does not prescribe PubSub, process messages, or OTP. Host
applications choose how subscriptions work by implementing this behaviour.

      


      
        Summary


  
    Callbacks
  


    
      
        emit(t, t)

      


    





  
    Functions
  


    
      
        emit(client, event)

      


        Emits one event through the client's configured event adapter.



    


    
      
        emit_many(client, events)

      


        Emits events in order and stops on the first adapter error.



    





      


      
        Callbacks


        


  
    
      
    
    
      emit(t, t)



        
          
        

    

  


  

      

          @callback emit(ExWapp.Client.t(), ExWapp.Event.t()) :: :ok | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      emit(client, event)



        
          
        

    

  


  

      

          @spec emit(ExWapp.Client.t(), ExWapp.Event.t()) :: :ok | {:error, term()}


      


Emits one event through the client's configured event adapter.

  



  
    
      
    
    
      emit_many(client, events)



        
          
        

    

  


  

      

          @spec emit_many(ExWapp.Client.t(), [ExWapp.Event.t()]) :: :ok | {:error, term()}


      


Emits events in order and stops on the first adapter error.

  


        

      


  

    
ExWapp.JSON.Library behaviour
    



      
Contract expected from the configured JSON implementation.
A library does not have to declare this behaviour explicitly. An adapter
module is sufficient when its native API has a different return shape.

      


      
        Summary


  
    Types
  


    
      
        reason()

      


    





  
    Callbacks
  


    
      
        decode(iodata)

      


    


    
      
        encode(term)

      


    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      decode(iodata)



        
          
        

    

  


  

      

          @callback decode(iodata()) :: {:ok, term()} | {:error, reason()}


      



  



  
    
      
    
    
      encode(term)



        
          
        

    

  


  

      

          @callback encode(term()) :: {:ok, iodata()} | {:error, reason()}


      



  


        

      


  

    
ExWapp.QR.Renderer behaviour
    



      
Contract for rendering a WhatsApp pairing payload with a host-owned QR library.
ExWapp.pair/1 returns the raw payload; applications can render it using any
library or send it to a browser renderer. ExWapp has no QR package dependency.
To use the manual ExWapp.Live runner, supply qr_renderer: MyApp.QRRenderer
or set config :ex_wapp, :qr_renderer, MyApp.QRRenderer. Its :qr_options
option is passed unchanged to render/2. The renderer returns SVG, PNG, or
other file contents as binary/iodata; the runner writes them to :qr_path.
Choose a path extension matching the format returned by the renderer.
For example, if your application chooses the qr_code package:
defmodule MyApp.QRRenderer do
  @behaviour ExWapp.QR.Renderer

  @impl true
  def render(payload, opts) do
    payload
    |> QRCode.create(Keyword.get(opts, :error_correction, :high))
    |> QRCode.render(Keyword.get(opts, :format, :svg))
  end
end
Return {:error, reason} when rendering fails. The runner returns that error
and releases its QR subscription rather than waiting for an invisible code.

      


      
        Summary


  
    Callbacks
  


    
      
        render(payload, opts)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      render(payload, opts)



        
          
        

    

  


  

      

          @callback render(payload :: String.t(), opts :: keyword()) ::
  {:ok, iodata()} | {:error, term()}


      



  


        

      


  

    
ExWapp.Store behaviour
    



      
Persistence adapter behaviour for WhatsApp session state.
Adapters implement this behaviour to persist session data including:
	Noise protocol keys (static keypair, handshake hash/salt)
	Signal protocol state (identity, signed prekeys, sessions)
	Client configuration and pairing data
	App state sync data:	:app_state_keys
	:app_state_versions
	:app_state_mutation_macs
	:contacts



Built-in Adapters
	ExWapp.Store.Ets - ETS table with file persistence (default)
	ExWapp.Store.Memory - In-memory only, useful for testing

Passing a Store to Session
# Use default ETS adapter
ExWapp.connect(store: nil)

# Use ETS with custom path
ExWapp.connect(store: {ExWapp.Store.Ets, path: "/custom/path.etf"})

# Use memory adapter for testing
ExWapp.connect(store: ExWapp.Store.Memory)

# Use pre-created store instance
store = ExWapp.Store.Ets.new(path: "my_session.etf")
ExWapp.connect(store: store)
Creating a Custom Adapter
Implement the ExWapp.Store behaviour:
defmodule MyApp.PostgresStore do
  @behaviour ExWapp.Store

  defstruct [:conn, :user_id]

  @impl true
  def new(opts) do
    conn = Keyword.fetch!(opts, :conn)
    user_id = Keyword.fetch!(opts, :user_id)
    %__MODULE__{conn: conn, user_id: user_id}
  end

  @impl true
  def load(%__MODULE__{conn: conn, user_id: user_id}) do
    case MyApp.Repo.get_by(WaSession, user_id: user_id) do
      nil -> {:ok, %{}}
      session -> {:ok, session.data}
    end
  end

  @impl true
  def persist(%__MODULE__{conn: conn, user_id: user_id}, data) do
    MyApp.Repo.insert_or_update!(%WaSession{user_id: user_id, data: data})
    :ok
  end
end

      


      
        Summary


  
    Types
  


    
      
        data()

      


    


    
      
        t()

      


    





  
    Callbacks
  


    
      
        begin_batch(store, reason)

      


        Begins a caller-owned persistence batch.



    


    
      
        clear(store)

      


        Optional callback to clear all stored data.



    


    
      
        close(store)

      


        Optional callback that releases adapter-owned processes or connections.



    


    
      
        delete_chat_messages(store, jid)

      


        Deletes every message associated with one chat.



    


    
      
        delete_messages(store, jid, message_ids)

      


        Deletes selected messages after durable application persistence.



    


    
      
        find_message(store, jid, message_id)

      


        Finds one message in a chat by ID.



    


    
      
        find_message_by_id(store, message_id)

      


        Finds one message by ID across all chats.



    


    
      
        finish_batch(store, reason)

      


        Ends a caller-owned persistence batch and durably flushes pending writes.



    


    
      
        flush(store)

      


        Durably flushes all pending writes without closing the adapter.



    


    
      
        get_and_update(store, key, default, function)

      


        Atomically updates one domain and returns a value from the update.



    


    
      
        load(store)

      


        Loads persisted session data.



    


    
      
        new(opts)

      


        Creates a new store instance.



    


    
      
        persist(store, data)

      


        Persists session data.



    


    
      
        read(store, function)

      


        Reads a consistent snapshot of non-specialized top-level store data.



    


    
      
        snapshot_messages(store)

      


        Materializes all messages for an explicit backup operation.



    


    
      
        stream_messages(store, jid, opts)

      


        Returns a lazy cursor over messages stored for one chat.



    


    
      
        transaction(store, function)

      


        Atomically transforms all non-specialized top-level store data.



    


    
      
        update(store, key, default, function)

      


        Atomically updates one top-level store domain.



    


    
      
        update_message_status(store, jid, message_id, status)

      


        Updates the status of one message in a chat.



    


    
      
        update_message_status_by_id(store, message_id, status)

      


        Updates the status of every message matching an ID.



    


    
      
        upsert_messages(store, jid, messages)

      


        Upserts messages without embedding them in chat metadata.



    





  
    Functions
  


    
      
        batch(store, reason, fun)

      


        Runs a function inside a caller-owned persistence batch.



    


    
      
        begin_batch(store, reason)

      


        Starts a caller-owned write batch when supported by the adapter.



    


    
      
        clear(store)

      


        Clears all data from the store.



    


    
      
        close(store)

      


        Releases resources held by a store adapter when it implements close/1.



    


    
      
        delete_chat_messages(store, jid)

      


        Deletes all messages associated with one chat.



    


    
      
        delete_messages(store, jid, message_ids)

      


        Deletes selected messages after the caller has persisted them durably.



    


    
      
        find_message(store, jid, message_id)

      


        Finds one stored message in a chat.



    


    
      
        find_message_by_id(store, message_id)

      


        Finds one stored message by ID across all chats.



    


    
      
        finish_batch(store, reason)

      


        Finishes a caller-owned write batch and flushes it when supported.



    


    
      
        flush(store)

      


        Durably flushes pending adapter writes when the adapter supports it.



    


    
      
        get(store, key, default \\ nil)

      


        Reads a single top-level key from the store.



    


    
      
        get_and_update(store, key, default, updater)

      


        Atomically updates one top-level domain and returns the updater's reply.



    


    
      
        list_messages(store, jid, opts \\ [])

      


        Materializes a single page from the message stream.



    


    
      
        load(store)

      


        Loads data from a store adapter.



    


    
      
        load!(store)

      


        Loads data from store, returning empty map on error.



    


    
      
        load_device_cache(store)

      


        Loads the recent device cache snapshot.



    


    
      
        load_signal_sessions(store)

      


        Loads Signal session state from the store.



    


    
      
        missing_optional_callbacks(arg1)

      


        Reports which optional callbacks an adapter does not implement.



    


    
      
        new(struct)

      


        Creates a store instance from various input formats.



    


    
      
        persist(store, data)

      


        Persists data via the store adapter.



    


    
      
        persist_device_cache(store, cache)

      


        Persists the recent device cache snapshot.



    


    
      
        persist_signal_sessions(store, sessions)

      


        Persists Signal session state back to the store.



    


    
      
        put(store, key, value)

      


        Stores one top-level domain atomically.



    


    
      
        read(store, reader)

      


        Reads the adapter's non-specialized data through its write owner when supported.



    


    
      
        snapshot(store)

      


        Returns a complete local snapshot including separately stored messages.



    


    
      
        stream_messages(store, jid, opts \\ [])

      


        Builds a lazy message stream for a chat.



    


    
      
        transaction(store, updater)

      


        Atomically transforms the adapter's non-specialized top-level data.



    


    
      
        update(store, key, default, updater)

      


        Atomically updates one top-level domain without a load/modify/persist race.



    


    
      
        update_message_status(store, jid, message_id, status)

      


        Updates one stored message status.



    


    
      
        update_message_status_by_id(store, message_id, status)

      


        Updates message status by ID across all chats.



    


    
      
        upsert_messages(store, jid, messages)

      


        Inserts or replaces messages by ID in the dedicated message store.



    





      


      
        Types


        


  
    
      
    
    
      data()



        
          
        

    

  


  

      

          @type data() :: map()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: struct()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      begin_batch(store, reason)


        (optional)


        
          
        

    

  


  

      

          @callback begin_batch(store :: t(), reason :: term()) :: :ok | {:error, term()}


      


Begins a caller-owned persistence batch.

  



  
    
      
    
    
      clear(store)


        (optional)


        
          
        

    

  


  

      

          @callback clear(store :: t()) :: :ok | {:error, term()}


      


Optional callback to clear all stored data.
Useful for testing or when unlinking a device.

  



  
    
      
    
    
      close(store)


        (optional)


        
          
        

    

  


  

      

          @callback close(store :: t()) :: :ok | {:error, term()}


      


Optional callback that releases adapter-owned processes or connections.
Sessions call this only for store instances they created themselves. A
pre-created store passed as a struct remains owned by the caller.

  



  
    
      
    
    
      delete_chat_messages(store, jid)


        (optional)


        
          
        

    

  


  

      

          @callback delete_chat_messages(store :: t(), jid :: String.t()) :: :ok | {:error, term()}


      


Deletes every message associated with one chat.

  



  
    
      
    
    
      delete_messages(store, jid, message_ids)


        (optional)


        
          
        

    

  


  

      

          @callback delete_messages(store :: t(), jid :: String.t(), message_ids :: [String.t()]) ::
  :ok | {:error, term()}


      


Deletes selected messages after durable application persistence.

  



  
    
      
    
    
      find_message(store, jid, message_id)


        (optional)


        
          
        

    

  


  

      

          @callback find_message(store :: t(), jid :: String.t(), message_id :: String.t()) ::
  map() | nil


      


Finds one message in a chat by ID.

  



  
    
      
    
    
      find_message_by_id(store, message_id)


        (optional)


        
          
        

    

  


  

      

          @callback find_message_by_id(store :: t(), message_id :: String.t()) ::
  {String.t(), map()} | nil


      


Finds one message by ID across all chats.

  



  
    
      
    
    
      finish_batch(store, reason)


        (optional)


        
          
        

    

  


  

      

          @callback finish_batch(store :: t(), reason :: term()) :: :ok | {:error, term()}


      


Ends a caller-owned persistence batch and durably flushes pending writes.

  



  
    
      
    
    
      flush(store)


        (optional)


        
          
        

    

  


  

      

          @callback flush(store :: t()) :: :ok | {:error, term()}


      


Durably flushes all pending writes without closing the adapter.

  



  
    
      
    
    
      get_and_update(store, key, default, function)


        (optional)


        
          
        

    

  


  

      

          @callback get_and_update(store :: t(), key :: atom(), default :: term(), (term() ->
                                                                  {term(),
                                                                   term()})) ::
  term() | {:error, term()}


      


Atomically updates one domain and returns a value from the update.

  



  
    
      
    
    
      load(store)



        
          
        

    

  


  

      

          @callback load(store :: t()) :: {:ok, data()} | {:error, term()}


      


Loads persisted session data.
Returns {:ok, data} with the stored map, or {:ok, %{}} if no data exists.
Returns {:error, reason} if the load operation fails.

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @callback new(opts :: keyword()) :: t()


      


Creates a new store instance.
Options are adapter-specific. See the adapter module documentation.

  



  
    
      
    
    
      persist(store, data)



        
          
        

    

  


  

      

          @callback persist(store :: t(), data :: data()) :: :ok | {:error, term()}


      


Persists session data.
The data map contains all session state that needs to survive restarts.
Returns :ok on success or {:error, reason} on failure.

  



  
    
      
    
    
      read(store, function)


        (optional)


        
          
        

    

  


  

      

          @callback read(store :: t(), (data() -> term())) :: term()


      


Reads a consistent snapshot of non-specialized top-level store data.

  



  
    
      
    
    
      snapshot_messages(store)


        (optional)


        
          
        

    

  


  

      

          @callback snapshot_messages(store :: t()) :: %{optional(String.t()) => [map()]}


      


Materializes all messages for an explicit backup operation.

  



  
    
      
    
    
      stream_messages(store, jid, opts)


        (optional)


        
          
        

    

  


  

      

          @callback stream_messages(store :: t(), jid :: String.t(), opts :: keyword()) ::
  Enumerable.t()


      


Returns a lazy cursor over messages stored for one chat.

  



  
    
      
    
    
      transaction(store, function)


        (optional)


        
          
        

    

  


  

      

          @callback transaction(store :: t(), (data() -> data())) :: :ok | {:error, term()}


      


Atomically transforms all non-specialized top-level store data.

  



  
    
      
    
    
      update(store, key, default, function)


        (optional)


        
          
        

    

  


  

      

          @callback update(store :: t(), key :: atom(), default :: term(), (term() -> term())) ::
  :ok | {:error, term()}


      


Atomically updates one top-level store domain.

  



  
    
      
    
    
      update_message_status(store, jid, message_id, status)


        (optional)


        
          
        

    

  


  

      

          @callback update_message_status(
  store :: t(),
  jid :: String.t(),
  message_id :: String.t(),
  status :: atom()
) ::
  :ok | {:error, term()}


      


Updates the status of one message in a chat.

  



  
    
      
    
    
      update_message_status_by_id(store, message_id, status)


        (optional)


        
          
        

    

  


  

      

          @callback update_message_status_by_id(
  store :: t(),
  message_id :: String.t(),
  status :: atom()
) ::
  :ok | {:error, term()}


      


Updates the status of every message matching an ID.

  



  
    
      
    
    
      upsert_messages(store, jid, messages)


        (optional)


        
          
        

    

  


  

      

          @callback upsert_messages(store :: t(), jid :: String.t(), messages :: [map()]) ::
  :ok | {:error, term()}


      


Upserts messages without embedding them in chat metadata.

  


        

      

      
        Functions


        


  
    
      
    
    
      batch(store, reason, fun)



        
          
        

    

  


  

      

          @spec batch(t(), term(), (-> term())) :: term()


      


Runs a function inside a caller-owned persistence batch.

  



  
    
      
    
    
      begin_batch(store, reason)



        
          
        

    

  


  

      

          @spec begin_batch(t(), term()) :: :ok | {:error, term()}


      


Starts a caller-owned write batch when supported by the adapter.

  



  
    
      
    
    
      clear(store)



        
          
        

    

  


  

      

          @spec clear(t()) :: :ok | {:error, term()}


      


Clears all data from the store.
Only available if the adapter implements the optional clear/1 callback.

  



  
    
      
    
    
      close(store)



        
          
        

    

  


  

      

          @spec close(t()) :: :ok | {:error, term()}


      


Releases resources held by a store adapter when it implements close/1.
Adapters without process or connection resources need no callback.

  



  
    
      
    
    
      delete_chat_messages(store, jid)



        
          
        

    

  


  

      

          @spec delete_chat_messages(t(), String.t()) :: :ok | {:error, term()}


      


Deletes all messages associated with one chat.

  



  
    
      
    
    
      delete_messages(store, jid, message_ids)



        
          
        

    

  


  

      

          @spec delete_messages(t(), String.t(), [String.t()]) :: :ok | {:error, term()}


      


Deletes selected messages after the caller has persisted them durably.

  



  
    
      
    
    
      find_message(store, jid, message_id)



        
          
        

    

  


  

      

          @spec find_message(t(), String.t(), String.t()) :: map() | nil


      


Finds one stored message in a chat.

  



  
    
      
    
    
      find_message_by_id(store, message_id)



        
          
        

    

  


  

      

          @spec find_message_by_id(t(), String.t()) :: {String.t(), map()} | nil


      


Finds one stored message by ID across all chats.

  



  
    
      
    
    
      finish_batch(store, reason)



        
          
        

    

  


  

      

          @spec finish_batch(t(), term()) :: :ok | {:error, term()}


      


Finishes a caller-owned write batch and flushes it when supported.

  



  
    
      
    
    
      flush(store)



        
          
        

    

  


  

      

          @spec flush(t()) :: :ok | {:error, term()}


      


Durably flushes pending adapter writes when the adapter supports it.

  



    

  
    
      
    
    
      get(store, key, default \\ nil)



        
          
        

    

  


  

      

          @spec get(t(), atom(), term()) :: term()


      


Reads a single top-level key from the store.
Adapters may override this with a more efficient implementation that avoids
loading and merging the entire persisted store.

  



  
    
      
    
    
      get_and_update(store, key, default, updater)



        
          
        

    

  


  

      

          @spec get_and_update(t(), atom(), term(), (term() -> {term(), term()})) ::
  term() | {:error, term()}


      


Atomically updates one top-level domain and returns the updater's reply.

  



    

  
    
      
    
    
      list_messages(store, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec list_messages(t(), String.t(), keyword()) :: [map()]


      


Materializes a single page from the message stream.

  



  
    
      
    
    
      load(store)



        
          
        

    

  


  

      

          @spec load(t()) :: {:ok, data()} | {:error, term()}


      


Loads data from a store adapter.
Examples
iex> store = ExWapp.Store.Memory.new([])
iex> ExWapp.Store.load(store)
{:ok, %{}}

  



  
    
      
    
    
      load!(store)



        
          
        

    

  


  

      

          @spec load!(t()) :: data()


      


Loads data from store, returning empty map on error.
This is a convenience function that never fails. Use load/1 if you
need to handle errors explicitly.

  



  
    
      
    
    
      load_device_cache(store)



        
          
        

    

  


  

      

          @spec load_device_cache(t()) :: map()


      


Loads the recent device cache snapshot.

  



  
    
      
    
    
      load_signal_sessions(store)



        
          
        

    

  


  

      

          @spec load_signal_sessions(t()) :: term()


      


Loads Signal session state from the store.
ETS-backed adapters may return a lightweight session-store reference instead
of a plain map so callers can avoid keeping large session state on process
heaps.

  



  
    
      
    
    
      missing_optional_callbacks(arg1)



        
          
        

    

  


  

      

          @spec missing_optional_callbacks(t()) :: [{atom(), arity()}]


      


Reports which optional callbacks an adapter does not implement.
Every message-level callback is optional and dispatched through
function_exported?/3, so an adapter that misspells one, or never wrote it,
silently falls through to a generic path with different semantics — no
compile warning, no runtime error, just behaviour that quietly diverges.
Naming the gap once at session start turns that into something a reader can
see. Returns the missing {function, arity} pairs, newest adapters usually
returning [].

  



  
    
      
    
    
      new(struct)



        
          
        

    

  


  

      

          @spec new(nil | module() | {module(), keyword()} | t()) :: t()


      


Creates a store instance from various input formats.
Examples
# Use default adapter
iex> ExWapp.Store.new(nil)
%ExWapp.Store.Ets{...}

# Use module name
iex> ExWapp.Store.new(ExWapp.Store.Memory)
%ExWapp.Store.Memory{...}

# Use module with options
iex> ExWapp.Store.new({ExWapp.Store.Ets, path: "/tmp/test.etf"})
%ExWapp.Store.Ets{path: "/tmp/test.etf", ...}

# Pass existing struct
iex> store = ExWapp.Store.Memory.new([])
iex> ExWapp.Store.new(store) == store
true

  



  
    
      
    
    
      persist(store, data)



        
          
        

    

  


  

      

          @spec persist(t(), data()) :: :ok | {:error, term()}


      


Persists data via the store adapter.
Examples
iex> store = ExWapp.Store.Memory.new([])
iex> ExWapp.Store.persist(store, %{foo: "bar"})
:ok
iex> ExWapp.Store.load(store)
{:ok, %{foo: "bar"}}

  



  
    
      
    
    
      persist_device_cache(store, cache)



        
          
        

    

  


  

      

          @spec persist_device_cache(t(), map()) :: :ok | {:error, term()}


      


Persists the recent device cache snapshot.

  



  
    
      
    
    
      persist_signal_sessions(store, sessions)



        
          
        

    

  


  

      

          @spec persist_signal_sessions(t(), term()) :: :ok | {:error, term()}


      


Persists Signal session state back to the store.

  



  
    
      
    
    
      put(store, key, value)



        
          
        

    

  


  

      

          @spec put(t(), atom(), term()) :: :ok | {:error, term()}


      


Stores one top-level domain atomically.

  



  
    
      
    
    
      read(store, reader)



        
          
        

    

  


  

      

          @spec read(t(), (data() -> term())) :: term()


      


Reads the adapter's non-specialized data through its write owner when supported.

  



  
    
      
    
    
      snapshot(store)



        
          
        

    

  


  

      

          @spec snapshot(t()) :: {:ok, data()} | {:error, term()}


      


Returns a complete local snapshot including separately stored messages.
This is intentionally eager and should only be used for explicit backups.
Normal consumers should use stream_messages/3.

  



    

  
    
      
    
    
      stream_messages(store, jid, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_messages(t(), String.t(), keyword()) :: Enumerable.t()


      


Builds a lazy message stream for a chat.
Built-in adapters keep message payloads outside chat metadata. Custom
adapters can implement stream_messages/3 with a database cursor; adapters
that do not implement it use a compatibility fallback over :chat_messages.

  



  
    
      
    
    
      transaction(store, updater)



        
          
        

    

  


  

      

          @spec transaction(t(), (data() -> data())) :: :ok | {:error, term()}


      


Atomically transforms the adapter's non-specialized top-level data.
Prefer update/4 for a single domain because it avoids materializing the
rest of the store.

  



  
    
      
    
    
      update(store, key, default, updater)



        
          
        

    

  


  

      

          @spec update(t(), atom(), term(), (term() -> term())) :: :ok | {:error, term()}


      


Atomically updates one top-level domain without a load/modify/persist race.
Built-in adapters execute updater inside their write owner. Custom adapters
can implement update/4; the compatibility fallback cannot guarantee
serialization across callers.

  



  
    
      
    
    
      update_message_status(store, jid, message_id, status)



        
          
        

    

  


  

      

          @spec update_message_status(t(), String.t(), String.t(), atom()) ::
  :ok | {:error, term()}


      


Updates one stored message status.

  



  
    
      
    
    
      update_message_status_by_id(store, message_id, status)



        
          
        

    

  


  

      

          @spec update_message_status_by_id(t(), String.t(), atom()) :: :ok | {:error, term()}


      


Updates message status by ID across all chats.

  



  
    
      
    
    
      upsert_messages(store, jid, messages)



        
          
        

    

  


  

      

          @spec upsert_messages(t(), String.t(), [map()]) :: :ok | {:error, term()}


      


Inserts or replaces messages by ID in the dedicated message store.

  


        

      


  

    
ExWapp.Telemetry 
    



      
Optional instrumentation and canonical event list for ExWapp.
Session events use the [:ex_wapp, :session, ...] prefix. Store, app-state,
safety, quota, and client events use their corresponding ExWapp domain prefix.
Events are ignored unless the host application configures an adapter:
config :ex_wapp, :telemetry_adapter, :telemetry
Add :telemetry to your application's dependencies to use that backend, or
configure a module implementing ExWapp.Telemetry.Adapter. Emission is best
effort: an unavailable or failing adapter never interrupts protocol work.
Adapter callbacks execute in the caller's process and should return promptly.

      


      
        Summary


  
    Types
  


    
      
        event_name()

      


    


    
      
        handler()

      


    





  
    Functions
  


    
      
        attach_many(handler_id, handler, config \\ nil)

      


        Attaches one handler to all canonical ExWapp events using the adapter.



    


    
      
        detach(handler_id)

      


        Detaches a handler using the configured adapter.



    


    
      
        events()

      


        Returns all canonical ExWapp telemetry events.



    


    
      
        execute(event, measurements, metadata \\ %{})

      


        Emits an event through the configured adapter, or does nothing if disabled.



    





      


      
        Types


        


  
    
      
    
    
      event_name()



        
          
        

    

  


  

      

          @type event_name() :: [atom()]


      



  



  
    
      
    
    
      handler()



        
          
        

    

  


  

      

          @type handler() :: (event_name(), map(), map(), term() -> term())


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      attach_many(handler_id, handler, config \\ nil)



        
          
        

    

  


  

      

          @spec attach_many(handler_id :: term(), handler :: handler(), config :: term()) ::
  :ok | {:error, term()}


      


Attaches one handler to all canonical ExWapp events using the adapter.
Returns {:error, :telemetry_not_configured} when disabled or
{:error, {:unsupported_telemetry_callback, :attach_many}} for an adapter
that only supports emission.

  



  
    
      
    
    
      detach(handler_id)



        
          
        

    

  


  

      

          @spec detach(term()) :: :ok | {:error, term()}


      


Detaches a handler using the configured adapter.
Returns an error if instrumentation or adapter handler management is unavailable.

  



  
    
      
    
    
      events()



        
          
        

    

  


  

      

          @spec events() :: [event_name()]


      


Returns all canonical ExWapp telemetry events.

  



    

  
    
      
    
    
      execute(event, measurements, metadata \\ %{})



        
          
        

    

  


  

      

          @spec execute(atom() | [atom()], map(), map()) :: :ok


      


Emits an event through the configured adapter, or does nothing if disabled.
Atoms expand to the session prefix; lists are passed through unchanged.
Adapter errors are ignored so instrumentation cannot fail an operation.

  


        

      


  

    
ExWapp.Telemetry.Adapter behaviour
    



      
Contract for host-owned instrumentation backends.
execute/3 is required. Handler management is optional; implement
attach_many/4 and detach/1 to support the corresponding helpers in
ExWapp.Telemetry. The Erlang :telemetry module already has this interface.

      


      
        Summary


  
    Callbacks
  


    
      
        attach_many(term, list, handler, term)

      


    


    
      
        detach(term)

      


    


    
      
        execute(list, map, map)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      attach_many(term, list, handler, term)


        (optional)


        
          
        

    

  


  

      

          @callback attach_many(term(), [[atom()]], ExWapp.Telemetry.handler(), term()) ::
  :ok | {:error, term()}


      



  



  
    
      
    
    
      detach(term)


        (optional)


        
          
        

    

  


  

      

          @callback detach(term()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      execute(list, map, map)



        
          
        

    

  


  

      

          @callback execute([atom()], map(), map()) :: :ok


      



  


        

      


  

    
ExWapp.Error exception
    



      
Structured error returned by high-level ExWapp client operations.
The :operation field names the public API call, while :phase narrows the
failure to the protocol/integration step that failed.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(operation, phase, reason, opts \\ [])

      


        Builds an ExWapp error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExWapp.Error{
  __exception__: term(),
  message_id: String.t() | nil,
  metadata: map(),
  operation: atom(),
  phase: atom() | nil,
  reason: term(),
  trace_id: term() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(operation, phase, reason, opts \\ [])



        
          
        

    

  


  

      

          @spec new(atom(), atom() | nil, term(), keyword()) :: t()


      


Builds an ExWapp error.
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